

    
      
          
            
  
IPv8 Documentation

Welcome to the IPv8 documentation! This file will help you navigate the existing documentation.
The documentation will explain the concepts behind IPv8, the architecture, and guide you through making your first overlay.



Why does IPv8 exist?

Problems with the very fabric of The Internet, IPv4, are mounting. The approach of IPv6, Mobile IP, and IPSec is hampered by fundamental architectural problems. One solution is moving the intelligence up to a higher layer in the protocol stack and towards the end points. Our endpoints are not dependent on any central infrastructure. Our architecture is academically pure and fully decentralized; to the point of obsession. IPv8 is based on the principle of self-governance. Like Bitcoin and BitTorrent, our IPv8 overlays are permissionless and require no server upkeep costs.

IPv8 aims to help restore the original Internet; for free; owned by nobody; for everyone.



IPv8 Features

IPv8 is a networking layer which offers identities, communication with some robustness, and provides hooks for higher layers. For instance, our Internet-deployed reputation functions and ledger-based storage of reputation data. IPv8 is designed as a mechanism to build trust.  Each network overlay offers network connections to known digital identities through public keys. Overlays are robust against several network problems and security issues. Using a custom NAT-traversing DHT to find the current IPv4 network address, IPv8 keeps the network connectivity going, even as the IPv4 addresses change.  Each network overlay keeps track of a number of neighbors and occasionally checks if they are still responsive.

IPv8 offers global connectivity through integrated UDP NAT puncturing, announcement of your identity claim and a web-of-trust. IPv8 has an integrated attestation service. You can use IPv8 for official verification that something is true or authentic, according to a trustworthy attestor. By using zero-knowledge proofs we attempt to minimize privacy leakage.



The science behind IPv8

IPv8 was built through years of experience and was shaped by science. Some key publications are:


	Halkes G, Pouwelse J. UDP NAT and Firewall Puncturing in the Wild. In International Conference on Research in Networking 2011 May 9 (pp. 1-12). Springer, Berlin, Heidelberg.


	Zeilemaker N, Schoon B, Pouwelse J. Dispersy bundle synchronization. TU Delft, Parallel and Distributed Systems. 2013 Jan.






IPv8 Example

IPv8 is a tool to build interesting distributed applications. IPv8 overlays can be used to offer various services for your application. Our flagship application Tribler, for example, uses seven IPv8 overlays for serverless discovery. Tribler’s services range from DHT-based lookup, Tor-inspired privacy to a completely decentralised marketplace for bandwidth. If we take a look at Tribler’s debug screen, it shows IPv8 in action: you can observe statistics such as active neighbors and utilized network traffic to make sure you have made a healthy overlay.


[image: A screenshot of Tribler's IPv8 statistics]





Getting help

If you spotted an inconsistency in the documentation or found a bug, please let us know in a GitHub issue [https://github.com/Tribler/py-ipv8/issues].
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Installing Libsodium (Windows and MacOS only)

Running py-ipv8 on Windows or MacOS, requires manual installation of Libsodium.


Windows


	Libsodium can be downloaded from https://download.libsodium.org/libsodium/releases/

For eg. https://download.libsodium.org/libsodium/releases/libsodium-1.0.17-msvc.zip







	Extract the files from the zip file


	There are two extracted directories: x64 and Win32. Select x64 for 64-bit or Win32 for 32-bit versions of Windows, and search for libsodium.dll. You can find one inside Release/v141/dynamic/libsodium.dll


	Copy this libsodium.dll file and paste it in C:\Windows\system32






MacOS

Homebrew can be used to install libsodium:

brew install libsodium





For details, check here [http://macappstore.org/libsodium/].





            

          

      

      

    

  

    
      
          
            
  
Creating your first overlay

This document assumes you have installed all of the dependencies as instructed in the README.md [https://github.com/Tribler/py-ipv8/blob/master/README.md].
You will learn how to construct a network overlay using IPv8.


Running the IPv8 service

Fill your main.py file with the following code:

from asyncio import run

from ipv8.configuration import get_default_configuration
from ipv8.util import run_forever
from ipv8_service import IPv8


async def start_ipv8() -> None:
    # Create an IPv8 object with the default settings.
    ipv8 = IPv8(get_default_configuration())
    await ipv8.start()

    # Wait forever (or until the user presses Ctrl+C)
    await run_forever()

    # Shutdown IPv8. To keep things simple, we won't stop IPv8 in the remainder of the tutorial.
    await ipv8.stop()

# Create a new event loop and run a task that starts an IPv8 instance.
run(start_ipv8())





You can now run this file using Python as follows:

python3 main.py





You should see some debug information being printed to your terminal.
If this step failed, you are probably missing dependencies.

If everything is running correctly: congratulations!
You have just run the IPv8 service for the first time.



Running two IPv8 services

Now that we have managed to create an IPv8-service instance, we want to create a second instance.
This way we can start testing the network overlay with multiple instances.
To try this, fill your main.py file with the following code:

from asyncio import run

from ipv8.configuration import get_default_configuration
from ipv8.util import run_forever
from ipv8_service import IPv8


async def start_ipv8() -> None:
    # The first IPv8 will attempt to claim a port.
    await IPv8(get_default_configuration()).start()
    # The second IPv8 will attempt to claim a port.
    # It cannot claim the same port and will end up claiming a different one.
    await IPv8(get_default_configuration()).start()
    await run_forever()


run(start_ipv8())





If you were successful, you should now see double the debug information being printed to your terminal.



Loading a custom overlay

Now that we can launch two instances, let’s create the actual network overlay.
To do this, fill your main.py file with the following code:

import os
from asyncio import run

from ipv8.community import Community
from ipv8.configuration import ConfigBuilder, Strategy, WalkerDefinition, default_bootstrap_defs
from ipv8.util import run_forever
from ipv8_service import IPv8


class MyCommunity(Community):
    # Register this community with a randomly generated community ID.
    # Other peers will connect to this community based on this identifier.
    community_id = os.urandom(20)


async def start_communities() -> None:
    for i in [1, 2]:
        builder = ConfigBuilder().clear_keys().clear_overlays()
        # If we actually want to communicate between two different peers
        # we need to assign them different keys.
        # We will generate an EC key called 'my peer' which has 'medium'
        # security and will be stored in file 'ecI.pem' where 'I' is replaced
        # by the peer number (1 or 2).
        builder.add_key("my peer", "medium", f"ec{i}.pem")
        # Instruct IPv8 to load our custom overlay, registered in _COMMUNITIES.
        # We use the 'my peer' key, which we registered before.
        # We will attempt to find other peers in this overlay using the
        # RandomWalk strategy, until we find 10 peers.
        # We do not provide additional startup arguments or a function to run
        # once the overlay has been initialized.
        builder.add_overlay("MyCommunity", "my peer",
                            [WalkerDefinition(Strategy.RandomWalk,
                                              10, {'timeout': 3.0})],
                            default_bootstrap_defs, {}, [])
        await IPv8(builder.finalize(),
                   extra_communities={'MyCommunity': MyCommunity}).start()
    await run_forever()


run(start_communities())





As we replaced the default overlays, you should no longer see any debug information being printed to your terminal.
Our overlay is now loaded twice, but it is still not doing anything.



Printing the known peers

Like every DHT-based network overlay framework, IPv8 needs some time to find peers.
We will now modify main.py again to print the current number of peers:

import os
from asyncio import run

from ipv8.community import Community
from ipv8.configuration import ConfigBuilder, Strategy, WalkerDefinition, default_bootstrap_defs
from ipv8.peerdiscovery.network import PeerObserver
from ipv8.types import Peer
from ipv8.util import run_forever
from ipv8_service import IPv8


class MyCommunity(Community, PeerObserver):
    community_id = os.urandom(20)

    def on_peer_added(self, peer: Peer) -> None:
        print("I am:", self.my_peer, "I found:", peer)

    def on_peer_removed(self, peer: Peer) -> None:
        pass

    def started(self) -> None:
        self.network.add_peer_observer(self)


async def start_communities() -> None:
    for i in [1, 2]:
        builder = ConfigBuilder().clear_keys().clear_overlays()
        builder.add_key("my peer", "medium", f"ec{i}.pem")
        # We provide the 'started' function to the 'on_start'.
        # We will call the overlay's 'started' function without any
        # arguments once IPv8 is initialized.
        builder.add_overlay("MyCommunity", "my peer",
                            [WalkerDefinition(Strategy.RandomWalk,
                                              10, {'timeout': 3.0})],
                            default_bootstrap_defs, {}, [('started',)])
        await IPv8(builder.finalize(),
                   extra_communities={'MyCommunity': MyCommunity}).start()
    await run_forever()


run(start_communities())





Running this should yield something like the following output:

$ python main.py
I am: Peer<0.0.0.0:0:8090, dxGFpQ4awTMz826HOVCB5OoiPPI=> I found: Peer<0.0.0.0:0:8091, YfHrKJR4O72/k/FBYYxMIQwOb1U=>
I am: Peer<0.0.0.0:0:8091, YfHrKJR4O72/k/FBYYxMIQwOb1U=> I found: Peer<0.0.0.0:0:8090, dxGFpQ4awTMz826HOVCB5OoiPPI=>






Warning

You should never use the address of a Peer as its identifier.
A Peer’s address can change over time!
Instead, use the mid of a Peer (which is the SHA-1 hash of its public key) or its public_key.key_to_bin() (the serialized form of the public key).
The public key of a Peer never changes.





Adding messages

As an example for adding messages, we will now make a Lamport clock for three peers.
Update your main.py once again to contain the following code:

import os
from asyncio import run

from ipv8.community import Community, CommunitySettings
from ipv8.configuration import ConfigBuilder, Strategy, WalkerDefinition, default_bootstrap_defs
from ipv8.lazy_community import lazy_wrapper
from ipv8.messaging.payload_dataclass import dataclass
from ipv8.types import Peer
from ipv8.util import run_forever
from ipv8_service import IPv8


@dataclass(msg_id=1)  # The value 1 identifies this message and must be unique per community
class MyMessage:
    clock: int  # We add an integer (technically a "long long") field "clock" to this message


class MyCommunity(Community):
    community_id = os.urandom(20)

    def __init__(self, settings: CommunitySettings) -> None:
        super().__init__(settings)
        # Register the message handler for messages (with the identifier "1").
        self.add_message_handler(MyMessage, self.on_message)
        # The Lamport clock this peer maintains.
        # This is for the example of global clock synchronization.
        self.lamport_clock = 0

    def started(self) -> None:
        async def start_communication() -> None:
            if not self.lamport_clock:
                # If we have not started counting, try boostrapping
                # communication with our other known peers.
                for p in self.get_peers():
                    self.ez_send(p, MyMessage(self.lamport_clock))
            else:
                self.cancel_pending_task("start_communication")

        # We register an asyncio task with this overlay.
        # This makes sure that the task ends when this overlay is unloaded.
        # We call the 'start_communication' function every 5.0 seconds, starting now.
        self.register_task("start_communication", start_communication, interval=5.0, delay=0)

    @lazy_wrapper(MyMessage)
    def on_message(self, peer: Peer, payload: MyMessage) -> None:
        # Update our Lamport clock.
        self.lamport_clock = max(self.lamport_clock, payload.clock) + 1
        print(self.my_peer, "current clock:", self.lamport_clock)
        # Then synchronize with the rest of the network again.
        self.ez_send(peer, MyMessage(self.lamport_clock))


async def start_communities() -> None:
    for i in [1, 2, 3]:
        builder = ConfigBuilder().clear_keys().clear_overlays()
        builder.add_key("my peer", "medium", f"ec{i}.pem")
        builder.add_overlay("MyCommunity", "my peer",
                            [WalkerDefinition(Strategy.RandomWalk,
                                              10, {'timeout': 3.0})],
                            default_bootstrap_defs, {}, [('started',)])
        await IPv8(builder.finalize(),
                   extra_communities={'MyCommunity': MyCommunity}).start()
    await run_forever()


run(start_communities())





If you run this, you should see the three peers actively trying to establish an ever-increasing global clock value.





            

          

      

      

    

  

    
      
          
            
  
Storing states in IPv8

This document assumes you have a basic understanding of network overlays in IPv8, as documented in the overlay tutorial.
You will learn how to use the IPv8’s RequestCache class to store the state of message flows.


When you need a state

More often than not messages come in flows.
For example, one peer sends out a request and another peer provides a response.
Or, as another example, your message is too big to fit into a single UDP packet and you need to keep track of multiple smaller messages that belong together.
In these cases you need to keep a state.
The RequestCache class keeps track of states and also natively includes a timeout mechanism to make sure you don’t get a memory leak.

Typically, you will use one RequestCache per network overlay, to which you add the caches that store states.



The hard way

The most straightforward way of interacting with the RequestCache is by adding NumberCache instances to it directly.
Normally, you will use add() and pop() to respectively add new caches and remove existing caches from the RequestCache.
This is a bare-bones example of how states can be stored and retrieved:

from asyncio import create_task, run, sleep

from ipv8.requestcache import NumberCacheWithName, RequestCache


class MyState(NumberCacheWithName):

    name = "my-state"

    def __init__(self, request_cache: RequestCache,
                 identifier: int, state: int) -> None:
        super().__init__(request_cache, self.name, identifier)
        self.state = state


async def foo(request_cache: RequestCache) -> None:
    """
    Add a new MyState cache to the global request cache.
    The state variable is set to 42 and the identifier of this cache is 0.
    """
    cache = MyState(request_cache, 0, 42)
    request_cache.add(cache)


async def bar() -> None:
    """
    Wait until a MyState cache with identifier 0 is added.
    Then, remove this cache from the global request cache and print its state.
    """
    # Normally, you would add this to a network overlay instance.
    request_cache = RequestCache()

    _ = create_task(foo(request_cache))

    while not request_cache.has(MyState, 0):
        await sleep(0.1)
    cache = request_cache.pop(MyState, 0)
    print("I found a cache with the state:", cache.state)


run(bar())





In the previous example we have assumed that a cache would eventually arrive.
This will almost never be the case in practice.
You can overwrite the on_timeout method of your NumberCache instances to deal with cleaning up when a cache times out.
In this following example we shut down when the cache times out:

from asyncio import run, sleep

from ipv8.requestcache import NumberCacheWithName, RequestCache


class MyState(NumberCacheWithName):

    name = "my-state"

    def __init__(self, request_cache: RequestCache,
                 identifier: int, state: int) -> None:
        super().__init__(request_cache, self.name, identifier)
        self.state = state

    def on_timeout(self) -> None:
        print("Oh no! I never received a response!")

    @property
    def timeout_delay(self) -> float:
        # We will timeout after 3 seconds (default is 10 seconds)
        return 3.0


async def foo() -> None:
    request_cache = RequestCache()
    cache = MyState(request_cache, 0, 42)
    request_cache.add(cache)
    await sleep(4)


run(foo())





You may notice some inconvenient properties of these caches.
You need to generate a unique identifier and manually keep track of it.
This is why we have an easier way to interact with the RequestCache.



The easier way

Let’s look at the complete Community code for two peers that use each other to count to 10.
For this toy box example we define two messages and a single cache.
Unlike when doing things the hard way, we now use a RandomNumberCache to have IPv8 select a message identifier for us.
Both the identifier fields for the messages and the name for the cache are required.
Please attentively read through this code:

# We'll use this global variable to keep track of the IPv8 instances that finished.
DONE = []


@vp_compile
class MyRequest(VariablePayload):
    msg_id = 1
    format_list = ['I', 'I']
    names = ["value", "identifier"]


@vp_compile
class MyResponse(VariablePayload):
    msg_id = 2
    format_list = ['I', 'I']
    names = ["value", "identifier"]


class MyCache(RandomNumberCacheWithName):
    name = "my-cache"

    def __init__(self, request_cache: RequestCache, value: int) -> None:
        super().__init__(request_cache, self.name)
        self.value = value


class MyCommunity(Community):
    community_id = os.urandom(20)

    def __init__(self, settings: CommunitySettings) -> None:
        super().__init__(settings)
        self.add_message_handler(1, self.on_request)
        self.add_message_handler(2, self.on_response)

        # This is where the magic starts: add a ``request_cache`` variable.
        self.request_cache = RequestCache()

    async def unload(self) -> None:
        # Don't forget to shut down the RequestCache when you unload the Community!
        await self.request_cache.shutdown()
        await super().unload()

    def started(self) -> None:
        self.register_task("wait for peers and send a request", self.send)

    async def send(self) -> None:
        # Wait for our local peers to connect to eachother.
        while not self.get_peers():
            await sleep(0.1)
        # Then, create and register our cache.
        cache = self.request_cache.add(MyCache(self.request_cache, 0))
        # If the overlay is shutting down the cache will be None.
        if cache is not None:
            # Finally, send the overlay message to the other peer.
            for peer in self.get_peers():
                self.ez_send(peer, MyRequest(cache.value, cache.number))

    @lazy_wrapper(MyRequest)
    def on_request(self, peer: Peer, payload: MyRequest) -> None:
        # Our service is to increment the value of the request and send this in the response.
        self.ez_send(peer, MyResponse(payload.value + 1, payload.identifier))

    @lazy_wrapper(MyResponse)
    @retrieve_cache(MyCache)
    def on_response(self, peer: Peer, payload: MyResponse, cache: MyCache) -> None:
        print(peer, "responded to:", cache.value, "with:", payload.value)

        # Stop the experiment if both peers reach a value of 10.
        if payload.value == 10:
            DONE.append(True)
            return

        # Otherwise, do the same thing over again and ask for another increment.
        cache = self.request_cache.add(MyCache(self.request_cache, payload.value))
        if cache is not None:
            for peer in self.get_peers():
                self.ez_send(peer, MyRequest(payload.value, cache.number))
                # To spice things up, we'll perform a replay attack.
                # The RequestCache causes this second duplicate message to be ignored.
                self.ez_send(peer, MyRequest(payload.value, cache.number))





You are encouraged to play around with this code.
Also, take notice of the fact that this example includes a replay attack (try removing the cache and see what happens).





            

          

      

      

    

  

    
      
          
            
  
Unit Testing Overlays

This document assumes you have a basic understanding of network overlays in IPv8, as documented in the overlay tutorial.
You will learn how to use the IPv8’s TestBase class to unit test your overlays.


Files

This tutorial will place all of its files in the ~/Documents/ipv8_tutorial directory.
You are free to choose whatever directory you want, to place your files in.
This tutorial uses the following files in the working directory:

community.py
test_community.py





We will use the following community.py in this tutorial:

import os
import unittest
from typing import TYPE_CHECKING, Any

from ipv8.community import Community, CommunitySettings
from ipv8.requestcache import NumberCache, RequestCache
from ipv8.test.base import TestBase
from ipv8.test.mocking.ipv8 import MockIPv8

if TYPE_CHECKING:
    from ipv8.messaging.payload import IntroductionRequestPayload
    from ipv8.messaging.payload_headers import GlobalTimeDistributionPayload
    from ipv8.types import Peer


class MyCache(NumberCache):

    def __init__(self, request_cache: RequestCache, overlay: MyCommunity) -> None:
        super().__init__(request_cache, "", 0)
        self.overlay = overlay

    def on_timeout(self) -> None:
        self.overlay.timed_out = True


class MyCommunitySettings(CommunitySettings):
    some_constant: int | None = None


class MyCommunity(Community):
    community_id = os.urandom(20)
    settings_class = MyCommunitySettings

    def __init__(self, settings: MyCommunitySettings) -> None:
        super().__init__(settings)
        self.request_cache = RequestCache()

        self._some_constant = 42 if settings.some_constant is None else settings.some_constant
        self.last_peer = None
        self.timed_out = False

    async def unload(self) -> None:
        await self.request_cache.shutdown()
        await super().unload()

    def some_constant(self) -> int:
        return self._some_constant

    def introduction_request_callback(self, peer: Peer,
                                      dist: GlobalTimeDistributionPayload,
                                      payload: IntroductionRequestPayload) -> None:
        self.last_peer = peer

    def add_cache(self) -> None:
        self.request_cache.add(MyCache(self.request_cache, self))





You’re encouraged to fill test_community.py yourself as you read through this tutorial.



Why and How?

After playing around with your first overlay, you may have discovered that running multiple processes
and configuring your communities to test functionality is not very easy or reproducible.
We certainly have.
Therefore, we have created the TestBase class with all the tools you need to mock the Internet and
make beautiful unit tests.

Because TestBase is a subclass of unittest.TestCase you can use common unit testing convenience methods, like testEqual, testTrue, setUp, setUpClass, etc.
This also means that TestBase can be used with just about any test runner out there
(like unittest, nosetests or pytest).

The way we will run our unit tests in this tutorial is with:

python3 -m unittest test_community.py





If you have custom logic in your subclass, please make sure to call your super() methods.
Here’s an example of custom setUp and tearDown methods:

class MyTests(TestBase[MyCommunity]):

    def setUp(self) -> None:
        super().setUp()
        # Insert your setUp logic here

    async def tearDown(self) -> None:
        await super().tearDown()
        # Insert your tearDown logic here







Deadlock Detection

Before you start testing, you need to be warned about TestBase.MAX_TEST_TIME.
By default, TestBase.MAX_TEST_TIME is set to 10 seconds.
This means that if your testing class takes more than 10 seconds, TestBase will terminate it.

We should probably mention that in proper software engineering a unit test case should never take 10 seconds.
However, we’re not here to judge.
If you want this timeout increased, simply overwrite the value of MAX_TEST_TIME in your subclass.
For example:

class MyTests(TestBase):

    MAX_TEST_TIME = 30.0  # Now this class can take 30 seconds







Creating Instances

The initialize() method takes care of initializing your Community subclass for you.
It’s as easy as this:

    async def test_call(self) -> None:
        """
        Create a MyCommunity and check the output of some_constant().
        """
        # Create 1 MyCommunity
        self.initialize(MyCommunity, 1)

        # Nodes are 0-indexed
        value = self.overlay(0).some_constant()

        self.assertEqual(42, value)





What happened here?
First, we instructed TestBase to create 1 instance of MyCommunity using initialize().
As a side note: the raw information needed to make this happen (the mocking of the Internet and the interconnection
of overlays) is actually stored in the nodes list of TestBase.
Second, we ask our TestBase to give us the overlay instance of node 0, which is our only node.
The overlay() method is one of the many convenience methods in TestBase to access common data in overlays.
We’ll provide a complete list of these convenience methods later in this document.
Last, we use a common unittest.TestCase assertion to check if our some_constant() overlay method returned 42.

In some cases, you might need to give additional parameters to your Community’s __init__() method.
In these cases, you can simply add additional keyword arguments to initialize().

    async def test_call2(self) -> None:
        """
        Create a MyCommunity with a custom some_constant.
        """
        self.initialize(MyCommunity, 1, MyCommunitySettings(some_constant=7))

        value = self.overlay(0).some_constant()

        self.assertEqual(7, value)





In yet more advanced use cases, you may want to provide your own MockIPv8 instances.
This will usually be the case if your Community instance only supports specific keys.
Commonly, Community instances may choose to only support curve25519 keys, which you can do as follows:

    def create_node(self, *args: Any, **kwargs) -> MockIPv8:
        return MockIPv8("curve25519", self.overlay_class, *args, **kwargs)







Communication

You should now be able to create Community instances and call their methods.
However, these instances are not communicating with each other yet.
Take note of this code in our Community instance that stores the last peer that sent us an introduction request:

    def introduction_request_callback(self, peer: Peer,
                                      dist: GlobalTimeDistributionPayload,
                                      payload: IntroductionRequestPayload) -> None:
        self.last_peer = peer





This code simply stores whatever Peer object last sent us a request.
We’ll create a unit test to test whether this happened:

    async def test_intro_called(self) -> None:
        """
        Check if we got a request from another MyCommunity.
        """
        self.initialize(MyCommunity, 2)

        # We have the overlay of Peer 0 send a message to Peer 1.
        self.overlay(0).send_introduction_request(self.peer(1))
        # Our test is running in the asyncio main thread!
        # Let's yield to allow messages to be passed.
        await self.deliver_messages()

        # Peer 1 should have received the message from Peer 0.
        self.assertEqual(self.peer(0), self.overlay(1).last_peer)





Let’s run through this example.
First we create two instances of MyCommunity using initialize().
Second, we instruct the first node in our test to send a message to our second node.
Here send_introduction_request() creates and sends a message to another peer and deliver_messages()
allows it to be received.
Lastly, we assert that our second node received a message from our first node.

Note that the asyncio programming model of Python executes its events on the main thread (the event loop),
including this test case and the communication that is caused by it.
In other words, since the test itself is occupying the main thread, the messaging will only happen
after our test is finished!
By the time it is allowed to execute, the communication is already cancelled.
The deliver_messages() method backs off for a given amount of time and then waits for the main thread to be freed.

Now comes the caveat.
The main thread being freed may not mean your Community is actually done doing stuff.
It is possible to schedule asyncio events in such a way that deliver_messages() can’t detect them.
This commonly happens when you use threading or hardware (like sockets).
In these exceptional cases, you can use asyncio.sleep() or, better yet, await a custom Future in the test.



Piggybacking on Introductions

Some Community instances prefer to piggyback information onto introductions.
As TestBase simply adds peers to each other directly, this piggybacked information is not sent.
The introduce_nodes() method allows you to send these introductions anyway, used as follows
(note the absence of deliver_messages()):

    async def test_intro_called2(self) -> None:
        """
        Check if we got a request from another MyCommunity.
        """
        self.initialize(MyCommunity, 2)

        await self.introduce_nodes()

        self.assertEqual(self.peer(0), self.overlay(1).last_peer)
        self.assertEqual(self.peer(1), self.overlay(0).last_peer)







Using the RequestCache

In real Community instances, you will have many timeouts and lots of timeout logic in caches.
To make it easier to trigger these timeouts in the RequestCache, we use the passthrough() method.
Here’s an example:

    async def test_passthrough(self) -> None:
        """
        Check if a cache time out is properly handled.
        """
        self.initialize(MyCommunity, 1)

        with self.overlay(0).request_cache.passthrough():
            self.overlay(0).add_cache()
        await self.deliver_messages()

        self.assertTrue(self.overlay(0).timed_out)





In this example we use the passthrough() contextmanager while we invoke a function that adds a cache.
This causes the timeout of the MyCache cache we add inside add_cache to be nullified and instantly fire.
Do note that this timeout occurs in the asyncio event loop and we need to allow it to fire.
To yield the main thread we use deliver_messages() again (though in this case await asyncio.sleep(0.0) would have also
done the trick).

In some complex cases you may have more than one type of cache being added.
In these cases you can add a filter to passthrough() to make it only nullify some particular classes
(simply add these classes as arguments to passthrough()):

    async def test_passthrough2(self) -> None:
        """
        Check if a cache time out is properly handled.
        """
        self.initialize(MyCommunity, 1)

        with self.overlay(0).request_cache.passthrough(MyCache):
            self.overlay(0).add_cache()
        await self.deliver_messages()

        self.assertTrue(self.overlay(0).timed_out)







Fragile Packet Handling

By default IPv8 adds a general exception handler in Community instances,
to disallow external messages crashing you.
However, when testing, this exception handler is removed by TestBase.
If you want to enable the general exception handler again, you can either add your class to the
production_overlay_classes list or overwrite TestBase.patch_overlays().
For example:

    def patch_overlays(self, i: int) -> None:
        if i == 1:
            pass  # We'll run the general exception handler for Peer 1
        else:
            super().patch_overlays(i)







Temporary Files

In some cases, you may require temporary files in your unit tests.
TestBase exposes the temporary_directory() method to generate directories for these files.
This method is random.seed() compatible.
Normally, TestBase will clean up these files automatically for you.
However, if you hard-crash TestBase before its tearDown is invoked,
the temporary directories will not be cleaned up.

The temporary directory names are prefixed with _temp_ and use a uuid as a unique name.
The temporary directories will be created in the current working directory
for the mechanism to work on all supported platforms (Windows, Mac and Linux) even with limited permissions.



Asserting Message Delivery

You may want to assert that an overlay receives certain messages after a function.
The TestBase exposes the assertReceivedBy() function to do just that.
We’ll run through its functionality by example.

Most of the time, you will want to check if a peer received certain messages.
In the following example peer 0 first sends message 1 and then sends message 2 to peer 1.
The following construction asserts this:

    with self.assertReceivedBy(1, [Message1, Message2]):
        self.overlay(0).send_msg_to(self.peer(1), 1)
        self.overlay(0).send_msg_to(self.peer(1), 2)
        await self.deliver_messages()





Sometimes, you can’t be sure in what order messages are sent.
In these cases you can use ordered=False:

    with self.assertReceivedBy(1, [Message1, Message2, Message2], ordered=False):
        messages = [2, 1, 2]
        shuffle(messages)
        self.overlay(0).send_msg_to(self.peer(1), messages[0])
        self.overlay(0).send_msg_to(self.peer(1), messages[1])
        self.overlay(0).send_msg_to(self.peer(1), messages[2])
        await self.deliver_messages()





In other cases, your overlay may be sending messages which you cannot control and/or which you don’t care about.
In these cases you can set a filter to only include the messages you want:

    with self.assertReceivedBy(1, [Message1, Message2], message_filter=[Message1, Message2]):
        self.overlay(0).send_msg_to(self.peer(1), 1)
        if random() > 0.5:
            self.overlay(0).send_msg_to(self.peer(1), 3)
        self.overlay(0).send_msg_to(self.peer(1), 2)
        await self.deliver_messages()





It may also be helpful to inspect the contents of each payload.
You can simply use the return value of the assert function to perform further inspection:

    with self.assertReceivedBy(1, [Message1, Message2]) as received_messages:
        self.overlay(0).send_msg_to(self.peer(1), 1)
        self.overlay(0).send_msg_to(self.peer(1), 2)
        await self.deliver_messages()

    message1, message2 = received_messages
    self.assertEqual(1, message1.value)
    self.assertEqual(2, message2.value)





If you want to use assertReceivedBy(), make sure that:



	Your overlay message handlers only handle a single payload.


	Your messages specify a msg_id.


	Your messages are compatible with ez_send() and lazy_wrapper_*().









Shortcut Reference

As usual, there is an easy and a hard way to do everything in IPv8.
You are welcome to call self.nodes[i].my_peer.public_key.key_to_bin() manually
every time you wish to access the public key of node i.
Or, instead, you may use the available shortcut self.key_bin(i).
You may find your unit test become a lot more readable if you use the available TestBase shortcuts though.


Available TestBase shortcuts





	method

	description





	address(i)

	The IPv4 address of peer i.



	endpoint(i)

	The Endpoint instance of peer i.



	key_bin(i)

	The serialized public key (bytes) of peer i.



	key_bin_private(i)

	The serialized private key (bytes) of peer i.



	mid(i)

	The SHA-1 of the public key of peer i.



	my_peer(i)

	The private my_peer Peer instance of peer i.



	network(i)

	The Network instance of peer i.



	node(i)

	The MockIPv8 instance of peer i.



	overlay(i)

	The Community instance of peer i.



	peer(i)

	The public Peer instance of peer i.



	private_key(i)

	The private key instance of peer i.



	public_key(i)

	The public key instance of peer i.






You are encouraged to add shortcuts that may be relevant to your own Community instance in your own test class.





            

          

      

      

    

  

    
      
          
            
  
Task Management

This document assumes you have a basic understanding of network overlays in IPv8, as documented in the overlay tutorial.
You will learn how to use the IPv8’s TaskManager class to manage asyncio tasks and how to use NumberCache to manage Future instances.


What is a task?

Essentially, a task is a way for asyncio to point to code that should be executed at some point.
The asyncio library checks if it has something to execute and executes it until it has no more tasks to execute.
However, there are many intricacies when dealing with tasks.
Consider the following example:

import asyncio

COMPLETED = []


async def execute_me_too(i: int) -> None:
    await asyncio.sleep(0.5)
    COMPLETED.append(i)


async def execute_me() -> None:
    execute_me_too(1)  # 1
    await execute_me_too(2)  # 2
    COMPLETED.append(3)  # 3
    _ = asyncio.ensure_future(execute_me_too(4))  # 4
    COMPLETED.append(5)  # 5
    await asyncio.sleep(1)  # 6

asyncio.run(execute_me())
print(COMPLETED)





Can you guess what will be printed?

The correct answer is [2, 3, 5, 4] and equally important is that the answer changes to [2, 3, 5] if you omit the final await asyncio.sleep(1).
Feel free to skip to the “The TaskManager” section if both of these answers are obvious to you.

Let’s run through execute_me() to explain this behavior:


	The execute_me_too(1) will not be executed, though your application will not crash. You will be informed of this through the RuntimeWarning: coroutine 'execute_me_too' was never awaited warning message. You should have awaited this execute_me_too call, we do this properly in the next line.


	By awaiting execute_me_too(2) the execute_me() call will wait until execute_me_too(2) has finished executing. This adds the value 2 to the COMPLETED list.


	After waiting for execute_me_too(2) to finish COMPLETED.append(3) is allowed to append the value 3 to the COMPLETED list.


	By creating a future for execute_me_too(4), we allow execute_me() to continue executing.


	While we wait for execute_me_too(4) to finish, COMPLETED.append(5) can already access the COMPLETED list and insert its value 5.


	While execute_me() waits for another second, execute_me_too(4) is allowed to add to the COMPLETED list.




Note that if you had omitted await asyncio.sleep(1), the execute_me() call would not be waiting for anything anymore and return (outputting [2, 3, 5]).
Instead, the future returned by asyncio.ensure_future() should have been awaited, as follows:

async def execute_me() -> None:
    await execute_me_too(2)
    COMPLETED.append(3)
    fut = asyncio.ensure_future(execute_me_too(4))  # store future
    COMPLETED.append(5)
    await fut  # await future before exiting





As an added bonus, this is also faster than the previous method.
This new example will finish when the execute_me_too(4) call completes, instead of after waiting a full second.

This concludes the basics of asyncio tasks.
Now, we’ll show you how to make your life easier by using IPv8’s TaskManager class.



The TaskManager

Managing Future instances and coroutine instances is complex and error-prone and, to help you with managing these, IPv8 has the TaskManager class.
The TaskManager takes care of managing all of your calls that have not completed yet and allows you to cancel them on demand.
You can even find this class in a separate PyPi repository: https://pypi.org/project/ipv8-taskmanager/


Adding tasks

To add tasks to your TaskManager you can call register_task().
You register a task with a name, which you can later use to inspect the state of a task or cancel it.
For example:

import asyncio

from ipv8.taskmanager import TaskManager

COMPLETED = []


async def execute_me_too(i: int) -> None:
    await asyncio.sleep(0.5)
    COMPLETED.append(i)


async def main() -> None:
    task_manager = TaskManager()

    task_manager.register_task("execute_me_too1", execute_me_too, 1)
    task_manager.register_task("execute_me_too2", execute_me_too, 2)
    task_manager.cancel_pending_task("execute_me_too1")
    await task_manager.wait_for_tasks()

    await task_manager.shutdown_task_manager()
    print(COMPLETED)

asyncio.run(main())





This example prints [2].
If you had not called wait_for_tasks() before shutdown_task_manager() in this example, all of your registered tasks would have been canceled, printing [].

In some cases you may also not be interested in canceling a particular task.
For this use case the register_anonymous_task() call exists, for example:

    for i in range(20):
        task_manager.register_anonymous_task("execute_me_too",
                                             execute_me_too, i)
    await task_manager.wait_for_tasks()





Note that this example takes just over half a second to execute, all 20 calls to execute_me_too() are scheduled at (almost) the same time!



Periodic and delayed tasks

Next to simply adding tasks, the TaskManager also allows you to invoke calls after a delay or periodically.
The following example will add the value 1 to the COMPLETED list periodically and inject a single value of 2 after half a second:

async def execute_me_too(i: int, task_manager: TaskManager) -> None:
    if len(COMPLETED) == 20:
        task_manager.cancel_pending_task("keep adding 1")
        return
    COMPLETED.append(i)


async def main() -> None:
    task_manager = TaskManager()

    task_manager.register_task("keep adding 1", execute_me_too,
                               1, task_manager, interval=0.1)
    task_manager.register_task("sneaky inject", execute_me_too,
                               2, task_manager, delay=0.5)
    await task_manager.wait_for_tasks()

    await task_manager.shutdown_task_manager()
    print(COMPLETED)





This example prints [1, 1, 1, 1, 2, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1].

Note that you can also create a task with both an interval and a delay.



Community Integration

For your convenience, every Community is also a TaskManager.
However, try to avoid spawning any tasks in the __init__ of your Community.
Specifically, you could end up scheduling a task in between your Community and other Community initialization.
Working with a half-initialized IPv8 may lead to problems.
This practice also makes your Community more difficult to test.

If you do end up in a situation where you absolutely must schedule a task from the __init__(), you can use the TaskManager’s cancel_all_pending_tasks() method to cancel all registered tasks.
This is an example of how to deal with this in your unit tests:

class TestMyCommunity(TestBase):

    def create_node(self, *args: Any, **kwargs) -> MockIPv8:
        mock_ipv8 = super().create_node(*args, **kwargs)
        mock_ipv8.overlay.cancel_all_pending_tasks()
        return mock_ipv8

    async def test_something(self) -> None:
        self.initialize(MyCommunity, 1)  # Will not run tasks







Futures and caches

Sometimes you may find that certain tasks belong to a message context.
In other words, you may have a task that belongs to a cache (see the storing states tutorial).
By registering a Future instance in your NumberCache subclass it will automatically be canceled when the NumberCache gets canceled or times out.
You can do so using the register_future() method.
This is a complete example:

import asyncio

from ipv8.requestcache import NumberCacheWithName, RequestCache


class MyCache(NumberCacheWithName):

    name = "my cache"

    def __init__(self,
                 request_cache: RequestCache,
                 number: int) -> None:
        super().__init__(request_cache, self.name, number)

        self.awaitable = asyncio.Future()

        self.register_future(self.awaitable, on_timeout=False)

    @property
    def timeout_delay(self) -> float:
        return 1.0

    def finish(self) -> None:
        self.awaitable.set_result(True)


async def main() -> None:
    rq = RequestCache()

    rq.add(MyCache(rq, 0))
    with rq.passthrough():
        rq.add(MyCache(rq, 1))  # Overwritten timeout = 0.0
    rq.add(MyCache(rq, 2))

    future0 = rq.get(MyCache, 0).awaitable
    future1 = rq.get(MyCache, 1).awaitable
    future2 = rq.get(MyCache, 2).awaitable

    rq.get(MyCache, 0).finish()
    await future0
    print(f"future0.result()={future0.result()}")
    rq.pop(MyCache, 0)

    await future1
    print(f"future1.result()={future1.result()}")

    await rq.shutdown()

    print(f"future2.cancelled()={future2.cancelled()}")


asyncio.run(main())





This example prints:


future0.result()=True
future1.result()=False
future2.cancelled()=True








This example showcases the three states your Future may find itself in.
First, it may have been called and received an explicit result (True in this case).
Second, the future may have timed out.
By default a timed-out Future will have its result set to None, but you can even give this method an exception class to have it raise an exception for you.
In this example we set the value to False.
Third and last is the case where your future was cancelled, which will raise a asyncio.exceptions.CancelledError if you await it.






            

          

      

      

    

  

    
      
          
            
  
Network IO and the DiscoveryStrategy

This document assumes you have a basic understanding of asyncio tasks, as documented in the tasks tutorial.
You will learn how to use the IPv8’s DiscoveryStrategy class to avoid network congestion.


The DiscoveryStrategy

IPv8 only manages one socket (Endpoint), which is most likely using the UDP protocol.
If every Community starts sending at the exact same time and overpowers the UDP socket, this causes packet drops.
To counter this, IPv8 has the DiscoveryStrategy class.

An IPv8 instance will call each of its registered DiscoveryStrategy instances sequentially to avoid network I/O clashes.
If you have an interval task in your TaskManager that leads to network I/O, you should consider converting it to a DiscoveryStrategy.
You can make your own subclass as follows:

class MyDiscoveryStrategy(DiscoveryStrategy):

    def take_step(self) -> None:
        with self.walk_lock:
            # Insert your logic here. For example:
            if self.overlay.get_peers():
                peer = choice(self.overlay.get_peers())
                self.overlay.send_introduction_request(peer)





Note that a DiscoveryStrategy should be thread-safe.
You can use the walk_lock for thread safety.



Using a DiscoveryStrategy

You can register your DiscoveryStrategy with a running IPv8 instance as follows:

def main(ipv8_instance: IPv8) -> None:
    overlay = ipv8_instance.get_overlay(MyCommunity)
    target_peers = -1
    ipv8_instance.add_strategy(overlay,
                               MyDiscoveryStrategy(overlay),
                               target_peers)





Note that we specify a target_peers argument.
This argument specifies the amount of peers after which the DiscoveryStrategy should no longer be called.
Calls will be resumed when the amount of peers in your Community dips below this value again.
For example, the built-in RandomWalk strategy can be configured to stop finding new peers after if an overlay already has 20 or more peers.
In this example we have used the magic value -1, which causes IPv8 to never stop calling this strategy.

You can also load your strategy through the configuration or loader.
First, an example of how to do this with the configuration:

class MyCommunity(Community):
    community_id = os.urandom(20)

    def get_available_strategies(self) -> dict[str, type[DiscoveryStrategy]]:
        return {"MyDiscoveryStrategy": MyDiscoveryStrategy}


definition = {
    'strategy': "MyDiscoveryStrategy",
    'peers': -1,
    'init': {}
}

config = get_default_configuration()
config['overlays'] = [{
    'class': 'MyCommunity',
    'key': "anonymous id",
    'walkers': [definition],
    'bootstrappers': [DISPERSY_BOOTSTRAPPER.copy()],
    'initialize': {},
    'on_start': []
}]





Note that you can add as many strategies as you want to an overlay.
Also note that for IPv8 to link the name "MyDiscoveryStrategy" to a class, you need to define it in your Community’s get_available_strategies() dictionary.

Lastly, alternatively, the way to add your custom MyDiscoveryStrategy class to a CommunityLauncher is as follows:


@overlay('my_module.some_submodule', 'MyCommunity')
@walk_strategy(MyDiscoveryStrategy)
class MyLauncher(CommunityLauncher):
    pass








This is the shortest way.





            

          

      

      

    

  

    
      
          
            
  
Using the IPv8 attestation service

This document assumes you have a basic understanding of network overlays in IPv8, as documented in the overlay tutorial.
You will learn how to use the IPv8 attestation HTTP REST API.
This tutorial will use curl to perform HTTP GET and POST requests.

This document will cover the basic flows of identification.
If you plan on using real identity data, you will need to familiarize yourself with the the advanced identity controls.


Running the IPv8 service

Fill your main.py file with the following code (runnable with python3 main.py):

from asyncio import run
from base64 import b64encode

from ipv8.configuration import get_default_configuration
from ipv8.REST.rest_manager import RESTManager
from ipv8.util import run_forever
from ipv8_service import IPv8


async def start_community() -> None:
    for peer_id in [1, 2]:
        configuration = get_default_configuration()
        configuration['keys'] = [
            {'alias': "anonymous id", 'generation': "curve25519", 'file': f"keyfile_{peer_id}.pem"}]
        configuration['working_directory'] = f"state_{peer_id}"
        configuration['overlays'] = []

        # Start the IPv8 service
        ipv8 = IPv8(configuration)
        await ipv8.start()
        rest_manager = RESTManager(ipv8)
        await rest_manager.start(14410 + peer_id)

        # Print the peer for reference
        print("Starting peer", b64encode(ipv8.keys["anonymous id"].mid))

    await run_forever()


run(start_community())





Running the service should yield something like the following output in your terminal:

$ python3 main.py
Starting peer aQVwz9aRMRypGwBkaxGRSdQs80c=
Starting peer bPyWPyswqXMhbW8+0RS6xUtNJrs=





You should see two messages with 28 character base64 encoded strings.
These are the identifiers of the two peers we launched using the service.
You can use these identifiers for your reference when playing around with sending attestation requests.
In your experiment you will create unique keys and therefore see other identifiers than the aQVwz9aRMRypGwBkaxGRSdQs80c= and bPyWPyswqXMhbW8+0RS6xUtNJrs= shown above.



Functionality flows

Generally speaking there are two (happy) flows when using the IPv8 attestation framework.
The first flow is the enrollment of an attribute and the second flow is the verification of an existing/enrolled attribute.
Both flows consist of a distinct set of requests (and responses) which we will explain in detail in the remainder of this document.

To test a flow, we start the two peers we created previously.
If you did not remove the key files (*.pem) after the first run, you will start the same two peers as in the last run.
In our case the output of starting the service is as follows:

$ python main.py
Starting peer aQVwz9aRMRypGwBkaxGRSdQs80c=
Starting peer bPyWPyswqXMhbW8+0RS6xUtNJrs=





In our case this means that peer aQVwz9aRMRypGwBkaxGRSdQs80c= exposes its REST API at http://localhost:14411/ and peer bPyWPyswqXMhbW8+0RS6xUtNJrs= exposes its REST API at http://localhost:14412/.
If you did not modify the ports in the initial scripts, you will have two different peer identifiers listening at the same ports.
For convenience we will refer to our first peer as Peer 1 and our second peer as Peer 2.

As a last note, beware of URL encoding: when passing these identifiers they need to be properly formatted (+ and = are illegal characters).
In our case we need to use the following formatting of the peer identifiers in URLs (for Peer 1 and Peer 2 respectively):

TGliTmFDTFBLOpyBsled71NjFOZfF3L%2Bw0sdAvcM3xI1nM%2Fik6NbRzxmwgFBJRZdQ%2Bh2CURQlwxtFxe33U7oldJtK%2BE1fTk2rOo%3D
TGliTmFDTFBLOg%2Frrouc7qXT1ZKxHFvzxb4IVRYDPdbN4n7eFFuaT385YNW4aoh3Mruv%2BhSjbssLYmps%2Bjlh9rb250LYD7gEH20%3D





If you are using Python, you can make these identifiers URL-safe by calling urllib.parse.quote(identifier, safe='').


Enrollment/Attestation flow

To enroll, or attest, an attribute we will go through the following steps:


	Sanity checks: Peer 1 and Peer 2 can see each other and have no existing attributes.


	Peer 1 requests attestation of an attribute by Peer 2.


	Peer 2 attests to the requested attribute.


	Peer 1 checks its attributes to confirm successful attestation.




0. SANITY CHECK - First we check if both peers can see each other using their respective interfaces.

$ curl http://localhost:14411/identity/pseudonym1/peers
{"peers": ["TGliTmFDTFBLOg/rrouc7qXT1ZKxHFvzxb4IVRYDPdbN4n7eFFuaT385YNW4aoh3Mruv+hSjbssLYmps+jlh9rb250LYD7gEH20="]}
$ curl http://localhost:14412/identity/pseudonym2/peers
{"peers": ["TGliTmFDTFBLOpyBsled71NjFOZfF3L+w0sdAvcM3xI1nM/ik6NbRzxmwgFBJRZdQ+h2CURQlwxtFxe33U7oldJtK+E1fTk2rOo="]}





Pseudonyms are lazy-loaded and/or created on demand, it may take a few seconds for the pseudonyms to discover each other.
Then we confirm that neither peer has existing attributes.

$ curl http://localhost:14411/identity/pseudonym1/credentials
{"names": []}
$ curl http://localhost:14412/identity/pseudonym2/credentials
{"names": []}





1. ATTESTATION REQUEST - Peer 1 will now ask Peer 2 to attest to an attribute.

$ curl -X PUT -H "Content-Type: application/json" -d '{"name":"my_attribute","schema":"id_metadata","metadata":{}}' "http://localhost:14411/identity/pseudonym1/request/TGliTmFDTFBLOg%2Frrouc7qXT1ZKxHFvzxb4IVRYDPdbN4n7eFFuaT385YNW4aoh3Mruv%2BhSjbssLYmps%2Bjlh9rb250LYD7gEH20%3D"
{"success": true}





2. ATTESTATION - Peer 2 finds an outstanding request for attestation.
Peer 2 will now attest to some attribute value of Peer 1 (dmFsdWU= is the string value in base64 encoding).

$ curl http://localhost:14412/identity/pseudonym2/outstanding/attestations
{"requests": [{"peer": "TGliTmFDTFBLOpyBsled71NjFOZfF3L+w0sdAvcM3xI1nM/ik6NbRzxmwgFBJRZdQ+h2CURQlwxtFxe33U7oldJtK+E1fTk2rOo=", "attribute_name": "my_attribute", "metadata": "{}"}]}
$ curl -X PUT -H "Content-Type: application/json" -d '{"name":"my_attribute","value":"dmFsdWU="}' "http://localhost:14412/identity/pseudonym2/attest/TGliTmFDTFBLOpyBsled71NjFOZfF3L%2Bw0sdAvcM3xI1nM%2Fik6NbRzxmwgFBJRZdQ%2Bh2CURQlwxtFxe33U7oldJtK%2BE1fTk2rOo%3D"
{"success": true}





3. CHECK - Peer 1 confirms that he now has an attested attribute.

$ curl http://localhost:14411/identity/pseudonym1/credentials
{"names": [{"name": "my_attribute", "hash": "mtMiZioWORNgV+GeGACsY+rD+lI=", "metadata": {"name": "my_attribute", "schema": "id_metadata", "date": 1593171171.876003}, "attesters": ["TGliTmFDTFBLOg/rrouc7qXT1ZKxHFvzxb4IVRYDPdbN4n7eFFuaT385YNW4aoh3Mruv+hSjbssLYmps+jlh9rb250LYD7gEH20="]}]}
$ curl http://localhost:14412/identity/pseudonym2/credentials
{"names": []}







Attribute verification flow

To verify an attribute we will go through the following steps:


	Sanity checks: Peer 1 and Peer 2 can see each other and Peer 1 has an existing attribute.


	Peer 2 requests verification of an attribute of Peer 1.


	Peer 1 allows verification of its attribute.


	Peer 2 checks the verification output for the requested verification.




0. SANITY CHECK - First we check if both peers can see each other using their respective interfaces.

$ curl http://localhost:14411/identity/pseudonym1/peers
{"peers": ["TGliTmFDTFBLOg/rrouc7qXT1ZKxHFvzxb4IVRYDPdbN4n7eFFuaT385YNW4aoh3Mruv+hSjbssLYmps+jlh9rb250LYD7gEH20="]}
$ curl http://localhost:14412/identity/pseudonym2/peers
{"peers": ["TGliTmFDTFBLOpyBsled71NjFOZfF3L+w0sdAvcM3xI1nM/ik6NbRzxmwgFBJRZdQ+h2CURQlwxtFxe33U7oldJtK+E1fTk2rOo="]}





Then we confirm that Peer 1 has the existing attribute (my_attribute from the last step).

$ curl http://localhost:14411/identity/pseudonym1/credentials
{"names": [{"name": "my_attribute", "hash": "mtMiZioWORNgV+GeGACsY+rD+lI=", "metadata": {"name": "my_attribute", "schema": "id_metadata", "date": 1593171171.876003}, "attesters": ["TGliTmFDTFBLOg/rrouc7qXT1ZKxHFvzxb4IVRYDPdbN4n7eFFuaT385YNW4aoh3Mruv+hSjbssLYmps+jlh9rb250LYD7gEH20="]}]}
$ curl http://localhost:14412/identity/pseudonym2/credentials
{"names": []}





1. VERIFICATION REQUEST - Peer 2 will now ask Peer 1 to verify an attribute.

$ curl -X PUT -H "Content-Type: application/json" -d '{"hash":"mtMiZioWORNgV+GeGACsY+rD+lI=","value":"dmFsdWU=","schema":"id_metadata"}' "http://localhost:14412/identity/pseudonym2/verify/TGliTmFDTFBLOpyBsled71NjFOZfF3L%2Bw0sdAvcM3xI1nM%2Fik6NbRzxmwgFBJRZdQ%2Bh2CURQlwxtFxe33U7oldJtK%2BE1fTk2rOo%3D"
{"success": true}





2. VERIFICATION - Peer 1 finds an outstanding request for verification.

$ curl http://localhost:14411/identity/pseudonym1/outstanding/verifications
{"requests": [{"peer": "TGliTmFDTFBLOg/rrouc7qXT1ZKxHFvzxb4IVRYDPdbN4n7eFFuaT385YNW4aoh3Mruv+hSjbssLYmps+jlh9rb250LYD7gEH20=", "attribute_name": "my_attribute"}
$ curl -X PUT -H "Content-Type: application/json" -d '{"name":"my_attribute"}' "http://localhost:14411/identity/pseudonym1/allow/TGliTmFDTFBLOg%2Frrouc7qXT1ZKxHFvzxb4IVRYDPdbN4n7eFFuaT385YNW4aoh3Mruv%2BhSjbssLYmps%2Bjlh9rb250LYD7gEH20%3D"
{"success": true}





3. CHECK - Peer 2 checks the output of the verification process.

$ curl http://localhost:14412/identity/pseudonym2/verifications
{"outputs": [{"hash": "mtMiZioWORNgV+GeGACsY+rD+lI=", "reference": "dmFsdWU=", "match": 0.9999847412109375}]}










            

          

      

      

    

  

    
      
          
            
  
Peer discovery basics

All IPv8 overlays have 4 messages in common: introduction-request, introduction-response, puncture-request, and puncture. These 4 messages are used for peer discovery and NAT puncturing.

The peer discovery protocol runs the following steps in a loop until enough peers have been found:


	Peer A sends an introduction-request to peer B. Peer B is chosen from an existing pool of neighboring peers.


	Peer B sends an introduction-response to peer A containing the address of peer C.


	Peer B sends a puncture-request to peer C containing the address of peer A.


	Peer C sends a puncture to peer A, puncturing its NAT.





[image: The IPv8 peer discovery protocol]



When a peer doesn’t yet have a list of neighboring peers, it will select a bootstrap server for peer B. IPv8 bootstrap servers implement the same peer discovery protocol as ordinary peers, except that they respond to introduction-requests for any overlay. Once a peer sends an introduction-request to a bootstrap server, the bootstrap server will keep track of the sender and the overlay within which the introduction-request was sent. When sending introduction-responses, the bootstrap server will pick a peer from this list as an introduction candidate (peer C in the image above).
Periodically, the bootstrap server will send an introduction-request for a random peer in the list. If the peer doesn’t respond with an introduction-response, the bootstrap server will assume that the unresponsive peer is no longer interested in new peers and update its list accordingly.




            

          

      

      

    

  

    
      
          
            
  
Community Best Practices

When working with a small Community class you can get away with putting all of your code into the same file.
However, as your codebase grows this simple approach becomes unmaintainable (most importantly it becomes hard to test).
More formally, whereas you should always start with the KISS principle (keep it simple, stupid) we’ll show how you can organize your Community as it grows larger (using the SOLID design principles).

Pledge: One of the founding principles of IPv8 is to allow you to program in any style you like. IPv8 should never force your code to fit any particular architecture. This is what separates IPv8 from its predecessor Dispersy.


SOLID by example

The first letter of the SOLID principles stands for the single-responsibility principle.
We’ll now discuss what this means for your Community.

Any Community is in charge of sending and receiving messages between Peer instances (identities managed by the Network class).
A direct implication of this is that any code in your Community which is not concerned with handling or sending messages should be extracted.
This may be hard to spot, so let’s discuss a practical example:


class MyCommunity(Community):

    def __init__(self, settings: CommunitySettings):
        super().__init__(settings)
        # ... details omitted ...
        self.last_value = 0
        self.total_value = 0

    @lazy_wrapper(MyPayload)
    def on_my_payload(self, peer, payload):
        self.last_value = payload.value
        self.total_value += payload.value
        self.ez_send(peer, MyResponsePayload(self.total_value))








Is there anything wrong with this code?
No, and you should always strive to keep your code as simple as possible.
However, this style may become unmanageable if your Community becomes too big.
In this particular example, we see that the MyCommunity is storing a state of incoming payload.value, which is not its responsibility.
This example doesn’t follow the SOLID principles and next we’ll apply other principles of SOLID to fix it.

Our previous example completely captures and manages the state of payload.value.
This makes MyCommunity a god-class, arguably the worst software engineering anti-pattern.
Let’s incrementally improve our example.
First we’ll delegate the incoming information to a specific interface (the I of interface segregation in SOLID).
The following turns MyCommunity into a mediator:


class MyCommunity(Community):

    def __init__(self, settings: CommunitySettings):
        super().__init__(settings)
        # ... details omitted ...
        self.value_manager = ValueManager()

    @lazy_wrapper(MyPayload)
    def on_my_payload(self, peer, payload):
        self.value_manager.set_last_value(payload.value)
        self.value_manager.add_to_total(payload.value)
        return_value = self.value_manager.total_value
        self.ez_send(peer, MyResponsePayload(return_value))








Has this improved our code? Yes.
We can now test all of the methods in ValueManager without having to send messages through the MyCommunity.
Especially if your message handlers are very complex, this can save you a lot of time.
This also improves the readability of your code: the ValueManager clearly takes care of all value-related state updates.
As the responsibility of value-related updates now lies with the ValueManager, our MyCommunity now again has a single responsibility.

Is our previous improvement perfect? No.
We have upgraded our MyCommunity from a god-class pattern to a mediator pattern.
Our class is still performing low-level operations on the ValueManager, violating the dependency inversion principle (the D in SOLID).
Dependency inversion consists of both keeping low-level details of dependencies out of a higher-level class and making generic interfaces.
You can see that the MyCommunity has to call set_last_value and add_to_total, which are low-level operations.
Let’s fix that:


class MyCommunity(Community):

    def __init__(self, settings: CommunitySettings):
        super().__init__(settings)
        # ... details omitted ...
        self.value_manager = ValueManager()

    @lazy_wrapper(MyPayload)
    def on_my_payload(self, peer, payload):
        return_value = self.value_manager.process(payload.value)
        self.ez_send(peer, MyResponsePayload(return_value))








Finally perfection.
Our MyCommunity no longer has any knowledge of how a payload.value is processed.
Our ValueManager can internally process a value, without knowing about the payload.
The return value of ValueManager is then given back to the MyCommunity to send a new message, which is its responsibility.
We can still test our ValueManager independently, but now also provide our MyCommunity with a mocked ValueManager to more easily test it.

Some final notes:


	Don’t forget that you have asyncio at your disposal! You can, for example, give your managers an asyncio.Future for you to await.


	You should be wary when applying the Inversion of Control principle to allow your managers to directly send messages from your Community. This may violate the dependency inversion principle through your inverted control.






Community initialization

To run IPv8 as a service (using ipv8_service.py), you need to be able to launch your overlay from user settings (i.e., a configuration dictionary of strings and ints).
This conflicts with a dependency injection pattern.
A compromise, which is a recurring successful pattern in IPv8, is “create from configuration if not explicitly supplied”.
In other words, check if a dependency is given to our constructor and create it from the supplied settings if it is not.
This is an example:


class MyCommunitySettings(CommunitySettings):
    value_manager: ValueManager | None = None

class MyCommunity(Community):
    settings_class = MyCommunitySettings

    def __init__(self, settings: MyCommunitySettings) -> None:
        super().__init__(settings)
        # Create-if-Missing Pattern
        self.value_manager = settings.value_manager or ValueManager()








Note that to pass settings to your overlay it is often better to supply a settings object instead of passing every configuration parameter separately (the latter is known as a Data Clump code smell).
Passing your settings as an object avoids passing too many arguments to your Community (Pylint R0913).





            

          

      

      

    

  

    
      
          
            
  
IPv8 configuration options

The ipv8/configuration.py contains the main IPv8 configuration options.
IPv8 will read a dictionary that conforms to the configuration format to determine what services to start and which keys to use.
By invoking get_default_configuration(), you can get a dictionary copy of the default settings for your custom IPv8 configuration.


Configuration keys






	key

	default

	description





	interfaces

	[{


  
    
    

    IPv8 bootstrapping
    

    

    
 
  

    
      
          
            
  
IPv8 bootstrapping

Peers discover each other through other Peers, as specified in the the Peer discovery basics.
We call this type of Peer discovery introduction.
However, you cannot be introduced to a new Peer if you don’t know anyone to introduce you in the first place.
This document discusses how IPv8 provides you your first contact.


Bootstrap servers (rendezvous nodes)

To provide you an initial point of introduction, IPv8 mainly uses bootstrap servers (also known as rendezvous nodes).
You can connect to these servers to attempt to find other Peers for your overlay.
A bootstrap server will then respond to your request for Peers with Peers that have contacted it for the same overlay.
However, these bootstrap servers only introduce you to other Peers, they do not (and can not) actually join any overlay.
A bootstrap server also has no way of knowing what your overlay does, it only knows its 20-byte identifier.

By default, IPv8 comes supplied with a handful of bootstrap IP addresses and bootstrap DNS addresses.
You can freely extend or replace the default servers with your own.
To tell IPv8 what bootstrap IP addresses and bootstrap DNS addresses it should connect to, you can use the DispersyBootstrapper class.


Using bootstrap servers

To have IPv8 load a bootstrapper for your overlay, you can simply add it to your ConfigBuilder.add_overlay() step.
This is the easiest way to load a bootstrapper.
For most intents and purposes you can simply use default_bootstrap_defs provided by ipv8.configuration (see the overlay tutorial).
However, you can also completely change the bootstrap servers you use.
For example, this code sets two bootstrap addresses (the IP address 1.2.3.4 with port 5 and the DNS address tribler.org with port 5):


ConfigBuilder().add_overlay("MyCommunity",
                            "my id",
                            [WalkerDefinition(Strategy.RandomWalk, 42, {'timeout': 3.0})],
                            [BootstrapperDefinition(Bootstrapper.DispersyBootstrapper,
                                                    {'ip_addresses': [('1.2.3.4', 5)],
                                                     'dns_addresses': [('tribler.org', 5)]})],
                            {},
                            [])








If you are using the loader instead of configuration you can load a bootstrapper into your launcher as follows:


@overlay('my_module.some_submodule', 'MyCommunity')
@walk_strategy(RandomWalk)
@bootstrapper(DispersyBootstrapper, kw_args={'ip_addresses': [('1.2.3.4', 5)], 'dns_addresses': [('tribler.org', 5)]})
class MyLauncher(CommunityLauncher):
    pass








If you are using neither the loader nor the configuration, you can manually add a DispersyBootstrapper instance to your overlay’s bootstrappers field.
However, you should do so before the overlay starts discovering Peers (i.e., before IPv8.start() is invoked).



Running a bootstrap server

To run your own bootstrap server simply call scripts/tracker_plugin.py.
For example, this code will attempt to bind to port 12345:


python tracker_plugin.py --listen_port=12345








You are responsible to configure your port forwarding over your hardware in such a way that the specified listen port is connectable.




UDP broadcasts

Next to bootstrap servers, IPv8 also allows serverless Peer discovery for LANs.
This is done using UDP broadcast sockets.
These broadcasts consist of sending an IPv8 probe UDP packet to all possible ports of the IPv4 broadcast address.
You should consider this option if you are having trouble connecting to other Peers in your home network.
This method is usually very effective for simple home networks.
However, complex home (or work) network setups may still fail to discover these local Peers.


Using UDP broadcasts

Loading UDP broadcast bootstrapping for your overlay functions much the same as using bootstrap servers.
Again, you can simply add it to your ConfigBuilder.add_overlay() step:


ConfigBuilder().add_overlay("MyCommunity",
                            "my id",
                            [WalkerDefinition(Strategy.RandomWalk, 42, {'timeout': 3.0})],
                            [BootstrapperDefinition(Bootstrapper.UDPBroadcastBootstrapper, {})],
                            {},
                            [])








If you are using the loader instead of configuration you can load a bootstrapper into your launcher as follows:


@overlay('my_module.some_submodule', 'MyCommunity')
@walk_strategy(RandomWalk)
@bootstrapper(UDPBroadcastBootstrapper)
class MyLauncher(CommunityLauncher):
    pass








If you are using neither the loader nor the configuration, you can manually add a UDPBroadcastBootstrapper instance to your overlay’s bootstrappers field.




Making your own Bootstrapper

As you may have noticed, loading a DispersyBootstrapper and a UDPBroadcastBootstrapper is highly similar.
This is because they both inherit from the Bootstrapper interface.
You can fulfill the same interface to provide your own bootstrapping mechanism.
To use custom bootstrappers you will either have to use the loader or manual loading methods.
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Key generation options

The ipv8/keyvault/crypto.py file contains the main public key cryptography class for IPv8: ECCrypto.
It allows you to generate the following keys:


Available curves for key generation






	name

	curve

	backend





	very-low

	SECT163K1

	M2Crypto



	low

	SECT233K1

	M2Crypto



	medium

	SECT409K1

	M2Crypto



	high

	SECT571R1

	M2Crypto



	curve25519

	EC25519

	Libsodium






The M2Crypto backend keys do not actually use the M2Crypto backend, but use a python-cryptography backend.
These M2Crypto curves are supported for backwards compatibility with the Dispersy project.
For new applications, only the curve25519 should be used.

Generally you will create either a new ECCrypto instance (if you wish to modify or extend the base cryptography) or use the default default_eccrypto instance.
The following methods are most commonly used:


	generate_key(): generate a new key from a given curve name.


	key_to_bin(): serialize a given key into a string.


	key_from_private_bin(): load a private key from a string.


	key_from_public_bin(): load a public key from a string.




The following methods will usually be handled by IPv8 internally:


	key_to_hash(): convert a key into a sha1 string (usually accessed through Peer.mid).


	create_signature(): create a signature for some data (usually handled by the Community class).


	is_valid_signature(): checks a signature for validity (usually handled by the Community class).
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Message serialization

IPv8 gives you as much control as possible over the messages you send over the Internet.
The Overlay (or Community) class lets you send arbitrary strings over the (UDP) endpoint.
However efficient this may be, having non-standardized string contruction for each message of your overlay can distract from the overal overlay design.
This is the age-old dichotomy of maintainable versus performant code.

The basic class for serializing objects from and to strings/network packets is the Serializer (ipv8/messaging/serialization.py).
Though the Serializer is extensible, you will mostly only need the default serializer default_serializer.
You can use the Serializer with classes of the following types:


Serializable classes






	class

	path

	description





	Serializable

	ipv8/messaging/serialization.py

	Base class for all things serializable. Should support the instance method to_pack_list() and the class method from_unpack_list().



	Payload

	ipv8/messaging/payload.py

	Extension of the Serializable class with logic for pretty printing.



	VariablePayload

	ipv8/messaging/lazy_payload.py

	Less verbose way to specify Payloads, at the cost of performance.



	dataclass

	ipv8/messaging/payload_dataclass.py

	Use dataclasses to send messages, at the cost of control and performance.






Other than the dataclass, each of these serializable classes specifies a list of primitive data types it will serialize to and from.
The primitive data types are specified in the data types Section.
Each serializable class has to specify the following class members (dataclass does this automatically):


Serializable class members





	member

	description





	format_list

	A list containing valid data type primitive names.



	names

	Only for VariablePayload classes, the instance fields to bind the data types to.






As an example, we will now define four completely wire-format compatible messages using the four classes.
Each of the messages will serialize to a (four byte) unsigned integer followed by an (two byte) unsigned short.
If the dataclass had used normal int types, these would have been two signed 8-byte integers instead.
Each instance will have two fields: field1 and field2 corresponding to the integer and short.

class MySerializable(Serializable):
    format_list = ['I', 'H']

    def __init__(self, field1: int, field2: int) -> None:
        self.field1 = field1
        self.field2 = field2

    def to_pack_list(self) -> list[tuple]:
        return [('I', self.field1),
                ('H', self.field2)]

    @classmethod
    def from_unpack_list(cls: type[MySerializable],
                         field1: int, field2: int) -> MySerializable:
        return cls(field1, field2)


class MyPayload(Payload):
    format_list = ['I', 'H']

    def __init__(self, field1: int, field2: int) -> None:
        self.field1 = field1
        self.field2 = field2

    def to_pack_list(self) -> list[tuple]:
        return [('I', self.field1),
                ('H', self.field2)]

    @classmethod
    def from_unpack_list(cls: type[MyPayload],
                         field1: int, field2: int) -> MyPayload:
        return cls(field1, field2)


class MyVariablePayload(VariablePayload):
    format_list = ['I', 'H']
    names = ['field1', 'field2']


@vp_compile
class MyCVariablePayload(VariablePayload):
    format_list = ['I', 'H']
    names = ['field1', 'field2']


I = type_from_format('I')
H = type_from_format('H')


@dataclass
class MyDataclassPayload:
    field1: I
    field2: H





To show some of the differences, let’s check out the output of the following script using these definitions:

serializable1 = MySerializable(1, 2)
serializable2 = MyPayload(1, 2)
serializable3 = MyVariablePayload(1, 2)
serializable4 = MyCVariablePayload(1, 2)
serializable5 = MyDataclassPayload(1, 2)

print("As string:")
print(serializable1)
print(serializable2)
print(serializable3)
print(serializable4)
print(serializable5)





As string:
<__main__.MySerializable object at 0x7f732a23c1f0>
MyPayload
| field1: 1
| field2: 2
MyVariablePayload
| field1: 1
| field2: 2
MyCVariablePayload
| field1: 1
| field2: 2
MyDataclassPayload
| field1: 1
| field2: 2






Datatypes

Next to the unsigned integer and unsigned short data types, the default Serializer has many more data types to offer.
The following table lists all data types available by default, all values are big-endian and most follow the default Python struct format.
A Serializer can be extended with additional data types by calling serializer.add_packer(name, packer), where packer represent the object responsible for (un)packing the data type. The most commonly used packer is DefaultStruct, which can be used with arbitrary struct formats (for example serializer.add_packer("I", DefaultStruct(">I"))).


Available data types






	member

	bytes

	unserialized type





	?

	1

	boolean



	B

	1

	unsigned byte



	BBH

	4

	[unsigned byte, unsigned byte, unsigned short]



	BH

	3

	[unsigned byte, unsigned short]



	c

	1

	signed byte



	f

	4

	signed float



	d

	8

	signed double



	H

	2

	unsigned short



	HH

	4

	[unsigned short, unsigned short]



	I

	4

	unsigned integer



	l

	4

	signed long



	LL

	8

	[unsigned long, unsigned long]



	q

	8

	signed long long



	Q

	8

	unsigned long long



	QH

	10

	[unsigned long long, unsigned short]



	QL

	12

	[unsigned long long, unsigned long]



	QQHHBH

	23

	[unsigned long long, unsigned long long, unsigned short, unsigned short, unsigned byte, unsigned long]



	ccB

	3

	[signed byte, signed byte, unsigned byte]



	4SH

	6

	[str (length 4), unsigned short]



	20s

	20

	str (length 20)



	32s

	20

	str (length 32)



	64s

	20

	str (length 64)



	74s

	20

	str (length 74)



	c20s

	21

	[unsigned byte, str (length 20)]



	bits

	1

	[bit 0, bit 1, bit 2, bit 3, bit 4, bit 5, bit 6, bit 7]



	ipv4

	6

	[str (length 7-15), unsigned short]



	raw

	?

	str (length ?)



	varlenBx2

	1 + ? * 2

	[str (length = 2), ... ] (length < 256)



	varlenH

	2 + ?

	str (length ? < 65356)



	varlenHutf8

	2 + ?

	str (encoded length ? < 65356)



	varlenHx20

	2 + ? * 20

	[str (length = 20), ... ] (length < 65356)



	varlenH-list

	1 + ? * (2 + ??)

	[str (length < 65356)] (length < 256)



	varlenI

	4 + ?

	str (length < 4294967295)



	doublevarlenH

	2 + ?

	str (length ? < 65356)



	payload

	2 + ?

	Serializable



	payload-list

	?

	[Serializable]



	arrayH-?

	2 + ? * 1

	[bool]



	arrayH-q

	2 + ? * 8

	[int]



	arrayH-d

	2 + ? * 8

	[float]






Some of these data types represent common usage of serializable classes:


Common data types





	member

	description





	4SH

	(IP, port) tuples



	20s

	SHA-1 hashes



	32s

	libnacl signatures



	64s

	libnacl public keys



	74s

	libnacl public keys with prefix






Special instances are the raw and payload data types.


	raw: can only be used as the last element in a format list as it will consume the remainder of the input string (avoid if possible).


	payload: will nest another Serializable instance into this instance. When used, the format_list should specify the class of the nested Serializable and the to_pack_list() output should give a tuple of ("payload", the_nested_instance). The VariablePayload automatically infers the to_pack_list() for you. See the NestedPayload class definition for more info.






The ez_pack family for Community classes

All subclasses of the EZPackOverlay class (most commonly subclasses of the Community class) have a short-cut for serializing messages belonging to the particular overlay.
This standardizes the prefix and message ids of overlays.
Concretely, it uses the first 23 bytes of each packet to handle versioning and routing (demultiplexing) packets to the correct overlay.

The ezr_pack method of EZPackOverlay subclasses takes an (integer) message number and a variable amount of Serializable instances.
Optionally you can choose to not have the message signed (supply the sig=True or sig=False keyword argument for respectively a signature or no signature over the packet).

The lazy_wrapper and lazy_wrapper_unsigned decorators can then respectively be used for unserializing payloads which are signed or not signed.
Simply supply the payload classes you wish to unserialize to, to the decorator.

As some internal messages and deprecated messages use some of the message range, you have the messages identifiers from 0 through 234 available for your custom message definitions.
Once you register the message handler and have the appropriate decorator on the specified handler method your overlay can communicate with the Internet.
In practice, given a COMMUNITY_ID and the payload definitions MyMessagePayload1 and MyMessagePayload2, this will look something like this example (see the overlay tutorial for a complete runnable example):

class MyCommunity(Community):
    community_id = COMMUNITY_ID

    def __init__(self, settings: CommunitySettings) -> None:
        super().__init__(settings)

        self.add_message_handler(1, self.on_message)

    @lazy_wrapper(MyMessagePayload1, MyMessagePayload2)
    def on_message(self, peer: Peer, payload1: MyMessagePayload1,
                   payload2: MyMessagePayload2) -> None:
        print("Got a message from:", peer)
        print("The message includes the first payload:\n", payload1)
        print("The message includes the second payload:\n", payload2)

    def send_message(self, peer: Peer) -> None:
        packet = self.ezr_pack(1, MyMessagePayload1(), MyMessagePayload2())





It is recommended (but not obligatory) to have single payload messages store the message identifier inside the Payload.msg_id field, as this improves readability:

    self.add_message_handler(MyMessage1, self.on_message1)
    self.add_message_handler(MyMessage2, self.on_message2)
    self.ez_send(peer, MyMessage1(42))
    self.ez_send(peer, MyMessage2(7))





If you are using the @dataclass wrapper you can specify the message identifier through an argument instead.
For example, @dataclass(msg_id=42) would set the message identifier to 42.

Of course, IPv8 also ships with various Community subclasses of its own, if you need inspiration.



Using external serialization options

IPv8 is compatible with pretty much all third-party message serialization packages.
However, before hooking one of these packages into IPv8 you may want to ask yourself whether you have fallen victim to marketing hype.
After all, XML is the one unifying standard we will never switch away from, right?
Oh wait, no, it’s JSON.
My bad, it’s Protobuf.
Or was it ASN.1?
You get the point.
In this world, only the core IPv8 serialization format remains constant.

There are three main ways to hook in external serialization: per message, per Serializer and per Community.
The three methods can be freely mixed.


Custom serialization per message

If you only want to use custom seralization for (part of) a single overlay message, you can use VariablePayload field modification (this also works for dataclass payloads).
This method involves implementing the methods fix_pack_<your field name> and fix_unpack_<your field name> for the fields of your message that use custom serialization.
Check out the following example:

@vp_compile
class VPMessageKeepDict(VariablePayload):
    msg_id = 1
    format_list = ['varlenH']
    names = ["dictionary"]

    def fix_pack_dictionary(self, the_dictionary: dict) -> bytes:
        return json.dumps(the_dictionary).encode()

    @classmethod
    def fix_unpack_dictionary(cls: type[VPMessageKeepDict],
                              serialized_dictionary: bytes) -> dict:
        return json.loads(serialized_dictionary.decode())


@dataclass(msg_id=2)
class DCMessageKeepDict:
    dictionary: str

    def fix_pack_dictionary(self, the_dictionary: dict) -> str:
        return json.dumps(the_dictionary)

    @classmethod
    def fix_unpack_dictionary(cls: type[DCMessageKeepDict],
                              serialized_dictionary: str) -> dict:
        return json.loads(serialized_dictionary)





In both classes we create a message with a single field dictionary.
To pack this field, we use json.dumps() to create a string representation of the dictionary.
When loading a message, json.loads() is used to create a dictionary from the serialized data.
Instead of json you could also use any serialization of your liking.

Using the same transformations for all fields makes your payloads very lengthy.
In this case, you may want to look into specifying a custom serialization format.



Custom serialization formats

It is possible to specify new formats by adding packing formats to a Serializer instance.
You can easily do so by overwriting your Community.get_serializer() method.
This Serializer is sandboxed per Community instance, so you don’t have to worry about breaking other instances.
Check out the following example and note that the message is now much smaller at the expense of having to define a custom (complicated) packing format.

@vp_compile
class Message(VariablePayload):
    msg_id = 1
    format_list = ['json', 'json', 'json', 'json']
    names = ["d1", "d2", "d3", "d4"]


class PackerJSON(Packer):

    def pack(self, data: Any) -> bytes:
        packed = json.dumps(data).encode()
        size = struct.pack(">H", len(packed))
        return size + packed

    def unpack(self, data: bytes, offset: int,
               unpack_list: list, *args: Any) -> int:
        size, = struct.unpack_from(">H", data, offset)

        json_data_start = offset + 2
        json_data_end = json_data_start + size

        serialized = data[json_data_start:json_data_end]
        unpack_list.append(json.loads(serialized))

        return json_data_end


class MyCommunity(Community):

    def get_serializer(self) -> Serializer:
        serializer = super().get_serializer()
        serializer.add_packer('json', PackerJSON())
        return serializer





The line serializer.add_packer('json', PackerJSON()) adds the new format json that is used in Message.
In fact, any further message added to this Community can now use the json format.
However, you may also note some additional complexity in the PackerJSON class.

Our custom packer PackerJSON implements two required methods: pack() and unpack().
The former serializes data using custom serialization (json.dumps() in this case).
We use a big-endian unsigned short (">H") to determine the length of the serialized JSON data.
The unpack() method creates JSON objects from the serialized data, returning the new offset in the data stream and adding the object ot the unpack_list list.



Custom Community data handling

It is possible to circumvent IPv8 message formats altogether.
In its most extreme form, you can overwrite Community.on_packet(packet) to inspect all raw data sent to your Community instance.
The packet is a tuple of (source_address, data).
You can write raw data back to an address using self.endpoint.send(address, data).

If you want to mix with other messages, you should use the message byte.
The following example shows how to use JSON serialization without any IPv8 serialization.
Note that we need to do our own signature checks now.

class MyCommunity(Community):
    community_id = os.urandom(20)

    def __init__(self, settings: CommunitySettings) -> None:
        super().__init__(settings)
        self.event = None
        self.add_message_handler(1, self.on_message)

    def send_message(self, peer: Peer) -> None:
        message = json.dumps({"key": "value", "key2": "value2"})
        public_key = to_hex(self.my_peer.public_key.key_to_bin())
        signature = to_hex(self.my_peer.key.signature(message.encode()))

        signed_message = json.dumps({"message": message,
                                     "public_key": public_key,
                                     "signature": signature}).encode()
        self.endpoint.send(peer.address,
                           self.get_prefix() + b'\x01' + signed_message)

    def on_message(self, source_address: Address, data: bytes) -> None:
        # Account for 1 byte message id
        header_length = len(self.get_prefix()) + 1
        # Strip the IPv8 multiplexing data
        received = json.loads(data[header_length:])

        public_key = self.crypto.key_from_public_bin(unhexlify(received["public_key"]))
        valid = self.crypto.is_valid_signature(public_key,
                                               received["message"].encode(),
                                               unhexlify(received["signature"]))
        self.logger.info("Received message %s from %s, the signature is %s!",
                         received['message'], source_address, valid)








Nested Payloads

It is possible to put a Payload inside another Payload.
We call these nested payloads.
You can specify them by using the "payload" datatype and setting the Payload class in the format list.
For a VariablePayload this looks like the following example.

class A(VariablePayload):
    format_list = ['I', 'H']
    names = ["foo", "bar"]


class B(VariablePayload):
    format_list = [A, 'H']  # Note that we pass the class A
    names = ["a", "baz"]





For dataclass payloads this nesting is supported by simply specifying nested classes as follows.

@dataclass(msg_id=1)
class Message:
    @dataclass
    class Item:
        foo: int
        bar: int

    item: Item
    items: [Item]  # Yes, you can even make this a list!
    baz: int
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Advanced attestation service usage

This document assumes you have a basic understanding of identification flows in IPv8, as documented in the overlay tutorial.
This document addresses the following three topics:


	Enabling anonymization.


	Setting a REST API access token.


	Setting a rendezvous token.




Each of these features can be enabled independently, but should all be enabled when dealing with actual identity data.


Enabling anonymization

Purpose: disallow device fingerprinting.

In the basic identity tutorial we created the following configuration:

for peer_id in [1, 2]:
    configuration = get_default_configuration()
    configuration['keys'] = [
        {'alias': "anonymous id", 'generation': "curve25519", 'file': f"keyfile_{peer_id}.pem"}]
    configuration['working_directory'] = f"state_{peer_id}"
    configuration['overlays'] = []





To enable anonymization of all traffic through the identity layer we need to load the anonymization overlay.
This is done by editing the loaded overlays through configuration['overlays'], as follows:

for peer_id in [1, 2]:
    configuration = get_default_configuration()
    configuration['keys'] = [
        {'alias': "anonymous id", 'generation': "curve25519", 'file': f"keyfile_{peer_id}.pem"}]
    configuration['working_directory'] = f"state_{peer_id}"
    configuration['overlays'] = [overlay for overlay in configuration['overlays']
                                 if overlay['class'] == 'HiddenTunnelCommunity']





Inclusion of the 'HiddenTunnelCommunity' overlay automatically enables anonymization of identity traffic.
Note that this anonymization:


	Requires other peers to be online.


	Requires additional startup time. It can take several seconds for an anonymized circuit to be established.






Setting a REST API key

Purpose: disallow other local services from hijacking IPv8.

In the basic identity tutorial we started the REST API as follows:

    # Start the IPv8 service
    ipv8 = IPv8(configuration)
    await ipv8.start()
    rest_manager = RESTManager(ipv8)
    await rest_manager.start(14410 + peer_id)





To set a REST API key, we will have to pass it to the RESTManager constructor, as follows (replacing "my secret key" with your key):

    # Start the IPv8 service
    ipv8 = IPv8(configuration)
    await ipv8.start()
    rest_manager = RESTManager(ipv8)
    await rest_manager.start(14410 + peer_id, api_key="my secret key")





All requests to the core will then have to use either:


	The X-Api-Key HTTP header set to the key value (this is the preferred option).


	A URL parameter apikey set to the key value.




Any HTTP request without either of these entries or using the wrong key will be dropped.



Using a REST API X509 certificate

Purpose: provide transport layer security (TLS) for the REST API.

In the basic identity tutorial we started the REST API as follows:

    # Start the IPv8 service
    ipv8 = IPv8(configuration)
    await ipv8.start()
    rest_manager = RESTManager(ipv8)
    await rest_manager.start(14410 + peer_id)





To use a certificate file, we will have to pass it to the RESTManager constructor, as follows (replacing cert_file with the file path of your certificate file for the particular IPv8 instance):

    ipv8 = IPv8(configuration)
    await ipv8.start()
    ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLS_SERVER)
    ssl_context.load_cert_chain(cert_file)
    rest_manager = RESTManager(ipv8)
    await rest_manager.start(14410 + peer_id, ssl_context=ssl_context)






This can (and should) be combined with an API key.
Also note that if you start two IPv8 instances, you would normally want them to have different certificates.

If you don’t have a certificate file, you can generate one with openssl as follows:

openssl req -newkey rsa:2048 -nodes -keyout private.key -x509 -days 365 -out certfile.pem
cat private.key >> certfile.pem
rm private.key







Setting a rendezvous token

Purpose: disallow exposure of pseudonym public keys.

In the basic identity tutorial we used HTTP requests without a rendezvous token as follows:

$ curl http://localhost:14411/identity/pseudonym1/peers
{"peers": ["TGliTmFDTFBLOg/rrouc7qXT1ZKxHFvzxb4IVRYDPdbN4n7eFFuaT385YNW4aoh3Mruv+hSjbssLYmps+jlh9rb250LYD7gEH20="]}





By including the X-Rendezvous header entry and setting it to a shared secret in base64 encoding, we can guide a rendezvous between peers.
The following is an example of a rendezvous using the shared identifier string abc.

$ curl --header "X-Rendezvous: YWJj" http://localhost:14411/identity/pseudonym1/peers





Notes:


	Include this header in all of your requests.


	If you want to switch rendezvous tokens, first call identity/{pseudonym_name}/unload.


	Any identifier over 20 bytes is truncated.


	You may still find peers other than those you are interested in if you happen to share the same rendezvous identifier. Always communicate and verify the public key of your counterparty beforehand (use the identity/{pseudonym_name}/public_key REST endpoint for this).
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Advanced peer discovery configuration

This document assumes you have a basic understanding of peer discovery in IPv8, as documented in the peer discovery basics.
This document covers the configuration of built-in DiscoveryStrategy classes, explained in the network IO and the DiscoveryStrategy tutorial.
In particular, we address the following three topics:


	How the RandomWalk works and when to use it.


	How the EdgeWalk works and when to use it.


	How to parameterize the walk strategies in relation to the overlays they operate on.


	How the RandomChurn works and when to use it.





The Random walk strategy

The “Random” walk strategy finds new peers by randomly querying existing peers.
Every IPv8 tick a random peer is chosen from the overlay that a RandomWalk class is attached to.
The chosen peer is then asked for new peers (using the introduction-request mechanism), to which it responds with a random peer that it knows.
In case a random peer knows no other peers, it responds with no peer.
In the case that no peers are available to ask for introductions, the bootstrap mechanism is invoked.

The most important aspect of the “Random” walk strategy is that it is not a search strategy.
Because there is no attempt to avoid previously queried peers, the mechanism is very simple.
However, a previously queried peer that has no new available connections is not avoided, making the “Random” walk waste bandwidth if there are no further peers to find.
Secondly, if a strong clique forms in the connection graph it can take very long to find new peers if networks get large.
Nevertheless, the strategy is robust against networks with high node churn.
For the purposes of IPv8 connections the “Random” strategy is usually the preferred strategy as the number of connected peers remains relatively low.



The Edge walk strategy

The “Edge” walk strategy is another strategy to find new peers based on existing peers.
However, unlike the “Random” strategy, the “Edge” strategy is a search strategy.
The “Edge” strategy uses a depth-first search through known peers.
Each edge of a search starts at a peer found by the bootstrap process.
Peers are then queried in order of introduction for a random peer they are connected to.
After a configured search depth has been reached, a new edge is constructed.

The “Edge” walk is typically used to find as many peers as possible at the cost of additional overhead.
Peers are not often revisited and therefore this strategy is bandwidth efficient.
Of course, managing the edges means that there is more computational overhead in managing peers.
Finding many peers is rarely preferential for “normal” IPv8 use, but it can be useful when creating network crawlers.



Parameterizing walk strategies

For every walk strategy IPv8 maintains a number of target peers and for every overlay IPv8 a number of maximum peers.
The former tells IPv8 to keep calling the walker until a certain number of peers has been accepted and the latter tells IPv8 when to stop accepting new connections.
You should never ever configure the walk strategies to fill out an overlay’s maximum peers.
By doing so, you can inadvertently create network partitions.

The default settings, of 20 target peers for the walk and 30 maximum connections for the overlay, are tried and tested.
More connections do not imply a better overlay and may, in fact, prove detrimental.
For example, connecting to 1000 peers may completely overload a machine’s buffers and drop most of the incoming UDP packets.
There are three main points to remember.
Firstly, it is generally better to depend on a good information dissemination strategy than on a large number of connections.
Secondly, the number of connections you open has diminishing returns for the speed at which information makes its way through your network.
Finally, the more connections you open, the higher the chance that attackers come into connection with a peer.

It is a good idea to first run extensive experiments before changing walk parameterization.
Finding peers is complex because it is (a) a process that uses asynchronous messaging, (b) the connection graph between peers is highly dynamic, and (c) peers may not have the same parameterization.

If you do decide to change the parameterization, do not mix overlays with different parameterizations.
Sampling from a set with replacement is a statistical process.
IPv8 does not come with a built-in mechanism to balance out the sampling rate according to differences in set sizes (i.e., the number of peers in each overlay).
If you do have different walk parameterizations, max_peers, or target_peers, make sure to give each overlay a separate Network instance.



The RandomChurn churn strategy

The “Random” churn strategy is a strategy to remove unresponsive peers from overlays.
Peers are randomly sampled and if they have not been communicated with in the last thirty seconds, they will be pinged for a response.
If a peer does not respond to a ping request, it will be removed from the Network.

If you have a shared Network instance, you only need to apply the RandomChurn to a single overlay.
However, be cautioned that you need a RandomChurn for each Network instance.

By default the RandomChurn strategy checks eight peers simultaneously.
A total three pings are sent, one every ten seconds, after 30 seconds of inactivity.
These settings should be adjusted if a large number of peers are being connected to.
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TunnelCommunity

This document contains a description of how to use the TunnelCommunity class for anonymous communication and the HiddenTunnelCommunity extension of this functionality, which provides service-based end-to-end anonymous communication.
The TunnelCommunity class should be used when passively contributing to the network health and the HiddenTunnelCommunity should be used when you want to actively send over the network.

In particular this document will not discuss how creating and managing circuits and setting up hidden services works, for this we refer the reader to the Tor research.


Interface

The HiddenTunnelCommunity class provides an interface for anonymous messaging.
The most important methods of this class are:


	build_tunnels(): which will start making the required amount of circuits for the given hop count


	active_data_circuits(): will return the currently available circuits to send data over


	tunnels_ready(): the quotient of available circuits to send over, compared to settings.min_circuits


	tunnel_data(): which will send data to some destination through an exit node


	register_service(): which provide end-to-end connections for a particular service




Note that you will have to call build_tunnels() before sending any data.
For example build_tunnels(1) will construct 1 hop circuits to maintain a circuit pool of a size between settings.min_circuits and settings.max_circuits.
Initializing these settings will be covered in a later section.

You can then call tunnel_data() to send data through a circuit (and eventually an exit node) to some destination.
The circuit to send over should be one of the circuits returned by active_data_circuits().
The destination can be any ip + port tuple.
The message type should be u"data" and finally the payload can be an arbitrary message.
For example one could send the packet 1 to ("1.2.3.4", 5):

community.tunnel_data(community.active_data_circuits()[0], ("1.2.3.4", 5), u"data", "1")







Hidden services

The HiddenTunnelCommunity class can also find other circuit exit points for a particular service identifier.
In other words, it is possible to anonymously find other peers communicating anonymously.
To do this, some sort of DHT mechanism needs to be registered (currently Tribler uses mainline DHT).
Whatever DHT mechanism is chosen should be placed in the dht_provider attribute of the HiddenTunnelCommunity.

Whenever a peer is found for a service, or rather the anonymizing relay for a peer, the callback defined through register_service() is called with the available peers.
You can then use this peer to tunnel_data() to.
The complete example is given below:

def on_peer(peer):
    community.tunnel_data(community.active_data_circuits()[0], peer, u"data", "my message to this peer")
community.register_service("my service identifier", hops=1, on_peer)







TunnelSettings

The community can be initialized using the TunnelSettings class. This class contains the following fields:


	min_circuits: the minimum amount of circuits to create before tunnels_ready() gives a value larger than 1.0


	max_circuits: the maximum amount of circuits to create


	max_joined_circuits: the maximum amount of circuits, which are not our own, we will partake in


	max_time: the time after which a circuit will be removed (for security reasons)


	max_time_inactive: the time after which an idle circuit is removed


	max_traffic: the amount of traffic after which a circuit will be removed (for security reasons)


	become_exitnode: whether or not we will exit data for others (may have legal ramifications)
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Attestation Prototype Documentation

This document describes the original design of the IPv8-based Android application and credential authority.


Passive Updates in the IPv8 Android Application:

Example behaviour of passive and regular updates in an IPv8 Android Application instance, regarding fellow peer lists and their associated attributes. It should be noted that the Attestation Server is nothing more than a well-known peer itself, accessed through an HTTP URL (127.0.0.1:8086/attestation):

[image: Alt Text]
Every second, the application will do the following:


	Forward a (GET: peers) request to a certain peer, with the aim of updating the local list of known peers.


	When the response for the previous request arrives, containing unique identifiers (IDs) for the fellow peers, update the local list of known peers. Simultaneously, forward a (GET: attributes) for each peer ID, in order to obtain a list of the transaction names and hashes as found in the latest 200 blocks associated to the peer. The information in these responses is stored locally as well.


	Forward a (GET: attributes) request to and for the peer contacted in Step 1. Similarly to Step 2, the response should contain the transaction names and hashes as found in the latest 200 blocks associated to the peer. This information is stored locally.






Flow of Communication in Active Attestation Requests:

Example RESTful based communication flow for serving Attestation Requests, as currently implemented in the demo application:

[image: Alt Text]

	The Client‘s user interacts with their device in order to obtain attestation for a particular attribute.


	The Client attempts to update the list of known peers by forwarding a (GET: peers) request to a well-known fellow peer (the Attestation Server).


	The Client demands attestation for the attribute, by forwarding a (POST: request) request for the particular attribute to every known peer, as identified by their unique ID. In this particular demo implementation, only the well-known peer (the Attestation Server) is forwarded the request.


	A Fellow Peer will await for at least one other fellow peer (the Client) to be present in the network, before accepting and solving attestation requests. It will do so by repeatedly forwarding (GET: peers) requests to the well-known peer, until this returns a non-empty list of peers.


	The Fellow Peer will probe for outstanding (i.e. as of yet unresolved) attestation requests. To obtain such a list, it forwards a (GET: outstanding) request to the well-known peer. The request will return a list of tuples of the form (<b64_encoded_requesting_peer_ID>, <attribute_name>), each representing an outstanding request.


	The Fellow Peer chooses to solve the request, and attest the requested attribute. This process is done locally, in the peer itself. The result of the attestation is encoded in Base64 format, and packed in a (POST: attest) request, which is forwarded to the well-known peer (the Attestation Server).


	The well-known peer (the Attestation Server), returns the attestation to the Client, as a response to their original (POST: request) attestation request.


	The Client receives the attestation, and displays the successful attestation status to the device user.






Peers and their REST APIs:

It should be mentioned that the protocol, which abides to the REST paradigms, used towards facilitating communication between peers, in this particular implementation, is the Hypertext Transfer Protocol (HTTP).

The diagram below describes the REST API of an IPv8 object (in this current implementation version). These are requests which can be handled by the IPv8 objects:

[image: Alt Text]
Below, a detailed explanation of the REST Requests is presented:


	GET Methods sent to the AttestationEndpoint:


	type = "outstanding" : Retrieve a list of tuples of the form (<b64_encoded_requesting_peer_ID>, <attribute_name>), each representing an, as of yet, unresolved attestation request (from a peer identified by <b64_encoded_requesting_peer_ID> for the attribute <attribute_name>).


	type = "verification_output" : Retrieve a dictionary (equivalently, a map) of the form: <b64_attribute_name_hash> -> (<b64_attribute_value_hash>, <confidence_value>). The dictionary should contain a record of all the previous verification processes’ results.


	type = "peers" : Retrieve a list of Base64 encoded peer IDs, which uniquely identify the peers in the first Identity Overlay.


	type = "attributes" : Return a list of tuples of the form (<transaction_name>, <b64_transaction_hash>), from the the latest 200 blocks associated with a particular peer.

Optional parameters :


	mid = <b64_peer_mid> : Identifies the particular peer (using its unique ID) whose attributes are being requested. If this parameter is missing, the peer shall default to the target endpoint’s peer.










	POST Methods sent to the AttestationEndpoint:


	type = "request" : Request the attestation of a particular attribute from a particular peer.

Required additional parameters :


	mid = <b64_peer_mid>: Identifies the peer (by its unique ID) from which the attestation is requested.


	attribute_name = <attribute_name>: The name of the attribute, for which attestation is requested.






	type = "attest" : Attest a particular attribute, for a particular peer. Additionally, return an attested value for the aforementioned attribute.

Required additional parameters :


	mid = <b64_peer_mid>: Identifies the peer (by its unique ID) from which the attestation is requested.


	attribute_name = <attribute_name>: The name of the attribute, for which attestation is requested.


	attribute_value = <b64_attribute_value>: Base64 encoded attested value for the attribute.






	type = "verify" : Request the verification of a particular attestation and set of values associated to a particular attribute, from another particular peer.

Required additional parameters :


	mid = <b64_peer_mid>: Identifies the peer (by its unique ID) from which the attestation is requested.


	attribute_hash = <b64_attribute_hash>: A Base64 encoded hash of the attribute’s particular attestation, subject to verification.


	attribute_values = <b64_attribute_values_string>: A variable length list of Base64 encoded attribute values, for which verification is required. <b64_attribute_values_string> is a comma separated string of values, that is: <b64_attribute_values_string> = "<b64_attr_val_1>,<b64_attr_val_2>,...,<b64_attr_val_N>", where N may be arbitrarily large.










	GET Methods sent to the NetworkEndpoint:


	Any GET request: Retrieve a dictionary (equivalently, a map) holding information on each verified peer in the network. The dictionary’s structure will be the following: <b64_peer_mid> -> {"id": <peer_IP>, "port": <peer_port>, "public_key": <b64_peer_public_key>, "services": <b64_peer_services_list>}. <b64_peer_services_list> is a list which identifies the known services supported by the peer. The dictionary itself is returned within a dictionary: {"peers": <peers_info_dictionary>}.








The diagram below describes the REST Requests implemented in the Android Application (in this current implementation version). These requests are forwarded to, and handled by the IPv8 object’s REST APIs:

[image: Alt Text]
All requests must abide to the specifications detailed above (in this section).



Attestation Process: Detailed Explanation

Below is a detailed description of the general flow for handling incoming attestation requests. It should be noted that this description is general, and does not necessarily refer to this particular implementation version (i.e. of the demo). Moreover, the reader shoould also note that attestation is requested from a particular peer (see documentation above for (POST): attest @ AttestationEndpoint), however, the actual HTTP request is forwarded to another peer, potentially different from the attester itself. Hence, there shall be two cases for the attestation request:


	When a peer receives the HTTP request, packs it, and forwards it to the peer from which attestation is requested (i.e. the attester peer).


	When the peer from which attestation is requested (i.e. the attester peer) receives the attestation request itself, as obtained from the 1st case.




The two cases shall be further described in the sections to follow. To better understand what each of them do, however, we must introduce two callback methods of the AttestationCommunity class, located in the community.py module. The two callbacks are stored in the self.attestation_request_callbacks field, which is an array that should contain 2 elements, intuitively, each being a callback. The methods which set the callbacks are described in the following (both are located in the AttestationCommunity class):


	set_attestation_request_callback(f): this is the method which stores the function f in self.attestation_request_callbacks[0] field. f is the method actually handles the attestation. This method is called in AttestationCommunity’s on_request_attestation method when some peer requests the attestation from us (i.e. we are the attester). f must return a string if the attestation is made, this represents the attestation value. If None is returned, however, the attestation is not made. As input, f receives the following:


	<sender_peer>: Peer: A Peer object representing the peer which forwarded this request to us.


	<attribute_name>: string: A string object, representing the name of the attribute requiring attestation.






	set_attestation_request_complete_callback(f): this is the method which stores the function f in self.attestation_request_callbacks[1] field. f is called back when an attestation has been completed.`f` needn’t return anything. It should accept the following input parameters:


	<sender_peer>: Peer: A Peer object representing the peer which forwarded this request to us.


	<attribute_name>: string: A string object, representing the name of the attribute requiring attestation.


	<attestation_hash>: string:  A string object, representing the hash of the attestation blob.


	<signer_peer> = None: string: A Peer object representing the signer of the attestation (i.e. usually us).








Below is a description of the two scenarios of the attestation process presented above. Make sure to also read this section’s last subsection. It contains details on how the attestation process works for this demo implementation.


Receiving the HTTP Attestation Request

In the community.py module, and the AttestationCommunity class, the method request_attestation is called by the render_POST method in the AttestationEndpoint class, upon receiving a (POST: request) HTTP request. Attestation might be required from the peer receiving this request, or from another peer. Regardless, the request_attestation method will do the following:


	It will add the request to its own request cache.


	It will create some metadata from the request, that is: the attribute’s name to be attested, and the request’s public key.


	It will create 3 payloads: an authentication payload (communication security between this peer and the attester), the actual attestation request payload (created from the metadata), and the time distribution payload (created from the global time). The payloads are packed together in a packet which is forwarded to the attester.




It should be noted that this method should normally be called once, when a raw (POST: request) HTTP request is received. This method will send a packet (with the contents as described above) directly to the attester peer, which might, in fact, be this peer, or another different peer.



Receiving the Attestation Request in the Attester Peer

In the community.py module and the AttestationCommunity class, the method on_request_attestation is called when attestation is requested from us. That is, when an attestation packet, as created by the request_attestation method in the AttestationCommunity is received. The on_request_attestation method will do the following:


	Unpack the packet, and get the 3 payloads: attestation payload, request payload, and time distribution payload. The source of the request is seen as the peer which last forwarded the request.


	The attestation payload’s metadata is retrieved and is used towards the attestation process. Attestation is performed by calling the self.attestation_request_callbacks[0] with the source peer and attribute name as parameters. If a value is returned, attestation has been performed, otherwise attestation has not been performed.


	A blob is created from the attestation value. The blob is first used as a parameter in the self.attestation_request_callbacks[1], together with the source peer, and the attribute name. After returning from the aforementioned call, the attestation blob is sent to the source peer (i.e. the peer from which we received this request).






Side Note: Detailed Attestation Flow in the Demo

This case is a bit curious, since the peer forwarding the (POST: attest) HTTP request (i.e. the peer running in the main.py script, in the method make_attribute), is indeed solving the attestation request, however, it is not actually holding it. In the demo, the peer holding the request is the well-known peer behind localhost:8086/attestation URL. The agent running in the main.py script is made aware of the request by having previously forwarded a (GET: outstanding) HTTP request to the well-known peer. It will serve the attestation request by forwarding a (POST: attest) request back to the localhost:8086/attestation (well-known) peer.

As previously mentioned, the well-known peer behind localhost:8086/attestation is actually holding the attestation requests. For each request forwarded to this peer, a Deferred object is created, which is attached to a yield. This is done in the on_request_attestation method (of the AttestationEndpoint class), which is called as self.attestation_request_callbacks[0] in on_request_attestation method (of the AttestationCommunity class). The yield will suspend the thread, which will now wait for the Deferred object to yield something. For this object to yield something, someone has to call the Deferred.callback(<value>) method on it. This is done when the agent behind main.py forwards a (POST: attest) HTTP request to the well-known peer. In the render_POST method of AttestationEndpoint class, for this type of request, the deferred object is retrieved, and called back with an attestation value (obtained from the (POST: attest) request) as the <value> parameter. This allows the Deferred object to yield this value, and, in turn, allows the on_request_attestation (of AttestationCommunity) method to continue executing, which was halted by its call to self.attestation_request_callbacks[0], i.e. on_request_attestation (of AttestationEndpoint). The on_request_attestation (of AttestationCommunity) eventually calls self.attestation_request_callbacks[1], i.e. on_attestation_complete, and finally sends back the attestation to the source peer.




Annex: General Notes on Demo Classes


Notes on the IPv8 application

Below is a brief description of some of the important classes in the IPv8 application (which are employed in the demo):


	The RootEndpoint class will be the one which receives the requests from the peers. This class will delegate work to its children. Currently, the children are: AttestationEndpoint and NetworkEndpoint. All these classes must subclass the BaseEndpoint class. The request chain is modeled like a tree, where the RootEndpoint is the root of the tree and the AttestationEndpoint and NetworkEndpoint classes are its children (and implicitly leaves) . When they are added, they are associated a path, which is the endpoint field of the request (e.g. attestation or network). This is how the root knows to delegate requests to the right children (e.g. <node_ip>:<port>/<path>).


	The NetworkEndpoint handles the peer discovery requests. It is (currently) a simple class which has the simple task of returning a list of verified nodes in the system and some relevant information on them, such as: IP, port, public key, and offered services. However, the Android Phone Application does not forward requests (GET or POST) to this endpoint.


	The AttestationEndpoint class handles a set of both POST and GET requests. It features a more complex set of methods than NetworkEndpoint.


	The Response class is used to model HTTP responses. It will essentially just define a response (status_code, content) which will then be sent back as a response.


	The RESTManager class handles the start and stop of the server’s HTTP API service. On startup, the class will create a RootEndpoint object, which will implicitly create the two objects: a NetworkEndpoint object and an AttestationEndpoint object. It will then attach itself to incoming request from localhost (127.0.0.1) at port 8085. To create a RestManager object, one must submit a session object, which is in fact of the IPv8 class type (this latter instantiation requires a configuration object).






Notes on the Python Scripts


The roles.py script


	Holds the class TestRESTAPI which is a subclass of RESTManager. It does the exact same thing as the RESTManager class, with the singular difference that it listens for incoming request on the 8086 port.


	The function sleep(time) is a simple NOOP function, which essentially forces the thread to sleep for a user specified amount of time (set by the parameter time), since it forces it to wait for a deferred to yield.


	The create_working_dir(path) function creates a working directory at the specified path, which will hold a number of .pem files, and an sqlite database (currently, for attestation and identity matters).


	The initialize_peer(path) function is used to create a peer (of type TestRESTAPI). It will generate a default peer configuration, which it will then modify to set the network overlays, which in this case is a AttestationCommunity and an IdentityCommunity. It will also set a peer discovery strategy within each of those overlays, which in this case is a RandomWalk with a limit of 20 peers and timeout of 60 seconds. A working directory is constructed, as described above (create_working_dir(*)). From this configuration an IPv8 object is created, which is in turn used to create the peer, i.e. the TestRESTAPI. This will also be assigned a (blank) HTML interface at URL = 127.0.0.1:8086/attestation, that will define an access point to its REST API. The URL will be returned as the second object of the return statement.


	The stop_peers(*peers) function will simply do its best to stop the list of peers passed as parameter to it.


	The make_request(url, type, arguments={}) function forwards a request of the specified type to the specified url, with the specified set of arguments. In this particular example, we usually haveurl = '127.0.0.1:8086/attestation', (GET) (for peers and outstanding attestation requests) and (POST) (for attesting outstanding requests). This function uses an Agent object, which models a simple HTTP client, that is able to generate HTTP requests given a set of parameters. Requests forwarded by this method are attached a callback, which is able to read the HTTP response body.






The main.py script


	This script does not define any classes. It only defines a set of functions.


	This script creates a peer object by calling roles.py‘s initialize_peer(path), with the path = "attester", and retrieves its URL towards accessing its REST API (idowner_restapi = 127.0.0.1:8086/attestation).


	The wait_for_peers(idowner_restapi) function will forward a (GET: peers) request towards the idowner_restapi URL, i.e. the peer located behind it. The methods seeks to discover other peers in the network. It recursively calls itself every 4 seconds. Upon identification of at least one peer, it will stop calling itself, and return the list of discovered peers.


	The wait_for_attestation_request(attester_restapi) function will forward a (GET: outstanding) towards the idowner_restapi URL, i.e. the peer located behind it. This methods seeks to find any, as of yet, unresolved attestation requests. It will recursively call itself every 4 seconds. Upon identification of at least one outstanding request, it will stop calling itself, and return the list of discovered requests.


	The make_attribute() method implements the main logic of the main.py script. It is triggered by a 500 millisecond  deferred call . The method’s flow is the following: It fist awaits for at least one fellow peer to show up by calling wait_for_peers(idowner_restapi), where the idowner_restapi is the URL of the TestRESTAPI object created as a global variable within the script. After this, it will await for at least one request to appear, by calling wait_for_attestation_request(attester_restapi), where the idowner_restapi is the URL of a TestRESTAPI object created as a global variable within the script. It will then solve each request by forwarding a (POST: attest) with the requested attribute (”QR“) and a random encoded value associated to this attribute (since it is a demo) back to the TestRESTAPI object via its public URL. Once it finishes solving the requests it had initially found, it will end its loop and terminate its activity.







Notes on the Android Application


The MainActivity class

The following outlines the main behaviour of this class


	Every second, the following happens:


	The application will probe for peers. It does so by forwarding a (GET: peers) to a well-known peer. If successful, the request will yield a response with an updated list of peers (represented by their unique IDs). Response timing is arbitrary, and cannot be anticipated clearly since it depends on network and other factors. Regardless, the peer will attempt to employ a local data structure, which is used for storing unique peer IDs (this might have been updated in the meantime, but it is not certain). If not possible to access the aforementioned list, it will return an empty list. It should be noted that when peer IDs are retrieved, the application will try to retrieve and store their attributes as well (by forwarding (GET: attributes), with an additional request parameter mid = <peer_mid>).


	Next, it will attempt to request (and if the response arrives on time, update) the well-known peer’s attributes (by forwarding a (GET: attributes), WITHOUT the additional request parameter mid = <peer_mid>). Generally, however, this step refers to retrieving the local attributes list of the known peers (which should have been obtained as a collateral of the peer discovery process, as described above). If the list is not in use, it will return it, otherwise, an empty list is returned. If the list is empty, then the button, which demands attestation, is  turned red, otherwise it is turned green.






	Asynchronously, the user may press the button on the interface, which will require that the ‘QR’ attribute be attested. If the application has discovered peers (i.e. at least one), then it will forward an attestation request (for this attribute) at every known peer in the network (by forwarding (POST: request) HTTP requests, with additional request parameters mid = <peer_mid>, and attribute_name = "QR"). Although attestation is requested from specific peers, in this demo implementation, any peer can solve them (see section Side Note: Detailed Attestation Flow in the Demo). All requests are forwarded to the well-known peer.






The SingleShotRequest class

This class models a simple HTTP request, whose destination is hard-coded to be localhost:8085. The constructor allows one to specify the endpoint (currently, we can have attestation or network, the latter not being used in the current Application implementation). It is also possible to specify the method (e.g. POST, GET, PUT, etc.), and a collection of (key, value) tuples, which act as the request’s parameters. It should be noted that one specifies the nature of the request as part of the latter parameter, using the ('type', <req_type>) tuple (<req_type> can be outstanding, verification_output, peers, attributes, etc.).




The AttestationRESTInterface class

This class defines a set of public methods, which handle the creation and transmission of the different types of currently available HTTP requests. The following request types are defined (all of which are forwarded to the attestation endpoint):


	GET Method:


	retrieve_peers: Forward a request for the peers in the system. Upon receiving a response, a callback is invoked to store the mid’s of the discovered peers. This method also forwards requests for retrieving the peers’ attributes, and relies of the callback to handle their storing.


	retrieve_outstanding: Forward a request for the outstanding attestation requests in the system. Upon receiving a response, a callback is invoked to locally store the collection of discovered pending attestation requests.


	retrieve_verification_output: Forward a request to get (all) the results of the verification processes. Upon receiving a response to the request, a callback is invoked which stores the verification results locally.


	retrieve_attributes(String mid): Forward a request for the attributes of a particular peer in the system, as identified by their mid. On response, invoke a callback, and store the attributes of the peer locally.


	retrieve_attributes(void):  Forward a request for the attributes of the peer this request is sent to. On response, invoke a callback, which stores the attributes of the peer locally.






	POST Method:


	put_request: Forward a request which asks for attestation of a particular attribute from a particular peer.


	put_attest: Attests a particular value of a particular attribute for a particular peer.


	put_verify: Forward a request which asks for verification from a particular peer of a particular set of values associated to a particular attribute.
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Using the IPv8 attestation service

This document assumes you have a basic understanding of network overlays in IPv8, as documented in the overlay tutorial.
You will learn how to use the IPv8 attestation HTTP REST API.
This tutorial will use curl to perform HTTP GET and POST requests.

Note that this tutorial will make use of the Python IPv8 service.
An Android binding [https://github.com/Tribler/ipv8-android-app] is also available (including demo app [https://github.com/Tribler/ipv8-android-app/tree/demo_app]).


Running the IPv8 service

Fill your main.py file with the following code (runnable with python3 main.py):

from asyncio import run
from base64 import b64encode

from ipv8.configuration import get_default_configuration
from ipv8.REST.rest_manager import RESTManager
from ipv8.util import run_forever
from ipv8_service import IPv8


async def start_communities() -> None:
    # Launch two IPv8 services.
    # We run REST endpoints for these services on:
    #  - http://localhost:14411/
    #  - http://localhost:14412/
    # This script also prints the peer ids for reference with:
    #  - http://localhost:1441*/attestation?type=peers
    for i in [1, 2]:
        configuration = get_default_configuration()
        configuration['logger']['level'] = "ERROR"
        configuration['keys'] = [
            {'alias': "anonymous id", 'generation': "curve25519", 'file': "ec%d_multichain.pem" % i},
        ]

        # Only load the basic communities
        requested_overlays = ['DiscoveryCommunity', 'AttestationCommunity', 'IdentityCommunity']
        configuration['overlays'] = [o for o in configuration['overlays'] if o['class'] in requested_overlays]

        # Give each peer a separate working directory
        working_directory_overlays = ['AttestationCommunity', 'IdentityCommunity']
        for overlay in configuration['overlays']:
            if overlay['class'] in working_directory_overlays:
                overlay['initialize'] = {'working_directory': 'state_%d' % i}

        # Start the IPv8 service
        ipv8 = IPv8(configuration)
        await ipv8.start()
        rest_manager = RESTManager(ipv8)
        await rest_manager.start(14410 + i)

        # Print the peer for reference
        print("Starting peer", b64encode(ipv8.keys["anonymous id"].mid))

    await run_forever()


run(start_communities())





Running the service should yield something like the following output in your terminal:

$ python3 main.py
Starting peer aQVwz9aRMRypGwBkaxGRSdQs80c=
Starting peer bPyWPyswqXMhbW8+0RS6xUtNJrs=





You should see two messages with 28 character base64 encoded strings.
These are the identifiers of the two peers we launched using the service.
You can use these identifiers for your reference when playing around with sending attestation requests.
In your experiment you will see other identifiers than the aQVwz9aRMRypGwBkaxGRSdQs80c= and bPyWPyswqXMhbW8+0RS6xUtNJrs= shown above.

As a sanity check you can send your first HTTP GET requests and you should see that each peer can at least see the other peer.
Note that you might find more peers in the network.

$ curl http://localhost:14411/attestation?type=peers
["bPyWPyswqXMhbW8+0RS6xUtNJrs="]
$ curl http://localhost:14412/attestation?type=peers
["aQVwz9aRMRypGwBkaxGRSdQs80c="]







Functionality flows

Generally speaking there are two (happy) flows when using the IPv8 attestation framework.
The first flow is the enrollment of an attribute and the second flow is the verification of an existing/enrolled attribute.
Both flows consist of a distinct set of requests (and responses) which we will explain in detail in the remainder of this document.

To test a flow, we start the two peers we created previously.
If you did not remove the key files (*.pem) after the first run, you will start the same two peers as in the last run.
In our case the output of starting the service is as follows:

$ python main.py
Starting peer aQVwz9aRMRypGwBkaxGRSdQs80c=
Starting peer bPyWPyswqXMhbW8+0RS6xUtNJrs=





In our case this means that peer aQVwz9aRMRypGwBkaxGRSdQs80c= exposes its REST API at http://localhost:14411/ and peer bPyWPyswqXMhbW8+0RS6xUtNJrs= exposes its REST API at http://localhost:14412/.
If you did not modify the ports in the initial scripts, you will have two different peer identifiers listening at the same ports.
For convenience we will refer to our first peer as Peer 1 and our second peer as Peer 2.

As a last note, beware of URL encoding: when passing these identifiers they need to be properly formatted (+ and = are illegal characters).
In our case we need to use the following formatting of the peer identifiers in URLs (for Peer 1 and Peer 2 respectively):

aQVwz9aRMRypGwBkaxGRSdQs80c%3D
bPyWPyswqXMhbW8%2B0RS6xUtNJrs%3D






Enrollment/Attestation flow

To enroll, or attest, an attribute we will go through the following steps:


	Sanity checks: Peer 1 and Peer 2 can see each other and have no existing attributes.


	Peer 1 requests attestation of an attribute by Peer 2.


	Peer 2 attests to the requested attribute.


	Peer 1 checks its attributes to confirm successful attestation.




0. SANITY CHECK - First we check if both peers can see each other using their respective interfaces.

$ curl http://localhost:14411/attestation?type=peers
["bPyWPyswqXMhbW8+0RS6xUtNJrs="]
$ curl http://localhost:14412/attestation?type=peers
["aQVwz9aRMRypGwBkaxGRSdQs80c="]





Then we confirm that neither peer has existing attributes.
Note that http://*:*/attestation?type=attributes is shorthand for http://*:*/attestation?type=attributes&mid=mid_b64 where the identifier is equal to that of the calling peer.

$ curl http://localhost:14411/attestation?type=attributes
[]
$ curl http://localhost:14412/attestation?type=attributes
[]





1. ATTESTATION REQUEST - Peer 1 will now ask Peer 2 to attest to an attribute.

$ curl -X POST "http://localhost:14411/attestation?type=request&mid=bPyWPyswqXMhbW8%2B0RS6xUtNJrs%3D&attribute_name=my_attribute"





2. ATTESTATION - Peer 2 finds an outstanding request for attestation.
Peer 2 will now attest to some attribute value of Peer 1 (dmFsdWU%3D is the string value in base64 encoding).

$ curl http://localhost:14412/attestation?type=outstanding
[["aQVwz9aRMRypGwBkaxGRSdQs80c=", "my_attribute", "e30="]]
$ curl -X POST "http://localhost:14412/attestation?type=attest&mid=aQVwz9aRMRypGwBkaxGRSdQs80c%3D&attribute_name=my_attribute&attribute_value=dmFsdWU%3D"





3. CHECK - Peer 1 confirms that he now has an attested attribute.

$ curl http://localhost:14411/attestation?type=attributes
[["my_attribute", "oEkkmxqu0Hd/aMVpSOdyP0SIlUM=", {"name": "my_attribute", "schema": "id_metadata", "date": 1592227939.021873}, "bPyWPyswqXMhbW8+0RS6xUtNJrs="]]
$ curl http://localhost:14412/attestation?type=attributes
[]







Attribute verification flow

To verify an attribute we will go through the following steps:


	Sanity checks: Peer 1 and Peer 2 can see each other and Peer 1 has an existing attribute.


	Peer 2 requests verification of an attribute of Peer 1.


	Peer 1 allows verification of its attribute.


	Peer 2 checks the verification output for the requested verification.




0. SANITY CHECK - First we check if both peers can see each other using their respective interfaces.

$ curl http://localhost:14411/attestation?type=peers
["bPyWPyswqXMhbW8+0RS6xUtNJrs="]
$ curl http://localhost:14412/attestation?type=peers
["aQVwz9aRMRypGwBkaxGRSdQs80c="]





Then we confirm that Peer 1 has the existing attribute (my_attribute from the last step).

$ curl http://localhost:14411/attestation?type=attributes
[["my_attribute", "oEkkmxqu0Hd/aMVpSOdyP0SIlUM=", {}, "bPyWPyswqXMhbW8+0RS6xUtNJrs="]]
$ curl http://localhost:14412/attestation?type=attributes
[]





1. VERIFICATION REQUEST - Peer 2 will now ask Peer 1 to verify an attribute.

$ curl -X POST "http://localhost:14412/attestation?type=verify&mid=aQVwz9aRMRypGwBkaxGRSdQs80c%3D&attribute_hash=oEkkmxqu0Hd%2FaMVpSOdyP0SIlUM%3D&attribute_values=dmFsdWU%3D"





2. VERIFICATION - Peer 1 finds an outstanding request for verification.

$ curl http://localhost:14411/attestation?type=outstanding_verify
[["bPyWPyswqXMhbW8+0RS6xUtNJrs=", "my_attribute"]]
$ curl -X POST "http://localhost:14411/attestation?type=allow_verify&mid=bPyWPyswqXMhbW8%2B0RS6xUtNJrs%3D&attribute_name=my_attribute"





3. CHECK - Peer 2 checks the output of the verification process.

$ curl http://localhost:14412/attestation?type=verification_output
{"oEkkmxqu0Hd/aMVpSOdyP0SIlUM=": [["dmFsdWU=", 0.9999847412109375]]}
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      	EL (class in latest.ipv8.attestation.wallet.pengbaorange.boudot)


      	el (latest.ipv8.test.attestation.wallet.pengbaorange.test_boudot.TestBoudot attribute)


      	emit() (latest.ipv8.REST.asyncio_endpoint.DequeLogHandler method)


      	enable() (latest.ipv8.messaging.anonymization.exit_socket.TunnelExitSocket method)

      
        	(latest.ipv8.REST.asyncio_endpoint.AsyncioEndpoint method)


        	(latest.ipv8.test.mocking.exit_socket.MockTunnelExitSocket method)


      


      	enable_community_statistics() (latest.ipv8.messaging.interfaces.statistics_endpoint.StatisticsEndpoint method)


      	enable_measurements() (latest.ipv8.REST.asyncio_endpoint.AsyncioEndpoint method)


      	enable_overlay_statistics() (latest.ipv8.REST.overlays_endpoint.OverlaysEndpoint method)


      	enable_statistics() (latest.ipv8.REST.overlays_endpoint.OverlaysEndpoint method)


      	encode() (in module latest.ipv8.attestation.wallet.primitives.boneh)

      
        	(latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoCommitmentPrivate method)


      


      	encode_connection_type() (in module latest.ipv8.messaging.payload)


      	encrypt_cell() (latest.ipv8.messaging.anonymization.crypto.PythonCryptoEndpoint method)


      	encrypt_str() (latest.ipv8.messaging.anonymization.crypto.TunnelCrypto static method)


      	Endpoint (class in latest.ipv8.messaging.interfaces.endpoint)


      	endpoint (latest.ipv8.overlay.Settings attribute)

      
        	(latest.ipv8.test.test_loader.MockOverlayProvider attribute)


      


      	endpoint() (latest.ipv8.test.base.TestBase method)


      	endpoint_listener() (latest.ipv8.test.test_community.TestCommunityCompatibility method)


      	EndpointClosedException


      	EndpointListener (class in latest.ipv8.messaging.interfaces.endpoint)


  

  	
      	ensure_blacklisted() (latest.ipv8.community.Community method)


      	error (latest.ipv8.REST.schema.DefaultResponseSchema attribute)


      	ERROR_BUFFER_OVERFLOW (in module latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses)


      	error_middleware() (in module latest.ipv8.REST.rest_manager)


      	ErroringProvider (class in latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider)


      	EstablishIntroPayload (class in latest.ipv8.messaging.anonymization.payload)


      	EstablishRendezvousPayload (class in latest.ipv8.messaging.anonymization.payload)


      	estimate_swarm_size() (latest.ipv8.messaging.anonymization.hidden_services.HiddenTunnelCommunity method)


      	esum() (in module latest.ipv8.attestation.wallet.primitives.ec)


      	Everything (class in latest.ipv8.test.messaging.test_payload_dataclass)


      	EverythingItem (class in latest.ipv8.test.messaging.test_payload_dataclass)


      	execute() (latest.ipv8.database.Database method)


      	executemany() (latest.ipv8.database.Database method)


      	executescript() (latest.ipv8.database.Database method)


      	exit_data() (latest.ipv8.messaging.anonymization.community.TunnelCommunity method)


      	exit_flags (latest.ipv8.messaging.anonymization.tunnel.Circuit property)


      	expired (latest.ipv8.dht.storage.Value property)


      	ExpiryFactor (in module latest.ipv8.attestation.wallet.irmaexact.gabi.attributes)


      	ExtendedPayload (class in latest.ipv8.messaging.anonymization.payload)


      	ExtendPayload (class in latest.ipv8.messaging.anonymization.payload)


      	extra_bytes (latest.ipv8.messaging.payload.NewIntroductionRequestPayload attribute)

      
        	(latest.ipv8.messaging.payload.NewIntroductionResponsePayload attribute)


      


      	extra_headers (in module latest.ipv8.attestation.wallet.irmaexact.enroll_script)


      	extract_peer_flags() (latest.ipv8.messaging.anonymization.community.TunnelCommunity method)


      	ExtraIntroductionPayload (class in latest.ipv8.messaging.anonymization.payload)


      	ez_b64_decode() (in module latest.ipv8.REST.identity_endpoint)


      	ez_b64_encode() (in module latest.ipv8.REST.identity_endpoint)


      	ez_send() (latest.ipv8.lazy_community.EZPackOverlay method)


      	EZPackOverlay (class in latest.ipv8.lazy_community)


      	ezr_pack() (latest.ipv8.lazy_community.EZPackOverlay method)


  





F


  	
      	F (class in latest.ipv8.test.messaging.test_lazy_payload)


      	f (latest.ipv8.test.messaging.test_payload_dataclass.Everything attribute)


      	fail() (in module latest.ipv8.util)


      	FAKE_BOOTSTRAP_ADDRESS (latest.ipv8.test.REST.test_isolation_endpoint.TestIsolationEndpoint attribute)


      	FAKE_HASH (latest.ipv8.test.attestation.identity.test_identity.TestIdentityCommunity attribute)


      	FakeNode (class in latest.ipv8.test.dht.test_routing)


      	FAST_ADDR_TO_INTERFACE (in module latest.ipv8.messaging.interfaces.dispatcher.endpoint)


      	field() (latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.MetadataAttribute method)


      	FIELDS (latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey attribute)

      
        	(latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey attribute)


      


      	file (latest.ipv8.test.test_configuration.IPv8ConfigurationSchema.KeySchema attribute)


      	file_path (latest.ipv8.database.Database property)


      	finalize() (latest.ipv8.configuration.ConfigBuilder method)

      
        	(latest.ipv8.loader.CommunityLauncher method)


        	(latest.ipv8.test.test_loader.StagedCommunityLauncher method)


      


      	find() (latest.ipv8.dht.community.DHTCommunity method)


      	find_circuits() (latest.ipv8.messaging.anonymization.community.TunnelCommunity method)


      	find_module() (latest.ipv8.test.messaging.interfaces.lan_addresses.test_importshield.SegfaultingImporter method)


      	find_node_in_dict() (latest.ipv8.dht.discovery.DHTDiscoveryCommunity method)


      	find_nodes() (latest.ipv8.dht.community.DHTCommunity method)


      	find_unclaimed_identifier() (latest.ipv8.requestcache.RandomNumberCache class method)


      	find_values() (latest.ipv8.dht.community.DHTCommunity method)


      	findMatch() (in module latest.ipv8.attestation.wallet.irmaexact.gabi.keys)


      	FindRequestPayload (class in latest.ipv8.dht.payload)


      	FindResponsePayload (class in latest.ipv8.dht.payload)


      	finish() (latest.ipv8.peerdiscovery.community.PingRequestCache method)


      	first_measured_down (latest.ipv8.messaging.interfaces.network_stats.NetworkStat attribute)


      	first_measured_up (latest.ipv8.messaging.interfaces.network_stats.NetworkStat attribute)


      	fix_pack_a() (latest.ipv8.test.messaging.test_lazy_payload.D method)


      	fix_unpack_a() (latest.ipv8.test.messaging.test_lazy_payload.D class method)


      	flag1 (latest.ipv8.messaging.payload.NewIntroductionResponsePayload attribute)


      	flag2 (latest.ipv8.messaging.payload.NewIntroductionResponsePayload attribute)


      	flag3 (latest.ipv8.messaging.payload.NewIntroductionResponsePayload attribute)


      	flag4 (latest.ipv8.messaging.payload.NewIntroductionResponsePayload attribute)


      	flag5 (latest.ipv8.messaging.payload.NewIntroductionResponsePayload attribute)


      	flag6 (latest.ipv8.messaging.payload.NewIntroductionResponsePayload attribute)


      	flag7 (latest.ipv8.messaging.payload.NewIntroductionResponsePayload attribute)


      	Flags (class in latest.ipv8.messaging.anonymization.payload)


      	flags (latest.ipv8.messaging.anonymization.payload.ExtraIntroductionPayload attribute)

      
        	(latest.ipv8.messaging.anonymization.tunnel.Hop attribute)


      


      	FMT_FAMILY (in module latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl)


      	FMT_SOCKADDR (in module latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl)


      	force_nodes (latest.ipv8.dht.payload.FindRequestPayload attribute)


      	forget_identities() (latest.ipv8.test.attestation.identity.test_manager.TestIdentityManager method)


      	format_list (latest.ipv8.attestation.identity.payload.AttestPayload attribute)

      
        	(latest.ipv8.attestation.identity.payload.DiclosePayload attribute)


        	(latest.ipv8.attestation.identity.payload.MissingResponsePayload attribute)


        	(latest.ipv8.attestation.identity.payload.RequestMissingPayload attribute)


        	(latest.ipv8.attestation.wallet.payload.AttestationChunkPayload attribute)


        	(latest.ipv8.attestation.wallet.payload.ChallengePayload attribute)


        	(latest.ipv8.attestation.wallet.payload.ChallengeResponsePayload attribute)


        	(latest.ipv8.attestation.wallet.payload.RequestAttestationPayload attribute)


        	(latest.ipv8.attestation.wallet.payload.VerifyAttestationRequestPayload attribute)


        	(latest.ipv8.dht.payload.ConnectPeerRequestPayload attribute)


        	(latest.ipv8.dht.payload.ConnectPeerResponsePayload attribute)


        	(latest.ipv8.dht.payload.FindRequestPayload attribute)


        	(latest.ipv8.dht.payload.FindResponsePayload attribute)


        	(latest.ipv8.dht.payload.PingRequestPayload attribute)


        	(latest.ipv8.dht.payload.PingResponsePayload attribute)


        	(latest.ipv8.dht.payload.SignedStrPayload attribute)


        	(latest.ipv8.dht.payload.StorePeerRequestPayload attribute)


        	(latest.ipv8.dht.payload.StorePeerResponsePayload attribute)


        	(latest.ipv8.dht.payload.StoreRequestPayload attribute)


        	(latest.ipv8.dht.payload.StoreResponsePayload attribute)


        	(latest.ipv8.dht.payload.StrPayload attribute)


        	(latest.ipv8.dht.provider.DHTIntroPointPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.CreatedE2EPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.CreatedPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.CreateE2EPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.CreatePayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.DataPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.DestroyPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.EstablishIntroPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.EstablishRendezvousPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.ExtendedPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.ExtendPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.ExtraIntroductionPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.IntroductionInfo attribute)


        	(latest.ipv8.messaging.anonymization.payload.IntroEstablishedPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.LinkE2EPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.LinkedE2EPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.PeersRequestPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.PeersResponsePayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.PingPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.PongPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.RendezvousEstablishedPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.RendezvousInfo attribute)


        	(latest.ipv8.messaging.anonymization.payload.TestRequestPayload attribute)


        	(latest.ipv8.messaging.anonymization.payload.TestResponsePayload attribute)


        	(latest.ipv8.messaging.payload.IntroductionRequestPayload attribute)


        	(latest.ipv8.messaging.payload.IntroductionResponsePayload attribute)


        	(latest.ipv8.messaging.payload.NewIntroductionRequestPayload attribute)


        	(latest.ipv8.messaging.payload.NewIntroductionResponsePayload attribute)


        	(latest.ipv8.messaging.payload.NewPuncturePayload attribute)


        	(latest.ipv8.messaging.payload.NewPunctureRequestPayload attribute)


        	(latest.ipv8.messaging.payload.PuncturePayload attribute)


        	(latest.ipv8.messaging.payload.PunctureRequestPayload attribute)


        	(latest.ipv8.messaging.payload_headers.BinMemberAuthenticationPayload attribute)


        	(latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload attribute)


        	(latest.ipv8.messaging.serialization.Serializable attribute)


        	(latest.ipv8.peerdiscovery.payload.DiscoveryIntroductionRequestPayload attribute)


        	(latest.ipv8.peerdiscovery.payload.PingPayload attribute)


        	(latest.ipv8.peerdiscovery.payload.SimilarityRequestPayload attribute)


        	(latest.ipv8.peerdiscovery.payload.SimilarityResponsePayload attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.A attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.B attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.BitsPayload attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.C attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.CompiledBAlt attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.CompiledCAlt attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.CompiledF attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.D attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.E attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.F attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.NewC attribute)


        	(latest.ipv8.test.messaging.test_lazy_payload.OldA attribute)


        	(latest.ipv8.test.messaging.test_payload_dataclass.FwdMsgId attribute)


        	(latest.ipv8.test.messaging.test_payload_dataclass.StripMsgId attribute)


        	(latest.ipv8.test.messaging.test_serialization.Byte attribute)


        	(latest.ipv8.test.messaging.test_serialization.Nested attribute)


        	(latest.ipv8.test.messaging.test_serialization.NestedWithRaw attribute)


        	(latest.ipv8.test.messaging.test_serialization.Raw attribute)


        	(latest.ipv8.test.messaging.test_serialization.Short attribute)


      


  

  	
      	format_polynomial() (in module latest.ipv8.attestation.wallet.primitives.value)


      	FormatListType (in module latest.ipv8.messaging.serialization)


      	FORMATS (in module latest.ipv8.attestation.default_identity_formats)


      	FORWARD (in module latest.ipv8.messaging.anonymization.tunnel)


      	FP2Value (class in latest.ipv8.attestation.wallet.primitives.value)


      	from_bin() (latest.ipv8.messaging.anonymization.payload.CellPayload class method)


      	from_database_tuple() (latest.ipv8.attestation.identity.attestation.Attestation class method)

      
        	(latest.ipv8.attestation.identity.metadata.Metadata class method)


        	(latest.ipv8.attestation.tokentree.token.Token class method)


      


      	from_unpack_list() (latest.ipv8.attestation.wallet.payload.AttestationChunkPayload class method)

      
        	(latest.ipv8.attestation.wallet.payload.ChallengePayload class method)


        	(latest.ipv8.attestation.wallet.payload.ChallengeResponsePayload class method)


        	(latest.ipv8.attestation.wallet.payload.RequestAttestationPayload class method)


        	(latest.ipv8.attestation.wallet.payload.VerifyAttestationRequestPayload class method)


        	(latest.ipv8.messaging.lazy_payload.VariablePayload class method)


        	(latest.ipv8.messaging.payload.IntroductionRequestPayload class method)


        	(latest.ipv8.messaging.payload.IntroductionResponsePayload class method)


        	(latest.ipv8.messaging.payload.PuncturePayload class method)


        	(latest.ipv8.messaging.payload.PunctureRequestPayload class method)


        	(latest.ipv8.messaging.payload_headers.BinMemberAuthenticationPayload class method)


        	(latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload class method)


        	(latest.ipv8.messaging.serialization.Serializable class method)


        	(latest.ipv8.peerdiscovery.payload.DiscoveryIntroductionRequestPayload class method)


        	(latest.ipv8.peerdiscovery.payload.PingPayload class method)


        	(latest.ipv8.peerdiscovery.payload.SimilarityRequestPayload class method)


        	(latest.ipv8.peerdiscovery.payload.SimilarityResponsePayload class method)


        	(latest.ipv8.test.messaging.test_lazy_payload.OldA class method)


        	(latest.ipv8.test.messaging.test_serialization.Byte class method)


        	(latest.ipv8.test.messaging.test_serialization.Nested class method)


        	(latest.ipv8.test.messaging.test_serialization.NestedWithRaw class method)


        	(latest.ipv8.test.messaging.test_serialization.Raw class method)


        	(latest.ipv8.test.messaging.test_serialization.Short class method)


      


      	FwdDataclass (class in latest.ipv8.test.messaging.test_payload_dataclass)


      	FwdMsgId (class in latest.ipv8.test.messaging.test_payload_dataclass)


  





G


  	
      	g (latest.ipv8.test.messaging.test_payload_dataclass.Everything attribute)


      	GAA_FLAG_INCLUDE_PREFIX (in module latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses)


      	gather_token() (latest.ipv8.attestation.tokentree.tree.TokenTree method)


      	gather_without_errors() (in module latest.ipv8.dht.community)


      	generate_diffie_secret() (latest.ipv8.messaging.anonymization.crypto.TunnelCrypto method)


      	generate_diffie_shared_secret() (latest.ipv8.messaging.anonymization.crypto.TunnelCrypto method)


      	generate_id() (latest.ipv8.dht.routing.Bucket method)


      	generate_key() (latest.ipv8.keyvault.crypto.ECCrypto method)


      	generate_keypair() (in module latest.ipv8.attestation.wallet.primitives.boneh)


      	generate_modular_additive_inverse() (in module latest.ipv8.attestation.wallet.bonehexact.attestation)


      	generate_prime() (in module latest.ipv8.attestation.wallet.primitives.boneh)


      	generate_primes() (in module latest.ipv8.attestation.wallet.primitives.boneh)


      	generate_response() (latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoCommitmentPrivate method)


      	generate_safe_prime() (in module latest.ipv8.attestation.wallet.primitives.cryptography_wrapper)


      	generate_secret_key() (latest.ipv8.attestation.identity_formats.IdentityAlgorithm method)

      
        	(latest.ipv8.attestation.wallet.bonehexact.algorithm.BonehExactAlgorithm method)


        	(latest.ipv8.attestation.wallet.irmaexact.algorithm.IRMAExactAlgorithm method)


        	(latest.ipv8.attestation.wallet.pengbaorange.algorithm.PengBaoRangeAlgorithm method)


      


      	generate_session_keys() (latest.ipv8.messaging.anonymization.crypto.TunnelCrypto method)


      	generate_token() (latest.ipv8.dht.community.DHTCommunity method)


      	GenerateKeyPair() (in module latest.ipv8.attestation.wallet.irmaexact.gabi.keys)


      	generateSafePrimePair() (in module latest.ipv8.attestation.wallet.irmaexact.gabi.keys)


      	generation (latest.ipv8.test.test_configuration.IPv8ConfigurationSchema.KeySchema attribute)


      	get() (latest.ipv8.dht.routing.Bucket method)

      
        	(latest.ipv8.dht.routing.RoutingTable method)


        	(latest.ipv8.dht.storage.Storage method)


        	(latest.ipv8.requestcache.RequestCache method)


      


      	get_address() (latest.ipv8.messaging.interfaces.dispatcher.endpoint.DispatcherEndpoint method)

      
        	(latest.ipv8.messaging.interfaces.endpoint.Endpoint method)


        	(latest.ipv8.messaging.interfaces.udp.endpoint.UDPEndpoint method)


        	(latest.ipv8.test.messaging.interfaces.dispatcher.test_endpoint.DummyEndpoint method)


        	(latest.ipv8.test.mocking.endpoint.MockEndpoint method)


      


      	get_address_class() (latest.ipv8.dht.community.DHTCommunity method)


      	get_addresses() (latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper method)

      
        	(latest.ipv8.bootstrapping.dispersy.bootstrapper.DispersyBootstrapper method)


        	(latest.ipv8.bootstrapping.udpbroadcast.bootstrapper.UDPBroadcastBootstrapper method)


        	(latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider method)


        	(latest.ipv8.messaging.interfaces.lan_addresses.any_os.getaddrinfo.SocketGetAddrInfo method)


        	(latest.ipv8.messaging.interfaces.lan_addresses.any_os.netifaces.Netifaces method)


        	(latest.ipv8.messaging.interfaces.lan_addresses.any_os.testnet1.TestNet1 method)


        	(latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.GetIfAddrs method)


        	(latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl.Ioctl method)


        	(latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.GetAdaptersAddresses method)


        	(latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider.ErroringProvider method)


        	(latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider.InvocationCountingProvider method)


        	(latest.ipv8.test.messaging.interfaces.lan_addresses.test_interfaces.PresetProvider method)


        	(latest.ipv8.test.test_loader.MockBootstrapper method)


        	(latest.ipv8.test.test_loader.MockBootstrapper2 method)


      


      	get_addresses_buffered() (latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider method)


      	get_aggregate_statistics() (latest.ipv8.messaging.interfaces.statistics_endpoint.StatisticsEndpoint method)


      	get_algorithm_class() (latest.ipv8.attestation.schema.manager.SchemaManager method)


      	get_algorithm_instance() (latest.ipv8.attestation.schema.manager.SchemaManager method)


      	get_all() (latest.ipv8.attestation.wallet.database.AttestationsDB method)


      	get_anonymous_tasks() (latest.ipv8.taskmanager.TaskManager method)


      	get_asyncio_debug() (latest.ipv8.REST.asyncio_endpoint.AsyncioEndpoint method)


      	get_asyncio_tasks() (latest.ipv8.REST.asyncio_endpoint.AsyncioEndpoint method)


      	get_attestation_by_hash() (latest.ipv8.attestation.identity.community.IdentityCommunity method)

      
        	(latest.ipv8.attestation.wallet.database.AttestationsDB method)


      


      	get_attestation_class() (latest.ipv8.attestation.identity_formats.IdentityAlgorithm method)

      
        	(latest.ipv8.attestation.wallet.bonehexact.algorithm.BonehExactAlgorithm method)


        	(latest.ipv8.attestation.wallet.irmaexact.algorithm.IRMAExactAlgorithm method)


        	(latest.ipv8.attestation.wallet.pengbaorange.algorithm.PengBaoRangeAlgorithm method)


      


      	get_attestations_by() (latest.ipv8.attestation.identity.database.IdentityDatabase method)


      	get_attestations_for() (latest.ipv8.attestation.identity.database.IdentityDatabase method)


      	get_attestations_over() (latest.ipv8.attestation.identity.database.IdentityDatabase method)


      	get_attributes() (latest.ipv8.attestation.communication_manager.CommunicationChannel method)


      	get_authority() (latest.ipv8.attestation.identity.database.IdentityDatabase method)


      	get_available_formats() (latest.ipv8.messaging.serialization.Serializer method)


      	get_available_root() (latest.ipv8.peerdiscovery.discovery.EdgeWalk method)


      	get_available_strategies() (latest.ipv8.dht.community.DHTCommunity method)

      
        	(latest.ipv8.overlay.Overlay method)


        	(latest.ipv8.peerdiscovery.community.DiscoveryCommunity method)


      


      	get_average_ping() (latest.ipv8.peer.Peer method)


      	get_bootstrappers() (latest.ipv8.loader.CommunityLauncher method)

      
        	(latest.ipv8.test.test_loader.StagedCommunityLauncher method)


      


      	get_bucket() (latest.ipv8.dht.routing.RoutingTable method)


      	get_buckets() (latest.ipv8.REST.dht_endpoint.DHTEndpoint method)


      	get_bytes_received() (latest.ipv8.messaging.interfaces.statistics_endpoint.StatisticsEndpoint method)


      	get_bytes_sent() (latest.ipv8.messaging.interfaces.statistics_endpoint.StatisticsEndpoint method)


      	get_candidates() (latest.ipv8.messaging.anonymization.community.TunnelCommunity method)


      	get_circuits() (latest.ipv8.REST.tunnel_endpoint.TunnelEndpoint method)


      	get_closest_nodes() (latest.ipv8.test.dht.test_community.TestDHTCommunityXL method)


      	get_credential() (latest.ipv8.attestation.identity.manager.PseudonymManager method)


      	get_credential_over() (latest.ipv8.attestation.identity.database.IdentityDatabase method)


      	get_credentials() (latest.ipv8.attestation.identity.manager.PseudonymManager method)


      	get_credentials_for() (latest.ipv8.attestation.identity.database.IdentityDatabase method)


      	get_default_configuration() (in module latest.ipv8.configuration)


      	get_dht_peers() (latest.ipv8.REST.tunnel_endpoint.TunnelEndpoint method)


      	get_e2e_circuit_path() (latest.ipv8.test.messaging.anonymization.test_hiddenservices.TestHiddenServices method)


      	get_exits() (latest.ipv8.REST.tunnel_endpoint.TunnelEndpoint method)


      	get_good_wp() (in module latest.ipv8.attestation.wallet.primitives.boneh)


      	get_hash() (latest.ipv8.attestation.identity_formats.Attestation method)

      
        	(latest.ipv8.attestation.signed_object.AbstractSignedObject method)


      


      	get_id_algorithm() (latest.ipv8.attestation.wallet.community.AttestationCommunity method)


      	get_intro_points() (latest.ipv8.messaging.anonymization.pex.PexCommunity method)
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        	(latest.ipv8.test.test_configuration.IPv8ConfigurationSchema attribute)


      


      	wp_compress() (latest.ipv8.attestation.wallet.primitives.value.FP2Value method)


      	wp_denom_inverse() (latest.ipv8.attestation.wallet.primitives.value.FP2Value method)


      	wp_nominator() (latest.ipv8.attestation.wallet.primitives.value.FP2Value method)


      	write() (latest.ipv8.test.REST.rest_base.IPv8Transport method)
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Submodules
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latest.ipv8.REST.asyncio_endpoint


Module Contents


Classes



	DequeLogHandler

	Log handler that stores the past log records.



	DriftMeasurementStrategy

	Strategy to measure how far off the invocation time of strategies is from the IPv8 tick rate.



	AsyncioEndpoint

	This endpoint helps with the monitoring of the Asyncio thread.







	
class latest.ipv8.REST.asyncio_endpoint.DequeLogHandler(maxlen: int [https://docs.python.org/3/library/functions.html#int] = 50)

	Bases: logging.Handler [https://docs.python.org/3/library/logging.html#logging.Handler]

Log handler that stores the past log records.


	
emit(record: logging.LogRecord [https://docs.python.org/3/library/logging.html#logging.LogRecord]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a log record is written.










	
class latest.ipv8.REST.asyncio_endpoint.DriftMeasurementStrategy(core_update_rate: float [https://docs.python.org/3/library/functions.html#float])

	Bases: latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy

Strategy to measure how far off the invocation time of strategies is from the IPv8 tick rate.


	
take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Measure the time since our last invocation and compare it to the expected update rate.










	
class latest.ipv8.REST.asyncio_endpoint.AsyncioEndpoint

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint[latest.ipv8.types.IPv8]

This endpoint helps with the monitoring of the Asyncio thread.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
enable() → bool [https://docs.python.org/3/library/functions.html#bool]

	Create a new measurement strategy and hook it into IPv8.






	
disable() → bool [https://docs.python.org/3/library/functions.html#bool]

	Destroy the previously registered measurement strategy.






	
async retrieve_drift(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Calculate the current drift.






	
async enable_measurements(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Enable or disable drift measurements.






	
async get_asyncio_tasks(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return all currently running Asyncio tasks.






	
async set_asyncio_debug(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Set asyncio debug options.






	
async get_asyncio_debug(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return Asyncio log messages.
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latest.ipv8.REST.attestation_endpoint


Module Contents


Classes



	AttestationEndpoint

	This endpoint is responsible for handing all requests regarding attestation.







	
class latest.ipv8.REST.attestation_endpoint.AttestationEndpoint

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint[latest.ipv8.types.IPv8]

This endpoint is responsible for handing all requests regarding attestation.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
initialize(session: latest.ipv8.types.IPv8) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize this endpoint for the given IPv8 instance.






	
on_request_attestation(peer: latest.ipv8.peer.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], metadata: dict [https://docs.python.org/3/library/stdtypes.html#dict]) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Return the measurement of an attribute for a certain peer.






	
on_attestation_complete(for_peer: latest.ipv8.peer.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str], from_peer: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when an attestation has been completed for another peer.
We can now sign for it.






	
on_verify_request(peer: latest.ipv8.peer.Peer, attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Return the measurement of an attribute for a certain peer.






	
on_verification_results(attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], values: list [https://docs.python.org/3/library/stdtypes.html#list][float [https://docs.python.org/3/library/functions.html#float]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when verification has concluded.






	
get_peer_from_mid(mid_b64: str [https://docs.python.org/3/library/stdtypes.html#str]) → latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None]

	Find a peer by base64 encoded mid.






	
_drop_identity_table_data(keys_to_keep: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Remove all metadata  from the identity community.


	Parameters:

	keys_to_keep – list of keys to not remove for



	Returns:

	the list of attestation hashes which have been removed










	
_drop_attestation_table_data(attestation_hashes: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Remove all attestation data (claim based keys and ZKP blobs) by list of attestation hashes.


	Parameters:

	attestation_hashes – hashes to remove



	Returns:

	None










	
async handle_get(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Get information from the AttestationCommunity.






	
async handle_post(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Send a command to the AttestationCommunity.
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latest.ipv8.REST.base_endpoint


Module Contents


Classes



	BaseEndpoint

	Base class for all REST endpoints.



	Response

	A convenience class to auto-encode response bodies in JSON format.








Attributes



	HTTP_BAD_REQUEST

	



	HTTP_UNAUTHORIZED

	



	HTTP_NOT_FOUND

	



	HTTP_CONFLICT

	



	HTTP_PRECONDITION_FAILED

	



	HTTP_INTERNAL_SERVER_ERROR

	



	DEFAULT_HEADERS

	



	T

	



	MiddleWaresType

	







	
latest.ipv8.REST.base_endpoint.HTTP_BAD_REQUEST = 400

	




	
latest.ipv8.REST.base_endpoint.HTTP_UNAUTHORIZED = 401

	




	
latest.ipv8.REST.base_endpoint.HTTP_NOT_FOUND = 404

	




	
latest.ipv8.REST.base_endpoint.HTTP_CONFLICT = 409

	




	
latest.ipv8.REST.base_endpoint.HTTP_PRECONDITION_FAILED = 412

	




	
latest.ipv8.REST.base_endpoint.HTTP_INTERNAL_SERVER_ERROR = 500

	




	
latest.ipv8.REST.base_endpoint.DEFAULT_HEADERS: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]]

	




	
latest.ipv8.REST.base_endpoint.T

	




	
latest.ipv8.REST.base_endpoint.MiddleWaresType

	




	
class latest.ipv8.REST.base_endpoint.BaseEndpoint(middlewares: MiddleWaresType = ())

	Bases: Generic[T]

Base class for all REST endpoints.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
initialize(session: T) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize this endpoint for the given session instance.






	
add_endpoint(prefix: str [https://docs.python.org/3/library/stdtypes.html#str], endpoint: BaseEndpoint) → None [https://docs.python.org/3/library/constants.html#None]

	Add a new child endpoint to this endpoint.










	
class latest.ipv8.REST.base_endpoint.Response(body: Any = None, headers: aiohttp.typedefs.LooseHeaders | None [https://docs.python.org/3/library/constants.html#None] = None, content_type: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None, status: int [https://docs.python.org/3/library/functions.html#int] = 200, **kwargs)

	Bases: aiohttp.web.Response

A convenience class to auto-encode response bodies in JSON format.
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latest.ipv8.REST.dht_endpoint


Module Contents


Classes



	DHTEndpoint

	This endpoint is responsible for handling requests for DHT data.







	
class latest.ipv8.REST.dht_endpoint.DHTEndpoint

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint[latest.ipv8.types.IPv8]

This endpoint is responsible for handling requests for DHT data.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
initialize(session: latest.ipv8.types.IPv8) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize this endpoint for the given session instance.






	
async get_statistics(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return DHT statistics.






	
async get_peer(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Connect to a peer using the DHT.






	
async get_stored_values(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Get a list of locally stored key-value pairs from the DHT.






	
async get_values(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Lookup the values for a specific key on the DHT.






	
async put_value(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Store a key-value pair on the DHT.






	
async get_buckets(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a list of all buckets in the routing table of the DHT community.






	
async refresh_bucket(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Prefix of the bucket which to refresh.
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latest.ipv8.REST.identity_endpoint


Module Contents


Classes



	IdentityEndpoint

	Endpoint to spawn and manipulate Self-Sovereign Identities.








Functions



	ez_b64_encode(→ str)

	Encode bytes as base 64.



	ez_b64_decode(→ bytes)

	Decode bytes from base 64.








Attributes



	PseudonymListResponseSchema

	



	CredentialSchema

	



	CredentialListResponseSchema

	







	
latest.ipv8.REST.identity_endpoint.PseudonymListResponseSchema

	




	
latest.ipv8.REST.identity_endpoint.CredentialSchema

	




	
latest.ipv8.REST.identity_endpoint.CredentialListResponseSchema

	




	
latest.ipv8.REST.identity_endpoint.ez_b64_encode(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Encode bytes as base 64.






	
latest.ipv8.REST.identity_endpoint.ez_b64_decode(s: str [https://docs.python.org/3/library/stdtypes.html#str]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Decode bytes from base 64.






	
class latest.ipv8.REST.identity_endpoint.IdentityEndpoint(middlewares: latest.ipv8.REST.base_endpoint.MiddleWaresType = ())

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint[latest.ipv8.types.IPv8]

Endpoint to spawn and manipulate Self-Sovereign Identities.


	
initialize(session: latest.ipv8.types.IPv8) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize this endpoint for the given session instance.






	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
async list_pseudonyms(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	List our pseudonyms.






	
async list_schemas(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	List our available identity schemas.






	
async get_pseudonym_public_key(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Get the public key for a pseudonym.






	
async unload_pseudonym(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Unload a pseudonym.






	
async remove_pseudonym(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Remove a pseudonym.






	
async list_pseudonym_credentials(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	List a pseudonym’s credentials.






	
async list_subject_credentials(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	List a subject’s credentials.






	
async list_pseudonym_peers(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	List a pseudonym’s peers.






	
async allow_pseudonym_verification(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Verify a credential.






	
async disallow_pseudonym_verification(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Disallow verification of a credential.






	
async create_pseudonym_credential(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Create a credential.






	
async attest_pseudonym_credential(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Attest to a credential.






	
async verify_pseudonym_credential(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Request verification of a credential.






	
async list_pseudonym_outstanding_attestations(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	List the oustanding requests for attestations by others.






	
async list_pseudonym_outstanding_verifications(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	List the oustanding requests for verification by others.






	
async list_pseudonym_verification_output(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return the output of our verification requests.






	
async on_shutdown(_: aiohttp.abc.Application) → None [https://docs.python.org/3/library/constants.html#None]

	Callback when the shutdown signal fires.
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latest.ipv8.REST.isolation_endpoint


Module Contents


Classes



	IsolationEndpoint

	This endpoint is responsible for on-demand adding of addresses for different services.







	
class latest.ipv8.REST.isolation_endpoint.IsolationEndpoint

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint[latest.ipv8.types.IPv8]

This endpoint is responsible for on-demand adding of addresses for different services.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
add_exit_node(address: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Connect to the given exit node address.






	
add_bootstrap_server(address: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Register the given bootstrap server.






	
async handle_post(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Add an address to a specific IPv8 service.
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latest.ipv8.REST.network_endpoint


Module Contents


Classes



	NetworkEndpoint

	This endpoint is responsible for handing all requests regarding the state of the network.







	
class latest.ipv8.REST.network_endpoint.NetworkEndpoint

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint[latest.ipv8.types.IPv8]

This endpoint is responsible for handing all requests regarding the state of the network.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
async retrieve_peers(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a list of all known peers.
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latest.ipv8.REST.noblock_dht_endpoint


Module Contents


Classes



	NoBlockDHTEndpoint

	This endpoint is responsible for handling requests for DHT data, non-blocking.







	
class latest.ipv8.REST.noblock_dht_endpoint.NoBlockDHTEndpoint

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint

This endpoint is responsible for handling requests for DHT data, non-blocking.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
initialize(session: latest.ipv8.types.IPv8) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize this endpoint.






	
async handle_get(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Handle a GET request.
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latest.ipv8.REST.overlays_endpoint


Module Contents


Classes



	OverlaysEndpoint

	This endpoint is responsible for handing all requests regarding the status of overlays.







	
class latest.ipv8.REST.overlays_endpoint.OverlaysEndpoint

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint[latest.ipv8.types.IPv8]

This endpoint is responsible for handing all requests regarding the status of overlays.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
initialize(session: latest.ipv8.types.IPv8) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize this endpoint for the given session instance.






	
async get_overlays(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return information about all currently loaded overlays.






	
async get_statistics(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return statistics for all currently loaded overlays.






	
statistics_by_name(statistics: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], latest.ipv8.messaging.interfaces.network_stats.NetworkStat], overlay: latest.ipv8.types.Community) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int] | float [https://docs.python.org/3/library/functions.html#float]]]

	Convert the captured statistics to a human-readable dict.






	
async enable_statistics(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Enable/disable statistics for a given overlay.






	
enable_overlay_statistics(enable: bool [https://docs.python.org/3/library/functions.html#bool] = False, class_name: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None, all_overlays: bool [https://docs.python.org/3/library/functions.html#bool] = False) → None [https://docs.python.org/3/library/constants.html#None]

	Enable statistics for the specified overlays.
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latest.ipv8.REST.rest_manager


Module Contents


Classes



	ApiKeyMiddleware

	Middleware to check for authorized REST access.



	RESTManager

	This class is responsible for managing the startup and closing of the HTTP API.








Functions



	cors_middleware(...)

	Cross-origin resource sharing middleware.



	error_middleware(...)

	Middleware to catch call errors when handling requests.







	
class latest.ipv8.REST.rest_manager.ApiKeyMiddleware(api_key: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None])

	Middleware to check for authorized REST access.


	
async __call__(request: aiohttp.abc.Request, handler: aiohttp.typedefs.Handler) → aiohttp.web_response.StreamResponse | latest.ipv8.REST.base_endpoint.Response

	Intercept requests that are not authorized.






	
authenticate(request: aiohttp.abc.Request) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the given request is authorized.










	
async latest.ipv8.REST.rest_manager.cors_middleware(request: aiohttp.abc.Request, handler: aiohttp.typedefs.Handler) → latest.ipv8.REST.base_endpoint.Response | aiohttp.web_response.StreamResponse

	Cross-origin resource sharing middleware.






	
async latest.ipv8.REST.rest_manager.error_middleware(request: aiohttp.abc.Request, handler: aiohttp.typedefs.Handler) → latest.ipv8.REST.base_endpoint.Response | aiohttp.web_response.StreamResponse

	Middleware to catch call errors when handling requests.






	
class latest.ipv8.REST.rest_manager.RESTManager(session: object [https://docs.python.org/3/library/functions.html#object], root_endpoint_class: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.REST.base_endpoint.BaseEndpoint] | None [https://docs.python.org/3/library/constants.html#None] = None)

	This class is responsible for managing the startup and closing of the HTTP API.


	
async start(port: int [https://docs.python.org/3/library/functions.html#int] = 8085, host: str [https://docs.python.org/3/library/stdtypes.html#str] = '127.0.0.1', api_key: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None, ssl_context: aiohttp.connector.SSLContext | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Starts the HTTP API with the listen port as specified in the session configuration.






	
async start_site(runner: aiohttp.web_runner.BaseRunner, host: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None], port: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None], ssl_context: aiohttp.connector.SSLContext | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Create and start the internal TCP-based site.






	
async stop() → None [https://docs.python.org/3/library/constants.html#None]

	Stop the HTTP API and return when the server has shut down.
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latest.ipv8.REST.root_endpoint


Module Contents


Classes



	RootEndpoint

	The root endpoint of the HTTP API is the root resource in the request tree.







	
class latest.ipv8.REST.root_endpoint.RootEndpoint

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint

The root endpoint of the HTTP API is the root resource in the request tree.
It will dispatch requests regarding torrents, channels, settings etc to the right child endpoint.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.
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latest.ipv8.REST.schema


Module Contents


Classes



	DefaultResponseSchema

	Every response contains its sucess status and optionally the error that occurred.



	Address

	The schema for address information.



	AddressWithPK

	The schema for addresses that have a public key.



	OverlayStatisticsSchema

	The schema for overlay statistics.



	OverlayStrategySchema

	The schema describing discovery strategies for overlays.



	OverlaySchema

	The schema to describe overlays.



	DHTValueSchema

	The schema to describe values in the DHT.








Functions



	schema(→ marshmallow.Schema)

	Create a schema. Mostly useful for creating single-use schemas on-the-fly.







	
class latest.ipv8.REST.schema.DefaultResponseSchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

Every response contains its sucess status and optionally the error that occurred.


	
success

	




	
error

	








	
class latest.ipv8.REST.schema.Address(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The schema for address information.


	
ip

	




	
port

	








	
class latest.ipv8.REST.schema.AddressWithPK(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: Address

The schema for addresses that have a public key.


	
public_key

	








	
class latest.ipv8.REST.schema.OverlayStatisticsSchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The schema for overlay statistics.


	
num_up

	




	
num_down

	




	
bytes_up

	




	
bytes_down

	




	
diff_time

	








	
class latest.ipv8.REST.schema.OverlayStrategySchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The schema describing discovery strategies for overlays.


	
name

	




	
target_peers

	








	
class latest.ipv8.REST.schema.OverlaySchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The schema to describe overlays.


	
id

	




	
my_peer

	




	
global_time

	




	
peers

	




	
overlay_name

	




	
max_peers

	




	
is_isolated

	




	
my_estimated_wan

	




	
my_estimated_lan

	




	
strategies

	




	
statistics

	








	
class latest.ipv8.REST.schema.DHTValueSchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The schema to describe values in the DHT.


	
public_key

	




	
key

	




	
value

	








	
latest.ipv8.REST.schema.schema(**kwargs) → marshmallow.Schema

	Create a schema. Mostly useful for creating single-use schemas on-the-fly.
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latest.ipv8.REST.tunnel_endpoint


Module Contents


Classes



	TunnelEndpoint

	This endpoint is responsible for handling requests for DHT data.








Attributes



	SpeedTestResponseSchema

	







	
latest.ipv8.REST.tunnel_endpoint.SpeedTestResponseSchema

	




	
class latest.ipv8.REST.tunnel_endpoint.TunnelEndpoint

	Bases: latest.ipv8.REST.base_endpoint.BaseEndpoint[latest.ipv8.types.IPv8]

This endpoint is responsible for handling requests for DHT data.


	
setup_routes() → None [https://docs.python.org/3/library/constants.html#None]

	Register the names to make this endpoint callable.






	
initialize(session: latest.ipv8.types.IPv8) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize this endpoint for the given session instance.






	
get_settings(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a dictionary of all tunnel settings.






	
async get_circuits(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a list of all current circuits.






	
async speed_test_existing_circuit(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Test the upload or download speed of a circuit.






	
async speed_test_new_circuit(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Test the upload or download speed of a newly created circuit.
The circuit is destroyed after the test has completed.






	
async run_speed_test(circuit: latest.ipv8.messaging.anonymization.tunnel.Circuit, params: dict [https://docs.python.org/3/library/stdtypes.html#dict]) → latest.ipv8.REST.base_endpoint.Response

	Run a speed test on the given circuit and form an HTTP response.






	
async get_relays(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a list of all current relays.






	
async get_exits(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a list of all current exits.






	
async get_swarms(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a list of all current hidden swarms.






	
async get_swarm_size(request: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Estimate the hidden swarm size for a given infohash.






	
async get_peers(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a list of all peers currently part of the tunnel community.






	
async get_dht_peers(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a list of all hidden services peers that are in the local DHT store.






	
async get_pex_peers(_: aiohttp.abc.Request) → latest.ipv8.REST.base_endpoint.Response

	Return a list of all hidden services peers that are in the local PEX store.
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latest.ipv8.attestation


Subpackages



	latest.ipv8.attestation.identity
	latest.ipv8.attestation.identity.attestation

	latest.ipv8.attestation.identity.community

	latest.ipv8.attestation.identity.database

	latest.ipv8.attestation.identity.manager

	latest.ipv8.attestation.identity.metadata

	latest.ipv8.attestation.identity.payload





	latest.ipv8.attestation.schema
	latest.ipv8.attestation.schema.manager





	latest.ipv8.attestation.tokentree
	latest.ipv8.attestation.tokentree.token

	latest.ipv8.attestation.tokentree.tree





	latest.ipv8.attestation.wallet
	latest.ipv8.attestation.wallet.bonehexact
	latest.ipv8.attestation.wallet.bonehexact.algorithm

	latest.ipv8.attestation.wallet.bonehexact.attestation

	latest.ipv8.attestation.wallet.bonehexact.structs





	latest.ipv8.attestation.wallet.irmaexact
	latest.ipv8.attestation.wallet.irmaexact.gabi

	latest.ipv8.attestation.wallet.irmaexact.algorithm

	latest.ipv8.attestation.wallet.irmaexact.enroll_script

	latest.ipv8.attestation.wallet.irmaexact.keydump

	latest.ipv8.attestation.wallet.irmaexact.wrappers





	latest.ipv8.attestation.wallet.pengbaorange
	latest.ipv8.attestation.wallet.pengbaorange.algorithm

	latest.ipv8.attestation.wallet.pengbaorange.attestation

	latest.ipv8.attestation.wallet.pengbaorange.boudot

	latest.ipv8.attestation.wallet.pengbaorange.structs





	latest.ipv8.attestation.wallet.primitives
	latest.ipv8.attestation.wallet.primitives.attestation

	latest.ipv8.attestation.wallet.primitives.boneh

	latest.ipv8.attestation.wallet.primitives.cryptography_wrapper

	latest.ipv8.attestation.wallet.primitives.ec

	latest.ipv8.attestation.wallet.primitives.structs

	latest.ipv8.attestation.wallet.primitives.value





	latest.ipv8.attestation.wallet.caches

	latest.ipv8.attestation.wallet.community

	latest.ipv8.attestation.wallet.database

	latest.ipv8.attestation.wallet.payload











Submodules



	latest.ipv8.attestation.communication_manager

	latest.ipv8.attestation.default_identity_formats

	latest.ipv8.attestation.identity_formats

	latest.ipv8.attestation.signed_object
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latest.ipv8.attestation.communication_manager


Module Contents


Classes



	CommunicationChannel

	A communication channel for business and proving logic of a single pseudonym.



	PseudonymFolderManager

	Perform file management of pseudonyms.



	CommunicationManager

	Manager of pseudonym managers, usually operated from the REST API by a user app.








Attributes



	AttributePointer

	



	MetadataDict

	







	
latest.ipv8.attestation.communication_manager.AttributePointer

	




	
latest.ipv8.attestation.communication_manager.MetadataDict

	




	
class latest.ipv8.attestation.communication_manager.CommunicationChannel(attestation_community: latest.ipv8.attestation.wallet.community.AttestationCommunity, identity_community: latest.ipv8.attestation.identity.community.IdentityCommunity)

	A communication channel for business and proving logic of a single pseudonym.


	
property public_key_bin: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get the public key of our pseudonym in bytes .






	
property peers: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Peer]

	List all the business logic peers for our pseudonym.






	
property schemas: list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	List all the identity formats we support.






	
on_request_attestation(peer: latest.ipv8.types.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], metadata: MetadataDict) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Return the measurement of an attribute for a certain peer.






	
on_attestation_complete(for_peer: latest.ipv8.types.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str], from_peer: latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when an attestation has been completed for another peer.
We can now sign for it.






	
on_verify_request(peer: latest.ipv8.types.Peer, attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Return the measurement of an attribute for a certain peer.






	
on_verification_results(attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], values: list [https://docs.python.org/3/library/stdtypes.html#list][float [https://docs.python.org/3/library/functions.html#float]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when verification has concluded.






	
_drop_identity_table_data() → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Remove all metadata from the identity community.


	Returns:

	the list of attestation hashes which have been removed



	Return type:

	[bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]










	
_drop_attestation_table_data(attestation_hashes: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Remove all attestation data (claim based keys and ZKP blobs) by list of attestation hashes.


	Parameters:

	attestation_hashes ([bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) – hashes to remove



	Returns:

	None










	
remove() → None [https://docs.python.org/3/library/constants.html#None]

	Remove this pseudonym from existence.






	
get_my_attributes() → dict [https://docs.python.org/3/library/stdtypes.html#dict][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], MetadataDict, list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]]]

	Get the known attributes for our pseudonym.






	
get_attributes(peer: latest.ipv8.types.Peer) → dict [https://docs.python.org/3/library/stdtypes.html#dict][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], MetadataDict, list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]]]

	Get the known attributes of a given peer.






	
request_attestation(peer: latest.ipv8.types.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], id_format: str [https://docs.python.org/3/library/stdtypes.html#str], metadata: MetadataDict) → None [https://docs.python.org/3/library/constants.html#None]

	Request another peer to attest to our attribute.






	
attest(peer: latest.ipv8.types.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Attest to another peer’s attribute (if it’s value is what we expect).






	
import_blob(attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], id_format: str [https://docs.python.org/3/library/stdtypes.html#str], metadata: MetadataDict, value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Import an external proof as a raw blob (advanced use only!).






	
allow_verification(peer: latest.ipv8.types.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Consent to verification of an attribute by a peer.






	
disallow_verification(peer: latest.ipv8.types.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Do not consent to verification of an attribute by a peer.






	
verify(peer: latest.ipv8.types.Peer, attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], reference_values: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Play out the Zero-Knowledge Proof of a given attribute hash for a peer.










	
class latest.ipv8.attestation.communication_manager.PseudonymFolderManager(directory: str [https://docs.python.org/3/library/stdtypes.html#str])

	Perform file management of pseudonyms.


	
get_or_create_private_key(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → latest.ipv8.types.PrivateKey

	Get the private key for a pseudonym by either reading it or generating it. In the latter case, write to a file.


	Parameters:

	name – the name of the pseudonym to load or generate a private key for.



	Returns:

	the private key for the given pseudonym.










	
remove_pseudonym_file(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Remove a pseudonym file by its name.


	Parameters:

	name – the name of the pseudonym file to remove.



	Returns:

	None










	
list_pseudonym_files() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	List all the pseudonym files in our pseudonym directory.


	Returns:

	the list of pseudonym names.














	
class latest.ipv8.attestation.communication_manager.CommunicationManager(ipv8_instance: latest.ipv8.types.IPv8, pseudonym_folder: str [https://docs.python.org/3/library/stdtypes.html#str] = 'pseudonyms', working_directory: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Manager of pseudonym managers, usually operated from the REST API by a user app.


	
lazy_identity_manager() → latest.ipv8.attestation.identity.manager.IdentityManager

	Lazy load the IdentityManager.






	
async load(name: str [https://docs.python.org/3/library/stdtypes.html#str], rendezvous_token: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → CommunicationChannel

	Load a pseudonym.






	
async unload(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Unload a pseudonym.






	
async remove(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Remove a pseudonym from existence by name.






	
async shutdown() → None [https://docs.python.org/3/library/constants.html#None]

	Close down all communication.






	
list_names() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	List all known pseudonyms.






	
list_loaded() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	List all loaded pseudonyms by name.
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latest.ipv8.attestation.default_identity_formats


Module Contents


	
latest.ipv8.attestation.default_identity_formats.FORMATS
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latest.ipv8.attestation.identity


Submodules



	latest.ipv8.attestation.identity.attestation

	latest.ipv8.attestation.identity.community

	latest.ipv8.attestation.identity.database

	latest.ipv8.attestation.identity.manager

	latest.ipv8.attestation.identity.metadata

	latest.ipv8.attestation.identity.payload
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latest.ipv8.attestation.identity.attestation


Module Contents


Classes



	Attestation

	A pointer to Metadata.







	
class latest.ipv8.attestation.identity.attestation.Attestation(metadata_pointer: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], private_key: latest.ipv8.types.PrivateKey | None [https://docs.python.org/3/library/constants.html#None] = None, signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.attestation.signed_object.AbstractSignedObject

A pointer to Metadata.

An Attestation does not and should not contain an index.
An Attestation does not and should not contain a reference to the public key (directly).


	
get_plaintext() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert to bytes.






	
classmethod unserialize(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], public_key: latest.ipv8.types.PublicKey, offset: int [https://docs.python.org/3/library/functions.html#int] = 0) → Attestation

	Read from bytes.






	
classmethod create(metadata: latest.ipv8.types.Metadata, private_key: latest.ipv8.types.PrivateKey) → Attestation

	Create an attestation for given metadata using our key.






	
to_database_tuple() → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Get a representation of this Attestation as two byte strings (metadata hash and signature).


	Returns:

	the two byte strings for database insertion.










	
classmethod from_database_tuple(metadata_pointer: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → Attestation

	Create a Token from a two-byte-string representation (metadata hash and signature).


	Parameters:

	
	metadata_pointer – the hash of the Attestation.


	signature – the signature over the plaintext Attestation.













	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Convert this attestation to a human-readable string.
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latest.ipv8.attestation.identity.community


Module Contents


Classes



	IdentitySettings

	Settings for the Identity community.



	IdentityCommunity

	Community for business logic surrounding identities.








Functions



	create_community(→ IdentityCommunity)

	Create an anonymized runtime overlay to meet other peers for identity business logic.








Attributes



	SAFE_UDP_PACKET_LENGTH

	







	
latest.ipv8.attestation.identity.community.SAFE_UDP_PACKET_LENGTH = 1296

	




	
class latest.ipv8.attestation.identity.community.IdentitySettings

	Bases: latest.ipv8.community.CommunitySettings

Settings for the Identity community.


	
identity_manager: latest.ipv8.attestation.identity.manager.IdentityManager | None [https://docs.python.org/3/library/constants.html#None]

	




	
working_directory: str [https://docs.python.org/3/library/stdtypes.html#str] = '.'

	








	
class latest.ipv8.attestation.identity.community.IdentityCommunity(settings: IdentitySettings)

	Bases: latest.ipv8.community.Community

Community for business logic surrounding identities.

Actual identity information goes through the wallet.


	
community_id

	




	
settings_class

	




	
pad_hash(attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pad an old-style SHA-1 hash into the new 32 byte SHA3-256 space.






	
add_known_hash(attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], name: str [https://docs.python.org/3/library/stdtypes.html#str], public_key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], metadata: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	We know about this hash+peer combination. Thus we can handle sign requests for it.






	
get_attestation_by_hash(attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.types.Metadata | None [https://docs.python.org/3/library/constants.html#None]

	Get the Metadata object for a particular attribute hash, if it exists.






	
should_sign(pseudonym: latest.ipv8.types.PseudonymManager, metadata: latest.ipv8.types.Metadata) → bool [https://docs.python.org/3/library/functions.html#bool]

	Has the user asked us to sign for some metadata and is it still valid?






	
_fit_disclosure(disclosure: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Fit a disclosure (metadata, tokens, attestations and authorities) to a UDP packet.

This comes down to stripping tokens until the serialization fits in a UDP packet, as tokens can be shown
to be missing from a disclosure and will be retrieved on demand






	
_received_disclosure_for_attest(peer: latest.ipv8.peer.Peer, disclosure: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Attempt to insert a disclosure into our database and request more if we are still missing tokens.






	
request_attestation_advertisement(peer: latest.ipv8.peer.Peer, attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], name: str [https://docs.python.org/3/library/stdtypes.html#str], block_type: str [https://docs.python.org/3/library/stdtypes.html#str] = 'id_metadata', metadata: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Request a peer to sign for our attestation advertisement.


	Parameters:

	
	peer – the attestor of our block


	attribute_hash – the hash of the attestation


	name – the name of the attribute (metadata)


	block_type – the type of block (from identity_foromats.py)


	metadata – custom additional metadata













	
self_advertise(attribute_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], name: str [https://docs.python.org/3/library/stdtypes.html#str], block_type: str [https://docs.python.org/3/library/stdtypes.html#str] = 'id_metadata', metadata: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None) → latest.ipv8.types.Credential | None [https://docs.python.org/3/library/constants.html#None]

	Self-sign an attribute.


	Parameters:

	
	attribute_hash – the hash of the attestation


	name – the name of the attribute (metadata)


	block_type – the type of block (from identity_formats.py)


	metadata – custom additional metadata













	
on_disclosure(peer: latest.ipv8.peer.Peer, disclosure: latest.ipv8.attestation.identity.payload.DiclosePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Someone disclosed their attributes to us.
Attempt to insert them into our database and check if we are still missing some.






	
on_attest(peer: latest.ipv8.peer.Peer, payload: latest.ipv8.attestation.identity.payload.AttestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Someone made an attestation for us, try to insert it into our database.






	
on_request_missing(peer: latest.ipv8.peer.Peer, request: latest.ipv8.attestation.identity.payload.RequestMissingPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Someone requested tokens from us. If they are permitted to see them, send them over.

Note that tokens do not have indices publicly, so instead of sending missing tokens one at a time,
we send a range, starting from the lowest index that is missing.






	
on_missing_response(peer: latest.ipv8.peer.Peer, response: latest.ipv8.attestation.identity.payload.MissingResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	We received tokens, attempt to insert them into our database and check if we are still missing some.










	
async latest.ipv8.attestation.identity.community.create_community(private_key: latest.ipv8.keyvault.keys.PrivateKey, ipv8: latest.ipv8.types.IPv8, identity_manager: latest.ipv8.attestation.identity.manager.IdentityManager, endpoint: latest.ipv8.types.Endpoint | None [https://docs.python.org/3/library/constants.html#None] = None, working_directory: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None, anonymize: bool [https://docs.python.org/3/library/functions.html#bool] = True, rendezvous_token: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None) → IdentityCommunity

	Create an anonymized runtime overlay to meet other peers for identity business logic.
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latest.ipv8.attestation.identity.database


Module Contents


Classes



	Credential

	Cache for Metadata <- [Attestation] mappings.



	IdentityDatabase

	Database to store identity layer data.








Functions



	to_list(→ list)

	If no results are found in the database, the cursor will return None.







	
class latest.ipv8.attestation.identity.database.Credential(metadata: latest.ipv8.attestation.identity.metadata.Metadata, attestations: Set[latest.ipv8.attestation.identity.attestation.Attestation])

	Cache for Metadata <- [Attestation] mappings.






	
latest.ipv8.attestation.identity.database.to_list(obj: Any | None [https://docs.python.org/3/library/constants.html#None]) → list [https://docs.python.org/3/library/stdtypes.html#list]

	If no results are found in the database, the cursor will return None.
This function always returns a list.






	
class latest.ipv8.attestation.identity.database.IdentityDatabase(file_path: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: latest.ipv8.database.Database

Database to store identity layer data.

This database stores: meta information of different pseudonyms, both ours and those of others.
This database does not store: commitments and schemes for proving knowledge of data.


	
LATEST_DB_VERSION = 1

	




	
insert_token(public_key: latest.ipv8.types.PublicKey, token: latest.ipv8.attestation.tokentree.token.Token) → None [https://docs.python.org/3/library/constants.html#None]

	Inject a Token belonging to a certain public key into this database.






	
insert_metadata(public_key: latest.ipv8.types.PublicKey, metadata: latest.ipv8.attestation.identity.metadata.Metadata) → None [https://docs.python.org/3/library/constants.html#None]

	Inject Metadata belonging to a certain public key into this database.






	
insert_attestation(public_key: latest.ipv8.types.PublicKey, authority_key: latest.ipv8.types.PublicKey, attestation: latest.ipv8.attestation.identity.attestation.Attestation) → None [https://docs.python.org/3/library/constants.html#None]

	Inject an Attestation made by some authority for a certain public key into this database.






	
get_tokens_for(public_key: latest.ipv8.types.PublicKey) → Set[latest.ipv8.attestation.tokentree.token.Token]

	Get all tokens in the tree of a certain public key.






	
get_metadata_for(public_key: latest.ipv8.types.PublicKey) → Set[latest.ipv8.attestation.identity.metadata.Metadata]

	Get all known metadata for a certain public key.






	
get_attestations_for(public_key: latest.ipv8.types.PublicKey) → Set[latest.ipv8.attestation.identity.attestation.Attestation]

	Get all known attestations (made by others) for a certain public key.






	
get_attestations_by(public_key: latest.ipv8.types.PublicKey) → Set[latest.ipv8.attestation.identity.attestation.Attestation]

	Get all attestations made by a certain public key (for others).

This is the signing authority.






	
get_attestations_over(metadata: latest.ipv8.attestation.identity.metadata.Metadata) → Set[latest.ipv8.attestation.identity.attestation.Attestation]

	Get all known attestations for given metadata.






	
get_authority(attestation: latest.ipv8.attestation.identity.attestation.Attestation) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Retrieve the authority that created a certain attestation.






	
get_credential_over(metadata: latest.ipv8.attestation.identity.metadata.Metadata) → Credential

	Collect all attestations for the given metadata, forming a credential.






	
get_credentials_for(public_key: latest.ipv8.types.PublicKey) → list [https://docs.python.org/3/library/stdtypes.html#list][Credential]

	Get all credentials for a given public key.






	
get_known_identities() → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	List the public keys of all known identity owners.






	
get_schema(version: int [https://docs.python.org/3/library/functions.html#int]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Return the schema for the database.






	
check_database(database_version: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	Check if we need to upgrade.
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latest.ipv8.attestation.identity.manager


Module Contents


Classes



	PseudonymManager

	Object to manage interactions with our own pseudonym or one belonging to someone else.



	IdentityManager

	Manager of our own pseudonyms and those of others.







	
class latest.ipv8.attestation.identity.manager.PseudonymManager(database: latest.ipv8.attestation.identity.database.IdentityDatabase, public_key: latest.ipv8.types.PublicKey | None [https://docs.python.org/3/library/constants.html#None] = None, private_key: latest.ipv8.keyvault.keys.PrivateKey | None [https://docs.python.org/3/library/constants.html#None] = None)

	Object to manage interactions with our own pseudonym or one belonging to someone else.

Never create one yourself, use IdentityManager.get_pseudonym() instead!


	
property public_key: latest.ipv8.types.PublicKey

	Get our associated public key.






	
add_credential(token: latest.ipv8.types.Token, metadata: latest.ipv8.attestation.identity.metadata.Metadata, attestations: Set[tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.PublicKey, latest.ipv8.attestation.identity.attestation.Attestation]] | None [https://docs.python.org/3/library/constants.html#None] = None) → latest.ipv8.attestation.identity.database.Credential | None [https://docs.python.org/3/library/constants.html#None]

	Add a credential to this pseudonym.


	Returns:

	the added credential on success, otherwise None










	
add_attestation(public_key: latest.ipv8.types.PublicKey, attestation: latest.ipv8.attestation.identity.attestation.Attestation) → bool [https://docs.python.org/3/library/functions.html#bool]

	Add an attestation to this pseudonym.


	Returns:

	True on success, otherwise False










	
add_metadata(metadata: latest.ipv8.attestation.identity.metadata.Metadata) → bool [https://docs.python.org/3/library/functions.html#bool]

	Add a metadata entry to this pseudonym.


	Returns:

	True on success, otherwise False










	
create_attestation(metadata: latest.ipv8.attestation.identity.metadata.Metadata, private_key: latest.ipv8.keyvault.keys.PrivateKey) → latest.ipv8.attestation.identity.attestation.Attestation

	Create an attestation for a a metadata entry of this pseudonym.

Attesting to your own attributes is allowed (but probably not of any added value).






	
create_credential(attestation_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], metadata_json: dict [https://docs.python.org/3/library/stdtypes.html#dict], after: latest.ipv8.attestation.identity.metadata.Metadata | None [https://docs.python.org/3/library/constants.html#None] = None) → latest.ipv8.attestation.identity.database.Credential | None [https://docs.python.org/3/library/constants.html#None]

	Create a credential and add it to this pseudonym.






	
get_credential(metadata: latest.ipv8.attestation.identity.metadata.Metadata) → latest.ipv8.attestation.identity.database.Credential

	Return the credential belonging to given metadata.






	
get_credentials() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.identity.database.Credential]

	Get all credentials belonging to this pseudonym.






	
disclose_credentials(credentials: Iterable[latest.ipv8.attestation.identity.database.Credential], attestation_selector: Set[bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Create a public disclosure for the given credentials and only include attestations from the given serialized
public keys.

This method automatically minimizes the amount of shared tokens and metadata.

Another instance would receive and load these in using the IdentityManager’s substantiate() method.


	Returns:

	the serialized metadata, tokens, attestations and authorities.










	
create_disclosure(metadata: Set[latest.ipv8.attestation.identity.metadata.Metadata], attestation_selector: Set[bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Create a public disclosure for the given set of metadata and only include attestations from the given serialized
public keys.

This method automatically minimizes the amount of shared tokens and metadata.

Another instance would receive and load these in using the IdentityManager’s substantiate() method.


	Returns:

	the serialized metadata, tokens, attestations and authorities.














	
class latest.ipv8.attestation.identity.manager.IdentityManager(database_path: str [https://docs.python.org/3/library/stdtypes.html#str] = ':memory:')

	Manager of our own pseudonyms and those of others.


	
get_pseudonym(key: latest.ipv8.types.PublicKey | latest.ipv8.keyvault.keys.PrivateKey) → PseudonymManager

	Get the pseudonym belonging to a given public or private key.






	
substantiate(public_key: latest.ipv8.types.PublicKey, serialized_metadata: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], serialized_tokens: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], serialized_attestations: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], serialized_authorities: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bool [https://docs.python.org/3/library/functions.html#bool], PseudonymManager]

	Load the serialized form of a pseudonym for a given public key.


	Returns:

	whether this pseudonym is valid, the newly loaded pseudonym itself
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latest.ipv8.attestation.identity.metadata


Module Contents


Classes



	Metadata

	A JSON dictionary and a pointer to a Token.







	
class latest.ipv8.attestation.identity.metadata.Metadata(token_pointer: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], serialized_json_dict: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], private_key: latest.ipv8.types.PrivateKey | None [https://docs.python.org/3/library/constants.html#None] = None, signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.attestation.signed_object.AbstractSignedObject

A JSON dictionary and a pointer to a Token.

Metadata does not and should not contain an index.
Metadata does not and should not contain a reference to the public key (but is signed by one).


	
get_plaintext() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialized Metadata consists of a token pointer and serialized JSON.






	
classmethod unserialize(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], public_key: latest.ipv8.keyvault.keys.PublicKey, offset: int [https://docs.python.org/3/library/functions.html#int] = 0) → Metadata

	Unserialize metadata from the given bytes.






	
classmethod create(token: latest.ipv8.types.Token, json_dict: dict [https://docs.python.org/3/library/stdtypes.html#dict], private_key: latest.ipv8.types.PrivateKey) → Metadata

	Create new metadata for a token from a JSON dict, signed using our key.






	
to_database_tuple() → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Get a representation of this Metadata as three byte strings (token hash, signature and json dictionary).


	Returns:

	the three byte strings for database insertion.










	
classmethod from_database_tuple(token_pointer: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], serialized_json_dict: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → Metadata

	Create a Token from a three-byte-string representation (token hash, signature and json dictionary).


	Parameters:

	
	token_pointer – the hash of the Token.


	signature – the signature over the plaintext Metadata.


	serialized_json_dict – the serialized json dictionary of this Metadata.













	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Convert this Metadata to human-readable format.
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latest.ipv8.attestation.identity.payload


Module Contents


Classes



	DiclosePayload

	A payload used for disclosure of identity meta information.



	AttestPayload

	A payload used for attestation.



	RequestMissingPayload

	A payload used to request missing identity meta information.



	MissingResponsePayload

	A payload to respond with missing identity meta information.







	
class latest.ipv8.attestation.identity.payload.DiclosePayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

A payload used for disclosure of identity meta information.


	
msg_id = 1

	




	
format_list = ['varlenH', 'varlenH', 'varlenH', 'varlenH']

	




	
names = ['metadata', 'tokens', 'attestations', 'authorities']

	




	
metadata: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
tokens: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
attestations: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
authorities: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.attestation.identity.payload.AttestPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

A payload used for attestation.


	
msg_id = 2

	




	
format_list = ['varlenH']

	




	
names = ['attestation']

	




	
attestation: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.attestation.identity.payload.RequestMissingPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

A payload used to request missing identity meta information.


	
msg_id = 3

	




	
format_list = ['I']

	




	
names = ['known']

	




	
known: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.attestation.identity.payload.MissingResponsePayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

A payload to respond with missing identity meta information.


	
msg_id = 4

	




	
format_list = ['raw']

	




	
names = ['tokens']

	




	
tokens: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]
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latest.ipv8.attestation.identity_formats


Module Contents


Classes



	Attestation

	An attestation for a public key of a value.



	IdentityAlgorithm

	Interface for IPv8-compatible identity/credential algorithms.







	
class latest.ipv8.attestation.identity_formats.Attestation

	An attestation for a public key of a value.

!!! Requires implementation of a .id_format field.


	
id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None]

	




	
PK: Any

	




	
abstract serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize this Attestation to a string.


	Returns:

	the serialized form of this attestation



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
abstract serialize_private(PK: Any) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize this Attestation to a string, include shared secrets (not to be published!).


	Parameters:

	PK – the public key to encode for



	Returns:

	the serialized form of this attestation



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
abstract classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → typing_extensions.Self

	Given a string, create an Attestation object.


	Parameters:

	
	s (str [https://docs.python.org/3/library/stdtypes.html#str]) – the string to unserialize


	id_format (str [https://docs.python.org/3/library/stdtypes.html#str]) – the identity format






	Returns:

	the attestation object



	Return type:

	Attestation










	
abstract classmethod unserialize_private(SK: Any, s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → typing_extensions.Self

	Given a string, create an Attestation object.
The input contains shared secrets not to be published.


	Parameters:

	
	SK – the secret key to decode with


	s (str [https://docs.python.org/3/library/stdtypes.html#str]) – the string to unserialize


	id_format (str [https://docs.python.org/3/library/stdtypes.html#str]) – the identity format






	Returns:

	the attestation object



	Return type:

	Attestation










	
get_hash() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	The hash over the public part of this Attestation.










	
class latest.ipv8.attestation.identity_formats.IdentityAlgorithm(id_format: str [https://docs.python.org/3/library/stdtypes.html#str], formats: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], Any]])

	Bases: Generic[AT]

Interface for IPv8-compatible identity/credential algorithms.


	
abstract generate_secret_key() → Any

	Generate a secret key.


	Returns:

	the secret key










	
abstract load_secret_key(serialized: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → Any

	Unserialize a secret key from the key material.


	Parameters:

	serialized – the string of the private key



	Returns:

	the private key










	
abstract load_public_key(serialized: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → Any

	Unserialize a public key from the key material.


	Parameters:

	serialized – the string of the public key



	Returns:

	the public key










	
abstract get_attestation_class() → type [https://docs.python.org/3/library/functions.html#type][AT]

	Return the Attestation (sub)class for serialization.


	Returns:

	the Attestation object



	Return type:

	Attestation










	
abstract attest(PK: Any, value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Attest to a value for a certain public key.


	Parameters:

	
	PK – the public key of the party we are attesting for


	value (str [https://docs.python.org/3/library/stdtypes.html#str]) – the value we are attesting to






	Returns:

	the attestation string



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
abstract certainty(value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], aggregate: dict [https://docs.python.org/3/library/stdtypes.html#dict]) → float [https://docs.python.org/3/library/functions.html#float]

	The current certainty of the aggregate object representing a certain value.


	Parameters:

	
	value (str [https://docs.python.org/3/library/stdtypes.html#str]) – the value to match to


	aggregate – the aggregate object






	Returns:

	the matching factor [0.0-1.0]



	Return type:

	float [https://docs.python.org/3/library/functions.html#float]










	
abstract create_challenges(PK: Any, attestation: AT) → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Create challenges for a certain counterparty.


	Parameters:

	
	PK (BonehPublicKey) – the public key of the party we are challenging


	attestation (Attestation) – the attestation information






	Returns:

	the challenges to send



	Return type:

	[str [https://docs.python.org/3/library/stdtypes.html#str]]










	
abstract create_challenge_response(SK: Any, attestation: AT, challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create an honest response to a challenge of our value.


	Parameters:

	
	SK – our secret key


	attestation (Attestation) – the attestation information


	challenge – the challenge to respond to






	Returns:

	the response to a challenge



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
abstract create_certainty_aggregate(attestation: AT | None [https://docs.python.org/3/library/constants.html#None]) → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Create an empty aggregate object, for matching to values.


	Parameters:

	attestation (Attestation) – the attestation information



	Returns:

	the aggregate object










	
abstract create_honesty_challenge(PK: Any, value: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Use a known value to check for honesty.


	Parameters:

	
	PK – the public key of the party we are challenging


	value (str [https://docs.python.org/3/library/stdtypes.html#str]) – the value to use






	Returns:

	the challenge to send



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
abstract process_honesty_challenge(value: int [https://docs.python.org/3/library/functions.html#int], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Given a response, check if it matches the expected value.


	Parameters:

	
	value – the expected value


	response (str [https://docs.python.org/3/library/stdtypes.html#str]) – the returned response






	Returns:

	if the value matches the response



	Return type:

	bool [https://docs.python.org/3/library/functions.html#bool]










	
abstract process_challenge_response(aggregate: dict [https://docs.python.org/3/library/stdtypes.html#dict], challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Given a response, update the current aggregate.


	Parameters:

	
	aggregate – the aggregate object


	challenge (str [https://docs.python.org/3/library/stdtypes.html#str]) – the sent challenge


	response (str [https://docs.python.org/3/library/stdtypes.html#str]) – the response to introduce






	Returns:

	the new aggregate










	
abstract import_blob(blob: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], latest.ipv8.attestation.wallet.database.SecretKeyProtocol]

	Directly import a raw serialized form.
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latest.ipv8.attestation.schema


Submodules



	latest.ipv8.attestation.schema.manager
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latest.ipv8.attestation.schema.manager


Module Contents


Classes



	SchemaManager

	Manager for schemas: specifications of attribute disclosure algorithm parameterization.







	
class latest.ipv8.attestation.schema.manager.SchemaManager

	Manager for schemas: specifications of attribute disclosure algorithm parameterization.


	
get_algorithm_class(algorithm_name: str [https://docs.python.org/3/library/stdtypes.html#str]) → type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.IdentityAlgorithm]

	Get the implementation belonging to a certain algorithm name.

These are bound to either:



	bonehexact: for exact value matches using “Evaluating 2-DNF Formulas on Ciphertexts” by Boneh et al.


	pengbaorange: for range proofs using “An efficient range proof scheme.” by K. Peng and F. Bao.


	irmaexact: for exact value matches using the IRMA protocol.








	Parameters:

	algorithm_name – the name of the algorithm.










	
register_schema(schema_name: str [https://docs.python.org/3/library/stdtypes.html#str], algorithm_name: str [https://docs.python.org/3/library/stdtypes.html#str], parameters: dict [https://docs.python.org/3/library/stdtypes.html#dict]) → None [https://docs.python.org/3/library/constants.html#None]

	Register a schema specification.
Each schema is defined by an algorithm and its parameterization.


	Parameters:

	
	schema_name – the new schema name to claim.


	algorithm_name – the algorithm to use (see get_algorithm_class()).


	parameters – the dictionary specifying the parameters for the algorithm.













	
register_default_schemas() → None [https://docs.python.org/3/library/constants.html#None]

	Register all default formats to this SchemaManager.

You will load:



	id_metadata: 1024 bit space “exact” value match


	id_metadata_big: 4096 bit space “exact” value match


	id_metadata_huge: 9216 bit space “exact” value match


	id_metadata_range_18plus: NIZKP over a commitment, showing it lies within [0, 18]


	id_irma_nijmegen_address_1568208470: IRMA address data match, valid until 11 Sept 2019 13:27:50 GMT


	id_irma_nijmegen_personalData_1568208470: IRMA personal data match, valid until 11 Sept 2019 13:27:50 GMT


	id_irma_nijmegen_ageLimits_1568208470: IRMA age data match, valid until 11 Sept 2019 13:27:50 GMT


	id_irma_nijmegen_bsn_1568208470: IRMA bsn data match, valid until 11 Sept 2019 13:27:50 GMT












	
get_algorithm_instance(schema_name: str [https://docs.python.org/3/library/stdtypes.html#str]) → latest.ipv8.types.IdentityAlgorithm

	Get an algorithm instance from a schema name.


	Parameters:

	schema_name – the schema to instantiate the algorithm from.
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latest.ipv8.attestation.signed_object


Module Contents


Classes



	AbstractSignedObject

	To reach immutability different objects will have to be signed to reach non-repudiation.








Attributes



	T

	







	
latest.ipv8.attestation.signed_object.T

	




	
class latest.ipv8.attestation.signed_object.AbstractSignedObject(private_key: latest.ipv8.types.PrivateKey | None [https://docs.python.org/3/library/constants.html#None] = None, signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None)

	To reach immutability different objects will have to be signed to reach non-repudiation.
Examples are Tokens, Metadata and Attestation objects.

This class handles many of the commonly required interactions for this type of signed data.


	
get_hash() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Return the hash of this object itself.






	
verify(public_key: latest.ipv8.types.PublicKey) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify if a public key belongs to this object.


	Returns:

	whether the given public key has signed for this object.










	
_sign(private_key: latest.ipv8.types.PrivateKey | None [https://docs.python.org/3/library/constants.html#None] = None, signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Add a signature to this data.
Supply either your private key for signing or pass an existing signature.


	Parameters:

	
	private_key – the private key to sign with.


	signature – the signature to adapt.













	
abstract get_plaintext() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Retrieve the content that needs to be signed, in serialized form (bytes).






	
get_plaintext_signed() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Concatenate the signature to the plaintext.






	
abstract classmethod unserialize(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], public_key: latest.ipv8.types.PublicKey, offset: int [https://docs.python.org/3/library/functions.html#int] = 0) → T

	Read this signed object from its serialized form.






	
__hash__() → int [https://docs.python.org/3/library/functions.html#int]

	The hash of this signed object.






	
__eq__(other: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Signed objects are equal if their signed plaintext is equal.






	
__ne__(other: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Signed objects are not equal if their signed plaintext is not equal.
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latest.ipv8.attestation.tokentree


Submodules



	latest.ipv8.attestation.tokentree.token

	latest.ipv8.attestation.tokentree.tree
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latest.ipv8.attestation.tokentree.token


Module Contents


Classes



	Token

	A double pointer, pointing to a previous token and content.







	
class latest.ipv8.attestation.tokentree.token.Token(previous_token_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], content: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, content_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, private_key: latest.ipv8.types.PrivateKey | None [https://docs.python.org/3/library/constants.html#None] = None, signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.attestation.signed_object.AbstractSignedObject

A double pointer, pointing to a previous token and content.
The contents belonging to the content pointer can be added to a Token object.

Tokens do not and should not contain an index (but occupy one in a chain).
Tokens do not and should not contain a reference to the public key (but are signed by one).


	
get_plaintext() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Return the double pointer of this Token in plain text format, being the concatenation of two hashes.






	
classmethod unserialize(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], public_key: latest.ipv8.keyvault.keys.PublicKey, offset: int [https://docs.python.org/3/library/functions.html#int] = 0) → Token

	Unserialize a token from the given binary data.






	
receive_content(content: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Attempt to receive some content, only add it if its hash matches what we expect.


	Parameters:

	content – the content potentially belonging to the hash pointed to by this Token.



	Returns:

	whether we accepted the content.










	
classmethod create(previous_token: Token, content: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], private_key: latest.ipv8.types.PrivateKey) → Token

	Create an sign a token that exists in a token tree.






	
to_database_tuple() → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None]]

	Get a representation of this Token as four byte strings (previous hash, signature, content hash and content).


	Returns:

	the four byte strings for database insertion.










	
classmethod from_database_tuple(previous_token_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], content_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], content: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None]) → Token

	Create a Token from a four-byte-string representation (previous hash, signature, content hash and content).


	Parameters:

	
	previous_token_hash – the hash of the preceding Token.


	signature – the signature over the plaintext Token.


	content_hash – the content hash of this Token.


	content – optionally the content belonging to this Token.













	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Represent this token as a human-readable string.
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latest.ipv8.attestation.tokentree.tree


Module Contents


Classes



	TokenTree

	Raw datatype for chains of double pointers (Tokens).







	
class latest.ipv8.attestation.tokentree.tree.TokenTree(public_key: latest.ipv8.types.PublicKey | None [https://docs.python.org/3/library/constants.html#None] = None, private_key: latest.ipv8.types.PrivateKey | None [https://docs.python.org/3/library/constants.html#None] = None)

	Raw datatype for chains of double pointers (Tokens).

It takes the following form:


SHA3-256(PUBLIC KEY) <- TOKEN <- TOKEN <- …




Each token also has a SHA3-256 pointer to external content.

Note that the public key has to be known to fulfil the genesis pointer to the SHA3-256 hash (the public key is not
stored in the Tokens themselves).


	
add(content: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], after: latest.ipv8.attestation.tokentree.token.Token | None [https://docs.python.org/3/library/constants.html#None] = None) → latest.ipv8.attestation.tokentree.token.Token

	Tokenize new content and add it to this chain.


	Parameters:

	
	content – the content to tokenize and add to this chain.


	after – the token to succeed.






	Returns:

	the newly added Token.










	
add_by_hash(content_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], after: latest.ipv8.attestation.tokentree.token.Token | None [https://docs.python.org/3/library/constants.html#None] = None) → latest.ipv8.attestation.tokentree.token.Token

	Add the promise of tokenized content to this chain.


	Parameters:

	
	content_hash – the hash of the content to add to this chain.


	after – the token to succeed.






	Returns:

	the newly added Token.










	
gather_token(token: latest.ipv8.attestation.tokentree.token.Token) → latest.ipv8.attestation.tokentree.token.Token | None [https://docs.python.org/3/library/constants.html#None]

	Attempt to add received data to this chain.
Data may be pending missing Tokens before being added to the chain structure.


	Parameters:

	token – the token to attempt to add.



	Returns:

	the newly added token or None if the operation was not successful.










	
get_missing() → Set[bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Gather all the preceding hashes that have been specified but not collected.


	Returns:

	the set of missing hashes.










	
verify(token: latest.ipv8.attestation.tokentree.token.Token, maxdepth: int [https://docs.python.org/3/library/functions.html#int] = 1000) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify the chain integrity: all preceding tokens are correctly signed and stored.

Should only be done when loading from database or direct writing (don’t do that) by programmers.


	Parameters:

	
	token – the token to start checking from.


	maxdepth – the maximum amount of steps to verify (after which this returns False).






	Returns:

	whether all preceding tokens were correct and signed.










	
get_root_path(token: latest.ipv8.attestation.tokentree.token.Token, maxdepth: int [https://docs.python.org/3/library/functions.html#int] = 1000) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.tokentree.token.Token]

	Calculate the path back to the root, including this token.


	Parameters:

	
	token – the token to start checking from.


	maxdepth – the maximum amount of steps (after which this returns an empty list).






	Returns:

	the length of the path back to the root or an empty list if it doesn’t exist.










	
serialize_public(up_to: latest.ipv8.attestation.tokentree.token.Token | None [https://docs.python.org/3/library/constants.html#None] = None) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize all the signed double pointers of this chain.


	Parameters:

	up_to – the token to work back from to the root of the tree.










	
unserialize_public(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Given a serialized tree format, unserialize with the tree’s public key.


	Parameters:

	s – the serialized tree data.



	Returns:

	if all information was correctly unserialized.










	
_append(token: latest.ipv8.attestation.tokentree.token.Token) → latest.ipv8.attestation.tokentree.token.Token

	Append a token to this tree. Never call this directly: use add() instead!


	Parameters:

	token – the token to append to the chain.



	Returns:

	the appended token.










	
_append_chain_reaction_token(token: latest.ipv8.attestation.tokentree.token.Token) → None [https://docs.python.org/3/library/constants.html#None]

	Append the given token and wake up any tokens stored in unchained that pointed to it.


	Parameters:

	token – the token to append to the chain.
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Subpackages
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	latest.ipv8.attestation.wallet.irmaexact.enroll_script

	latest.ipv8.attestation.wallet.irmaexact.keydump

	latest.ipv8.attestation.wallet.irmaexact.wrappers





	latest.ipv8.attestation.wallet.pengbaorange
	latest.ipv8.attestation.wallet.pengbaorange.algorithm

	latest.ipv8.attestation.wallet.pengbaorange.attestation

	latest.ipv8.attestation.wallet.pengbaorange.boudot

	latest.ipv8.attestation.wallet.pengbaorange.structs





	latest.ipv8.attestation.wallet.primitives
	latest.ipv8.attestation.wallet.primitives.attestation
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	latest.ipv8.attestation.wallet.payload









            

          

      

      

    

  

  
    
    

    latest.ipv8.attestation.wallet.bonehexact
    

    

    
 
  

    
      
          
            
  
latest.ipv8.attestation.wallet.bonehexact


Submodules



	latest.ipv8.attestation.wallet.bonehexact.algorithm

	latest.ipv8.attestation.wallet.bonehexact.attestation
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latest.ipv8.attestation.wallet.bonehexact.algorithm


Module Contents


Classes



	BonehAttestation

	An attestation for a public key of a value consisting of multiple bitpairs.



	BonehExactAlgorithm

	IPv8 wrapper around ZKP using Boneh partially-homom. crypto scheme.







	
class latest.ipv8.attestation.wallet.bonehexact.algorithm.BonehAttestation(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, bitpairs: list [https://docs.python.org/3/library/stdtypes.html#list][BitPairAttestation], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.attestation.identity_formats.Attestation

An attestation for a public key of a value consisting of multiple bitpairs.


	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize this attestation to bytes.






	
serialize_private(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize the private part of this attestation.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → typing_extensions.Self

	Unserialize the public format of this attestation.






	
classmethod unserialize_private(sk: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → typing_extensions.Self

	Unserialize the private format of this attestation.










	
class latest.ipv8.attestation.wallet.bonehexact.algorithm.BonehExactAlgorithm(id_format: str [https://docs.python.org/3/library/stdtypes.html#str], formats: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], Any]])

	Bases: latest.ipv8.attestation.identity_formats.IdentityAlgorithm

IPv8 wrapper around ZKP using Boneh partially-homom. crypto scheme.


	
generate_secret_key() → latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey

	Generate a secret key.


	Returns:

	the secret key










	
load_secret_key(serialized: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey | None [https://docs.python.org/3/library/constants.html#None]

	Unserialize a secret key from the key material.


	Parameters:

	serialized – the string of the private key



	Returns:

	the private key










	
load_public_key(serialized: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey | None [https://docs.python.org/3/library/constants.html#None]

	Unserialize a public key from the key material.


	Parameters:

	serialized – the string of the public key



	Returns:

	the public key










	
get_attestation_class() → type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.attestation.wallet.bonehexact.structs.BonehAttestation]

	Return the Attestation (sub)class for serialization.


	Returns:

	the Attestation object



	Return type:

	BonehAttestation










	
attest(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Attest to a value for a certain public key.


	Parameters:

	
	PK (BonehPublicKey) – the public key of the party we are attesting for


	value (str [https://docs.python.org/3/library/stdtypes.html#str]) – the value we are attesting to






	Returns:

	the attestation string



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
certainty(value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], aggregate: dict [https://docs.python.org/3/library/stdtypes.html#dict]) → float [https://docs.python.org/3/library/functions.html#float]

	The current certainty of the aggregate object representing a certain value.


	Parameters:

	
	value (str [https://docs.python.org/3/library/stdtypes.html#str]) – the value to match to


	aggregate (dict [https://docs.python.org/3/library/stdtypes.html#dict]) – the aggregate object






	Returns:

	the matching factor [0.0-1.0]



	Return type:

	float [https://docs.python.org/3/library/functions.html#float]










	
create_challenges(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, attestation: latest.ipv8.attestation.wallet.bonehexact.structs.BonehAttestation) → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Create challenges for a certain counterparty.


	Parameters:

	
	PK (BonehPublicKey) – the public key of the party we are challenging


	attestation (BonehAttestation) – the attestation information






	Returns:

	the challenges to send



	Return type:

	[str [https://docs.python.org/3/library/stdtypes.html#str]]










	
create_challenge_response(SK: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, attestation: latest.ipv8.attestation.wallet.bonehexact.structs.BonehAttestation, challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create an honest response to a challenge of our value.


	Parameters:

	
	SK (BonehPrivateKey) – our secret key


	attestation (Attestation) – the attestation information


	challenge – the challenge to respond to






	Returns:

	the response to a challenge



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
create_certainty_aggregate(attestation: latest.ipv8.attestation.wallet.bonehexact.structs.BonehAttestation | None [https://docs.python.org/3/library/constants.html#None]) → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Create an empty aggregate object, for matching to values.


	Parameters:

	attestation (Attestation) – the attestation information



	Returns:

	the aggregate object



	Return type:

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
create_honesty_challenge(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Use a known value to check for honesty.


	Parameters:

	
	PK (BonehPublicKey) – the public key of the party we are challenging


	value (str [https://docs.python.org/3/library/stdtypes.html#str]) – the value to use






	Returns:

	the challenge to send



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
process_honesty_challenge(value: int [https://docs.python.org/3/library/functions.html#int], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Given a response, check if it matches the expected value.


	Parameters:

	
	value (int [https://docs.python.org/3/library/functions.html#int]) – the expected value


	response (str [https://docs.python.org/3/library/stdtypes.html#str]) – the returned response






	Returns:

	if the value matches the response



	Return type:

	bool [https://docs.python.org/3/library/functions.html#bool]










	
process_challenge_response(aggregate: dict [https://docs.python.org/3/library/stdtypes.html#dict], challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Given a response, update the current aggregate.


	Parameters:

	
	aggregate (dict [https://docs.python.org/3/library/stdtypes.html#dict]) – the aggregate object


	challenge (str [https://docs.python.org/3/library/stdtypes.html#str]) – the sent challenge


	response (str [https://docs.python.org/3/library/stdtypes.html#str]) – the response to introduce






	Returns:

	the new aggregate



	Return type:

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
abstract import_blob(blob: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], latest.ipv8.attestation.wallet.database.SecretKeyProtocol]

	Not supported.
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latest.ipv8.attestation.wallet.bonehexact.attestation


Module Contents


Functions



	generate_modular_additive_inverse(→ list[int])

	Generate a group of size n which is its own modular additive inverse modulo p + 1.



	attest(...)

	Create an attestation for a public key's value lying within a certain bitspace.



	attest_sha512(...)

	Create an attestation for a value using a SHA512 hash.



	binary_relativity_sha512(→ dict[int, int])

	Create the inter-bitpair relativity map of a value using the SHA512 hash.



	attest_sha256(...)

	Create an attestation for a value using a SHA256 hash.



	binary_relativity_sha256(→ dict[int, int])

	Create the inter-bitpair relativity map of a value using the SHA256 hash.



	attest_sha256_4(...)

	Create an attestation for a value using a SHA256 4 byte hash.



	binary_relativity_sha256_4(→ dict[int, int])

	Create the inter-bitpair relativity map of a value using the SHA256 4 byte hash.



	create_empty_relativity_map(→ dict[int, int])

	Construct a map of possible challenge responses.



	binary_relativity(→ dict[int, int])

	Create the inter-bitpair relativity map of a value.



	binary_relativity_match(→ float)

	Get the matching percentage between relativity maps.



	binary_relativity_certainty(→ float)

	Give the chance of a current relativity map being the expected one.



	create_challenge(...)

	Create a challenge for a bitpair attestation of a certain public key.



	create_honesty_check(...)

	Create a honesty check challenge.



	create_challenge_response_from_pair(→ int)

	Respond to a bitpair challenge.



	create_challenge_response(→ int)

	Respond to a bitpair challenge.



	process_challenge_response(→ None)

	Process a challenge response in a relativity map.








Attributes



	multithread_update_lock

	







	
latest.ipv8.attestation.wallet.bonehexact.attestation.multithread_update_lock

	




	
latest.ipv8.attestation.wallet.bonehexact.attestation.generate_modular_additive_inverse(p: int [https://docs.python.org/3/library/functions.html#int], n: int [https://docs.python.org/3/library/functions.html#int]) → list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	Generate a group of size n which is its own modular additive inverse modulo p + 1.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.attest(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: int [https://docs.python.org/3/library/functions.html#int], bitspace: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.bonehexact.structs.BonehAttestation

	Create an attestation for a public key’s value lying within a certain bitspace.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.attest_sha512(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.attestation.wallet.bonehexact.structs.BonehAttestation

	Create an attestation for a value using a SHA512 hash.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.binary_relativity_sha512(value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Create the inter-bitpair relativity map of a value using the SHA512 hash.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.attest_sha256(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.attestation.wallet.bonehexact.structs.BonehAttestation

	Create an attestation for a value using a SHA256 hash.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.binary_relativity_sha256(value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Create the inter-bitpair relativity map of a value using the SHA256 hash.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.attest_sha256_4(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.attestation.wallet.bonehexact.structs.BonehAttestation

	Create an attestation for a value using a SHA256 4 byte hash.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.binary_relativity_sha256_4(value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Create the inter-bitpair relativity map of a value using the SHA256 4 byte hash.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.create_empty_relativity_map() → dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Construct a map of possible challenge responses.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.binary_relativity(value: int [https://docs.python.org/3/library/functions.html#int], bitspace: int [https://docs.python.org/3/library/functions.html#int]) → dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Create the inter-bitpair relativity map of a value.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.binary_relativity_match(expected: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]], value: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]) → float [https://docs.python.org/3/library/functions.html#float]

	Get the matching percentage between relativity maps.
Mismatches result in 0.0.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.binary_relativity_certainty(expected: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]], value: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]) → float [https://docs.python.org/3/library/functions.html#float]

	Give the chance of a current relativity map being the expected one.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.create_challenge(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, bitpair: latest.ipv8.attestation.wallet.bonehexact.structs.BitPairAttestation) → latest.ipv8.attestation.wallet.primitives.value.FP2Value

	Create a challenge for a bitpair attestation of a certain public key.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.create_honesty_check(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.primitives.value.FP2Value

	Create a honesty check challenge.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.create_challenge_response_from_pair(SK: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, pair: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]] | tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → int [https://docs.python.org/3/library/functions.html#int]

	Respond to a bitpair challenge.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.create_challenge_response(SK: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, challenge: latest.ipv8.attestation.wallet.primitives.value.FP2Value) → int [https://docs.python.org/3/library/functions.html#int]

	Respond to a bitpair challenge.






	
latest.ipv8.attestation.wallet.bonehexact.attestation.process_challenge_response(relativity_map: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]], response: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Process a challenge response in a relativity map.
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latest.ipv8.attestation.wallet.bonehexact.structs


Module Contents


Classes



	BitPairAttestation

	An attestation of a single bitpair of a larger Attestation.



	BonehAttestation

	An attestation for a public key of a value consisting of multiple bitpairs.







	
class latest.ipv8.attestation.wallet.bonehexact.structs.BitPairAttestation(a: latest.ipv8.attestation.wallet.primitives.value.FP2Value, b: latest.ipv8.attestation.wallet.primitives.value.FP2Value, complement: latest.ipv8.attestation.wallet.primitives.value.FP2Value)

	An attestation of a single bitpair of a larger Attestation.


	
compress() → latest.ipv8.attestation.wallet.primitives.value.FP2Value

	Compress this attestation.






	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert the attestation to bytes.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], p: int [https://docs.python.org/3/library/functions.html#int]) → typing_extensions.Self

	Unserialize using a pre-known modulus p.










	
class latest.ipv8.attestation.wallet.bonehexact.structs.BonehAttestation(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, bitpairs: list [https://docs.python.org/3/library/stdtypes.html#list][BitPairAttestation], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.attestation.identity_formats.Attestation

An attestation for a public key of a value consisting of multiple bitpairs.


	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize this attestation to bytes.






	
serialize_private(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize the private part of this attestation.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → typing_extensions.Self

	Unserialize the public format of this attestation.






	
classmethod unserialize_private(sk: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → typing_extensions.Self

	Unserialize the private format of this attestation.
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latest.ipv8.attestation.wallet.caches


Module Contents


Classes



	HashCache

	Cache tied to a hash.



	PeerCache

	Cache tied to a peer (mid).



	ReceiveAttestationVerifyCache

	Pending attestation transfer, after request for attestation verification.



	ReceiveAttestationRequestCache

	Pending attestation transfer, after request for a new attestation.



	ProvingAttestationCache

	Pending attestation verification, stores expected relmap, hashed challenges and completion callback.



	PendingChallengeCache

	Single pending challenge for a ProvingAttestationCache.







	
class latest.ipv8.attestation.wallet.caches.HashCache(request_cache: latest.ipv8.requestcache.RequestCache, prefix: str [https://docs.python.org/3/library/stdtypes.html#str], cache_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: latest.ipv8.requestcache.NumberCache

Cache tied to a hash.


	
classmethod id_from_hash(prefix: str [https://docs.python.org/3/library/stdtypes.html#str], cache_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int]]

	Get a cache prefix and identifier from a hash.










	
class latest.ipv8.attestation.wallet.caches.PeerCache(request_cache: latest.ipv8.requestcache.RequestCache, prefix: str [https://docs.python.org/3/library/stdtypes.html#str], mid: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: latest.ipv8.requestcache.NumberCache

Cache tied to a peer (mid).


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	The default timeout is two minutes.






	
classmethod id_from_address(prefix: str [https://docs.python.org/3/library/stdtypes.html#str], mid: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int]]

	Get a cache prefix and identifier from an mid.










	
class latest.ipv8.attestation.wallet.caches.ReceiveAttestationVerifyCache(community: latest.ipv8.types.AttestationCommunity, cache_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: HashCache

Pending attestation transfer, after request for attestation verification.


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	The default timeout is two minutes.






	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Too bad, nothing gained and nothing lost: log and drop the cache.










	
class latest.ipv8.attestation.wallet.caches.ReceiveAttestationRequestCache(community: latest.ipv8.types.AttestationCommunity, mid: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], key: Any, name: str [https://docs.python.org/3/library/stdtypes.html#str], id_format: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: PeerCache

Pending attestation transfer, after request for a new attestation.
Stores one-time key for this attribute attestation.


	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Too bad, nothing gained and nothing lost: log and drop the cache.










	
class latest.ipv8.attestation.wallet.caches.ProvingAttestationCache(community: latest.ipv8.types.AttestationCommunity, cache_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str], public_key: Any | None [https://docs.python.org/3/library/constants.html#None] = None, on_complete: Callable[[bytes [https://docs.python.org/3/library/stdtypes.html#bytes], dict [https://docs.python.org/3/library/stdtypes.html#dict]], None [https://docs.python.org/3/library/constants.html#None]] = lambda x, y: ...)

	Bases: HashCache

Pending attestation verification, stores expected relmap, hashed challenges and completion callback.


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	The default timeout is two minutes.






	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Too bad, nothing gained and nothing lost: log and drop the cache.










	
class latest.ipv8.attestation.wallet.caches.PendingChallengeCache(community: latest.ipv8.types.AttestationCommunity, cache_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], proving_cache: ProvingAttestationCache, id_format: str [https://docs.python.org/3/library/stdtypes.html#str], honesty_check: int [https://docs.python.org/3/library/functions.html#int] = -1)

	Bases: HashCache

Single pending challenge for a ProvingAttestationCache.


	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Too bad, nothing gained and nothing lost: log and drop the cache.
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latest.ipv8.attestation.wallet.community


Module Contents


Classes



	AttestationSettings

	Settings for the Attestation community.



	AttestationCommunity

	Community for sharing Attestations.








Functions



	synchronized(→ WF)

	Due to database inconsistencies, we can't allow multiple threads to handle a received_half_block at the same time.



	_default_attestation_request_callback(...)

	



	_default_attestation_request_complete_callback(→ None)

	



	_default_verify_callback(→ asyncio.Future[bool])

	








Attributes



	WF

	







	
latest.ipv8.attestation.wallet.community.WF

	




	
latest.ipv8.attestation.wallet.community.synchronized(f: WF) → WF

	Due to database inconsistencies, we can’t allow multiple threads to handle a received_half_block at the same time.






	
latest.ipv8.attestation.wallet.community._default_attestation_request_callback(peer: latest.ipv8.types.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], metadata: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]]) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future][bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None]]

	




	
latest.ipv8.attestation.wallet.community._default_attestation_request_complete_callback(for_peer: latest.ipv8.types.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], attr_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str], from_peer: latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	




	
latest.ipv8.attestation.wallet.community._default_verify_callback(peer: latest.ipv8.types.Peer, attr_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future][bool [https://docs.python.org/3/library/functions.html#bool]]

	




	
class latest.ipv8.attestation.wallet.community.AttestationSettings

	Bases: latest.ipv8.community.CommunitySettings

Settings for the Attestation community.


	
working_directory: str [https://docs.python.org/3/library/stdtypes.html#str] = ''

	




	
db_name: str [https://docs.python.org/3/library/stdtypes.html#str] = 'attestations'

	








	
class latest.ipv8.attestation.wallet.community.AttestationCommunity(settings: AttestationSettings)

	Bases: latest.ipv8.community.Community

Community for sharing Attestations.

Note that the logic for giving out Attestations is in the identity chain.


	
community_id

	




	
settings_class

	




	
async unload() → None [https://docs.python.org/3/library/constants.html#None]

	Shutdown our request cache and database.






	
get_id_algorithm(id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → latest.ipv8.types.IdentityAlgorithm

	Resolve an algorithm from a name.






	
set_attestation_request_callback(f: Callable[[latest.ipv8.types.Peer, str [https://docs.python.org/3/library/stdtypes.html#str], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]]], asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future][bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None]]]) → None [https://docs.python.org/3/library/constants.html#None]

	Set the callback to be called when someone requests an attestation from us.

f should accept a (Peer, attribute name, metadata) and return a str()-able value.
If it f returns None, no attestation is made.


	Parameters:

	f – the callback function providing the value










	
set_attestation_request_complete_callback(f: Callable[[latest.ipv8.types.Peer, str [https://docs.python.org/3/library/stdtypes.html#str], bytes [https://docs.python.org/3/library/stdtypes.html#bytes], str [https://docs.python.org/3/library/stdtypes.html#str], latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None]], None [https://docs.python.org/3/library/constants.html#None]]) → None [https://docs.python.org/3/library/constants.html#None]

	f should accept a (Peer, attribute_name, hash, id_format, Peer=None), it is called when an Attestation
has been made for another peer.


	Parameters:

	f – the function to call when an Attestation has been completed










	
set_verify_request_callback(f: Callable[[latest.ipv8.types.Peer, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future][bool [https://docs.python.org/3/library/functions.html#bool]]]) → None [https://docs.python.org/3/library/constants.html#None]

	Set the callback to be called when someone wants to verify our attribute.

f should accept a (Peer, attribute_name) and return a boolean value.
If f return True, the attribute will be verified.


	Parameters:

	f – the function to call when our attribute is requested for verification










	
dump_blob(attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], id_format: str [https://docs.python.org/3/library/stdtypes.html#str], blob: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], metadata: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Add an attribute directly (without the help of an IPv8 peer).

This is only for advanced use, where the blob already has (1) some form of attestation embedded and (2)
follows some form of non-interactive Zero-Knowledge Proof.


	Parameters:

	
	attribute_name – the attribute we are creating


	id_format – the identity format


	blob – the raw data to be processed by the given id_format


	metadata – optional additional metadata













	
request_attestation(peer: latest.ipv8.types.Peer, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], secret_key: latest.ipv8.attestation.wallet.database.SecretKeyProtocol, metadata: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Request attestation of one of our attributes.


	Parameters:

	
	peer – Peer of the Attestor


	attribute_name – the attribute we want attested


	secret_key – the secret key we use for this attribute













	
async on_request_attestation(peer: latest.ipv8.types.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.attestation.wallet.payload.RequestAttestationPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Someone wants us to attest their attribute.






	
on_attestation_complete(unserialized: latest.ipv8.attestation.identity_formats.Attestation, secret_key: latest.ipv8.attestation.wallet.database.SecretKeyProtocol, peer: latest.ipv8.types.Peer, name: str [https://docs.python.org/3/library/stdtypes.html#str], attestation_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	We got an Attestation delivered to us.






	
verify_attestation_values(socket_address: latest.ipv8.types.Address, attestation_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], values: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], callback: Callable[[bytes [https://docs.python.org/3/library/stdtypes.html#bytes], list [https://docs.python.org/3/library/stdtypes.html#list][float [https://docs.python.org/3/library/functions.html#float]]], None [https://docs.python.org/3/library/constants.html#None]], id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Ask the peer behind a socket address to deliver the Attestation with a certain hash.


	Parameters:

	
	socket_address – the socket address to send to


	attestation_hash – the hash of the Attestation to request


	values – the values for which we want to measure certainty


	callback – the callback to call with the map of (hash, {value: certainty})


	id_format – the identity format specifier













	
create_verify_attestation_request(socket_address: latest.ipv8.types.Address, attestation_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Ask the peer behind a socket address to deliver the Attestation with a certain hash.


	Parameters:

	
	socket_address – the socket address to send to


	attestation_hash – the hash of the Attestation to request


	id_format – the identity format specifier













	
async on_verify_attestation_request(peer: latest.ipv8.types.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.attestation.wallet.payload.VerifyAttestationRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	We received a request to verify one of our attestations. Send the requested attestation back.






	
send_attestation(socket_address: latest.ipv8.types.Address, blob: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], global_time: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Send a serialized attestation (blob) to an address, split into chunks.

If we want to serve this request, send the attestation in chunks of 800 bytes.






	
on_attestation_chunk(peer: latest.ipv8.types.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.attestation.wallet.payload.AttestationChunkPayload) → None [https://docs.python.org/3/library/constants.html#None]

	We received a chunk of an Attestation.






	
on_received_attestation(peer: latest.ipv8.types.Peer, attestation: latest.ipv8.attestation.identity_formats.Attestation, attestation_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we got the entire attestation from a peer.


	Parameters:

	
	peer – the Peer we got this attestation from


	attestation – the Attestation object we can check













	
on_challenge(peer: latest.ipv8.types.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.attestation.wallet.payload.ChallengePayload) → None [https://docs.python.org/3/library/constants.html#None]

	We received a challenge for an Attestation.






	
on_challenge_response(peer: latest.ipv8.types.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.attestation.wallet.payload.ChallengeResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	We received a response to our challenge.
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latest.ipv8.attestation.wallet.database


Module Contents


Classes



	SecretKeyProtocol

	Protocol to detect key-like objects.



	AttestationsDB

	Database to store attestations.








Attributes



	DATABASE_DIRECTORY

	







	
latest.ipv8.attestation.wallet.database.DATABASE_DIRECTORY

	




	
class latest.ipv8.attestation.wallet.database.SecretKeyProtocol

	Bases: typing_extensions.Protocol

Protocol to detect key-like objects.


	
public_key() → Any

	Get the associated public key.






	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize to bytes.










	
class latest.ipv8.attestation.wallet.database.AttestationsDB(working_directory: str [https://docs.python.org/3/library/stdtypes.html#str], db_name: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: latest.ipv8.database.Database

Database to store attestations.


	
LATEST_DB_VERSION = 2

	




	
_get(query: str [https://docs.python.org/3/library/stdtypes.html#str], params: _typeshed.SupportsLenAndGetItem | collections.abc.Mapping [https://docs.python.org/3/library/collections.abc.html#collections.abc.Mapping][str [https://docs.python.org/3/library/stdtypes.html#str], Any]) → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	




	
get_attestation_by_hash(attestation_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Retrieve a serialized attestation by hash.






	
get_all() → list [https://docs.python.org/3/library/stdtypes.html#list][Sequence[bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]]

	Get all serialized attestations we know of.






	
insert_attestation(attestation: latest.ipv8.attestation.identity_formats.Attestation, attestation_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], secret_key: SecretKeyProtocol, id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Insert an attestation into the database.






	
get_schema(version: int [https://docs.python.org/3/library/functions.html#int]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Return the schema for the database.






	
get_upgrade_script(current_version: int [https://docs.python.org/3/library/functions.html#int]) → str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None]

	Return the upgrade script for a specific version.
:param current_version: the version of the script to return.






	
check_database(database_version: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	Ensure the proper schema is used by the database.


	Parameters:

	database_version – Current version of the database.



	Returns:

	None.
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latest.ipv8.attestation.wallet.irmaexact


Subpackages



	latest.ipv8.attestation.wallet.irmaexact.gabi
	latest.ipv8.attestation.wallet.irmaexact.gabi.attributes

	latest.ipv8.attestation.wallet.irmaexact.gabi.builder

	latest.ipv8.attestation.wallet.irmaexact.gabi.credential

	latest.ipv8.attestation.wallet.irmaexact.gabi.keys

	latest.ipv8.attestation.wallet.irmaexact.gabi.proofs











Submodules



	latest.ipv8.attestation.wallet.irmaexact.algorithm

	latest.ipv8.attestation.wallet.irmaexact.enroll_script

	latest.ipv8.attestation.wallet.irmaexact.keydump

	latest.ipv8.attestation.wallet.irmaexact.wrappers







Package Contents


Functions



	secure_randint(→ int)

	Generate an integer in a given bitspace using the OS rng.







	
latest.ipv8.attestation.wallet.irmaexact.secure_randint(bitspace: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	Generate an integer in a given bitspace using the OS rng.
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latest.ipv8.attestation.wallet.irmaexact.algorithm


Module Contents


Classes



	IRMAAttestation

	IPv8 wrapper for IRMA-based attestations.



	KeyStub

	We don't use an IPv8 key for this algorithm.



	IRMAExactAlgorithm

	IPv8 wrapper around the IRMA business logic.







	
class latest.ipv8.attestation.wallet.irmaexact.algorithm.IRMAAttestation(sign_date: int [https://docs.python.org/3/library/functions.html#int], proofd: latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofD, z: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.attestation.identity_formats.Attestation

IPv8 wrapper for IRMA-based attestations.


	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Make this attestation transferrable.






	
serialize_private(PK: None [https://docs.python.org/3/library/constants.html#None]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	We don’t use a base key for serialization.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → IRMAAttestation

	Read an attestation from its serialized form.






	
classmethod unserialize_private(SK: None [https://docs.python.org/3/library/constants.html#None], s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str]) → IRMAAttestation

	Read the secret part of an attestation from its serialized form.










	
class latest.ipv8.attestation.wallet.irmaexact.algorithm.KeyStub

	We don’t use an IPv8 key for this algorithm.


	
public_key() → KeyStub

	The public part of this key.






	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	The serialized form of this key.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → KeyStub

	Load the key from the given bytes.










	
class latest.ipv8.attestation.wallet.irmaexact.algorithm.IRMAExactAlgorithm(id_format: str [https://docs.python.org/3/library/stdtypes.html#str], formats: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], Any]])

	Bases: latest.ipv8.attestation.identity_formats.IdentityAlgorithm

IPv8 wrapper around the IRMA business logic.


	
generate_secret_key() → KeyStub

	Generate a fake secret key, we need none.






	
load_secret_key(serialized: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → KeyStub

	Load a fake secret key, we need none.






	
load_public_key(serialized: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → KeyStub

	Load a fake public key, we need none.






	
get_attestation_class() → type [https://docs.python.org/3/library/functions.html#type][IRMAAttestation]

	Get our class.






	
abstract attest(PK: KeyStub, value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Not implemented.






	
certainty(value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], aggregate: dict [https://docs.python.org/3/library/stdtypes.html#dict]) → float [https://docs.python.org/3/library/functions.html#float]

	Get the certainty that the given value is equal to the attestation in the aggregate.






	
create_challenges(PK: KeyStub, attestation: IRMAAttestation) → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Generate the raw messages to be sent over the Internet as challenges.






	
create_challenge_response(SK: KeyStub, attestation: IRMAAttestation, challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a response to a given challenge to our attestation.






	
create_certainty_aggregate(attestation: IRMAAttestation | None [https://docs.python.org/3/library/constants.html#None]) → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Create the aggregation dictionary (just one key with the attestation).






	
abstract create_honesty_challenge(PK: KeyStub, value: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Not implemented.






	
abstract process_honesty_challenge(value: int [https://docs.python.org/3/library/functions.html#int], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Not implemented.






	
process_challenge_response(aggregate: dict [https://docs.python.org/3/library/stdtypes.html#dict], challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Process the response to our challenge.






	
import_blob(blob: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], KeyStub]

	Import raw data needed to construct an attestation for this algorithm.
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latest.ipv8.attestation.wallet.irmaexact.enroll_script

Additional dependencies:

python3 -m pip install PyQtWebEngine

To run:
export PYTHONPATH=.
python3 -m ipv8.attestation.wallet.irmaexact.enroll_script


Module Contents


Functions



	print_result(r)

	



	page_loaded(ok)

	



	do_get(u)

	



	do_post(u, content[, extra_headers])

	



	proof_to_str(proof)

	



	b64_to_int(s)

	



	str_to_int(s)

	








Attributes



	my_app

	



	my_web

	



	profile

	



	cookie_store

	



	token

	



	secret

	



	no_pin

	



	u

	



	u

	



	response

	



	context

	



	nonce

	



	irmaid

	



	u

	



	jwt

	



	extra_headers

	



	u

	



	response

	



	Pcommit

	



	P

	



	u

	



	issuance_output

	



	context

	



	nonce1

	



	u

	



	cbs

	



	challenge

	



	commit_jwt

	



	proofP_d

	



	lens

	



	lenx

	



	proofP_d

	



	P

	



	c

	



	s_response

	



	proofP

	



	u

	



	u

	



	proofs

	



	commitMsg

	



	outjson

	



	output_proof

	



	isms

	



	proof_s_desc

	



	order_map

	



	cb

	







	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.my_app

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.my_web

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.profile

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.cookie_store

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.token

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.print_result(r)

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.page_loaded(ok)

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.secret

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.no_pin = 'AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=\\n'

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.do_get(u)

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.do_post(u, content, extra_headers={})

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.u = 'https://keyshare.privacybydesign.foundation/tomcat/irma_keyshare_server/api/v1/client/register'

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.u

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.response

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.context

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.nonce

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.irmaid

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.u = 'https://keyshare.privacybydesign.foundation/tomcat/irma_keyshare_server/api/v1/users/verify/pin'

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.jwt

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.extra_headers

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.u = 'https://keyshare.privacybydesign.foundation/tomcat/irma_keyshare_server/api/v1/prove/getCommitments'

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.response

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.Pcommit

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.P

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.u

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.issuance_output

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.context

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.nonce1

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.u = 'https://keyshare.privacybydesign.foundation/tomcat/irma_keyshare_server/api/v1/prove/getResponse'

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.cbs

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.challenge

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.commit_jwt

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.proofP_d

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.lens

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.lenx

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.proofP_d

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.P

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.c

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.s_response

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.proofP

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.u

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.u

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.proofs

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.commitMsg

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.proof_to_str(proof)

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.outjson = '{'

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.output_proof

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.b64_to_int(s)

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.str_to_int(s)

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.isms = []

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.proof_s_desc

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.order_map

	




	
latest.ipv8.attestation.wallet.irmaexact.enroll_script.cb
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latest.ipv8.attestation.wallet.irmaexact.gabi


Submodules



	latest.ipv8.attestation.wallet.irmaexact.gabi.attributes

	latest.ipv8.attestation.wallet.irmaexact.gabi.builder

	latest.ipv8.attestation.wallet.irmaexact.gabi.credential

	latest.ipv8.attestation.wallet.irmaexact.gabi.keys

	latest.ipv8.attestation.wallet.irmaexact.gabi.proofs
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latest.ipv8.attestation.wallet.irmaexact.gabi.attributes

Copyright (c), Privacy By Design Foundation
All rights reserved.

This source code has been ported from https://github.com/privacybydesign/irmago
The authors of this file are not -in any way- affiliated with the original authors or organizations.


Module Contents


Classes



	metadataField

	Metadata position information.



	MetadataAttribute

	Metadata values.








Functions



	int_to_str(→ bytes)

	Covert an integer of unbounded size to bytes.



	shortToByte(→ bytes)

	Convert a short (stored in a Python int type) to bytes.



	make_attribute_list(→ tuple[list[int], int])

	cr =








Attributes



	ExpiryFactor

	



	metadataLength

	



	versionField

	



	signingDateField

	



	validityField

	



	keyCounterField

	



	credentialID

	







	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.ExpiryFactor

	




	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.metadataLength

	




	
class latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.metadataField(length: int [https://docs.python.org/3/library/functions.html#int], offset: int [https://docs.python.org/3/library/functions.html#int])

	Metadata position information.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.versionField

	




	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.signingDateField

	




	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.validityField

	




	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.keyCounterField

	




	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.credentialID

	




	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.int_to_str(n: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Covert an integer of unbounded size to bytes.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.shortToByte(x: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert a short (stored in a Python int type) to bytes.






	
class latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.MetadataAttribute(version: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Metadata values.


	
Bytes() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert this metadata to bytes.






	
setField(field: metadataField, value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Set a given metadata field position to a given value.






	
field(field: metadataField) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Retrieve the value of a given field.






	
setSigningDate(timestamp: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Set the date of signing in the metadata.

Note that the timestamp is a short in units of ExpiryFactor.






	
setKeyCounter(i: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Set the key counter field to a given value.






	
SigningDate() → int [https://docs.python.org/3/library/functions.html#int]

	Get the signing date in seconds since the epoch (like int(time.time())).






	
setValidityDuration(weeks: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Set the value of the validity duration field (in weeks).






	
setExpiryDate() → None [https://docs.python.org/3/library/constants.html#None]

	Set the default validity duration.






	
setExpiryDateFromTimestamp(expiry: float [https://docs.python.org/3/library/functions.html#float]) → None [https://docs.python.org/3/library/constants.html#None]

	Set the validity duration from a given expiry timestamp (like time.time()).






	
setCredentialTypeIdentifier(the_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Set the credential type field.










	
latest.ipv8.attestation.wallet.irmaexact.gabi.attributes.make_attribute_list(cr: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], Any], attribute_order: list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]] | None [https://docs.python.org/3/library/constants.html#None] = None, validity_signing: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]] | None [https://docs.python.org/3/library/constants.html#None] = None) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], int [https://docs.python.org/3/library/functions.html#int]]

	
	cr =
	
	{
	u’attributes’: { … “name”: “value” … },
u’credential’: u’pbdf.nijmegen.address’,
u’keyCounter’: 0,
u’validity’: 1570123936





}.






	Parameters:

	attribute_order (list [https://docs.python.org/3/library/stdtypes.html#list]) – the order in which to handle the keys
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latest.ipv8.attestation.wallet.irmaexact.gabi.builder

Copyright (c) 2016, Maarten Everts
All rights reserved.

This source code has been ported from https://github.com/privacybydesign/gabi
The authors of this file are not -in any way- affiliated with the original authors or organizations.


Module Contents


Classes



	Issuer

	A signature issuer.



	IssueCommitmentMessage

	JWT commitment information.



	IssueSignatureMessage

	Issued signature information.



	CredentialBuilder

	Helper class to create credentials.








Functions



	GetProofU(...)

	Get the i'th (starting at 0) ProofU instance from a list of proof instances.



	GetFirstProofU(...)

	Get the first ProofU from a given list of proofs.



	challengeContributions(→ list[int])

	Aggregate all challenge contributions of a given proof list.



	Verify(→ bool)

	Verify a list of proofs for a list of public keys.



	Challenge(→ int)

	Create a challenge.



	BuildDistributedProofList(...)

	Create a proof list from multiple partial proofs.



	BuildProofList(...)

	Create a list of U proofs without distributed partial proofs.



	commitmentToSecret(→ tuple[int, int])

	Create a commitment for a given value.







	
class latest.ipv8.attestation.wallet.irmaexact.gabi.builder.Issuer(Sk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PrivateKey, Pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, Context: int [https://docs.python.org/3/library/functions.html#int])

	A signature issuer.


	
IssueSignature(U: int [https://docs.python.org/3/library/functions.html#int], attributes: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], nonce2: int [https://docs.python.org/3/library/functions.html#int]) → IssueSignatureMessage

	Generate an issued signature message.






	
signCommitmentAndAttributes(U: int [https://docs.python.org/3/library/functions.html#int], attributes: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]) → latest.ipv8.attestation.wallet.irmaexact.gabi.keys.CLSignature

	Sign the commitment to the U value and given attribute values.






	
randomElementMultiplicativeGroup(modulus: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	Generate a random number that is relatively coprime to the modulus.






	
proveSignature(signature: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.CLSignature, nonce2: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofS

	Create a proof of signature issuance.










	
latest.ipv8.attestation.wallet.irmaexact.gabi.builder.GetProofU(pl: list [https://docs.python.org/3/library/stdtypes.html#list], n: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofU | None [https://docs.python.org/3/library/constants.html#None]

	Get the i’th (starting at 0) ProofU instance from a list of proof instances.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.builder.GetFirstProofU(pl: list [https://docs.python.org/3/library/stdtypes.html#list]) → latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofU | None [https://docs.python.org/3/library/constants.html#None]

	Get the first ProofU from a given list of proofs.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.builder.challengeContributions(pl: list [https://docs.python.org/3/library/stdtypes.html#list], publicKeys: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey], context: int [https://docs.python.org/3/library/functions.html#int], nonce: int [https://docs.python.org/3/library/functions.html#int]) → list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	Aggregate all challenge contributions of a given proof list.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.builder.Verify(pl: list [https://docs.python.org/3/library/stdtypes.html#list], publicKeys: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey], context: int [https://docs.python.org/3/library/functions.html#int], nonce: int [https://docs.python.org/3/library/functions.html#int], issig: bool [https://docs.python.org/3/library/functions.html#bool], keyshareServers: list [https://docs.python.org/3/library/stdtypes.html#list] | None [https://docs.python.org/3/library/constants.html#None] = None) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify a list of proofs for a list of public keys.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.builder.Challenge(builders: list [https://docs.python.org/3/library/stdtypes.html#list][CredentialBuilder], context: int [https://docs.python.org/3/library/functions.html#int], nonce: int [https://docs.python.org/3/library/functions.html#int], issig: bool [https://docs.python.org/3/library/functions.html#bool]) → int [https://docs.python.org/3/library/functions.html#int]

	Create a challenge.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.builder.BuildDistributedProofList(builders: list [https://docs.python.org/3/library/stdtypes.html#list][CredentialBuilder], challenge: int [https://docs.python.org/3/library/functions.html#int], proofPs: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofP]) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofU] | None [https://docs.python.org/3/library/constants.html#None]

	Create a proof list from multiple partial proofs.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.builder.BuildProofList(builders: list [https://docs.python.org/3/library/stdtypes.html#list][CredentialBuilder], context: int [https://docs.python.org/3/library/functions.html#int], nonce: int [https://docs.python.org/3/library/functions.html#int], issig: bool [https://docs.python.org/3/library/functions.html#bool]) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofU] | None [https://docs.python.org/3/library/constants.html#None]

	Create a list of U proofs without distributed partial proofs.






	
class latest.ipv8.attestation.wallet.irmaexact.gabi.builder.IssueCommitmentMessage(U: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None], Proofs: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofU] | None [https://docs.python.org/3/library/constants.html#None], Nonce2: int [https://docs.python.org/3/library/functions.html#int], ProofPjwt: None [https://docs.python.org/3/library/constants.html#None] = None, ProofPjwts: None [https://docs.python.org/3/library/constants.html#None] = None)

	JWT commitment information.






	
class latest.ipv8.attestation.wallet.irmaexact.gabi.builder.IssueSignatureMessage(Signature: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.CLSignature, Proof: latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofS)

	Issued signature information.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.builder.commitmentToSecret(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, secret: int [https://docs.python.org/3/library/functions.html#int]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Create a commitment for a given value.






	
class latest.ipv8.attestation.wallet.irmaexact.gabi.builder.CredentialBuilder(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, context: int [https://docs.python.org/3/library/functions.html#int], secret: int [https://docs.python.org/3/library/functions.html#int], nonce2: int [https://docs.python.org/3/library/functions.html#int])

	Helper class to create credentials.


	
CommitToSecretAndProve(nonce1: int [https://docs.python.org/3/library/functions.html#int]) → IssueCommitmentMessage

	Create a commitment and associated message.






	
CreateIssueCommitmentMessage(proofs: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofU]) → IssueCommitmentMessage

	Create the associated message for given U commitments.






	
ConstructCredential(msg: IssueSignatureMessage, attributes: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]) → latest.ipv8.attestation.wallet.irmaexact.gabi.credential.Credential | None [https://docs.python.org/3/library/constants.html#None]

	Create a credential from the given signature message and our attributes.






	
proveCommitment(U: int [https://docs.python.org/3/library/functions.html#int], nonce1: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofU

	Create a proof for the commitment to U.






	
MergeProofPCommitment(commitment: latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofPCommitment) → None [https://docs.python.org/3/library/constants.html#None]

	Merge in a given commitment to a ProofP.






	
PublicKey() → latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey

	Our public key.






	
Commit(skRandomizer: int [https://docs.python.org/3/library/functions.html#int]) → list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	Create a new commitment for the given randomizer value.






	
CreateProof(challenge: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofU

	Create a new proof for U for the given challenge.
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Copyright (c) 2016, Maarten Everts
All rights reserved.

This source code has been ported from https://github.com/privacybydesign/gabi
The authors of this file are not -in any way- affiliated with the original authors or organizations.


Module Contents


Classes



	Credential

	A credential (attributes + public key + signature).



	DisclosureProofBuilder

	Helper to create disclosure proofs.








Functions



	getUndisclosedAttributes(→ list[int])

	Get the keys of undisclosed attributes.







	
class latest.ipv8.attestation.wallet.irmaexact.gabi.credential.Credential(Pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, Attributes: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], Signature: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.CLSignature)

	A credential (attributes + public key + signature).


	
CreateDisclosureProof(disclosedAttributes: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]], context: int [https://docs.python.org/3/library/functions.html#int], nonce1: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofD

	Create a disclosure proof for the specified attributes and their values.






	
CreateDisclosureProofBuilder(disclosedAttributes: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]) → DisclosureProofBuilder

	Create a disclosure proof builder for the specified attributes and their values.










	
class latest.ipv8.attestation.wallet.irmaexact.gabi.credential.DisclosureProofBuilder(randomizedSignature: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.CLSignature, eCommit: int [https://docs.python.org/3/library/functions.html#int], vCommit: int [https://docs.python.org/3/library/functions.html#int], attrRandomizers: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]], z: int [https://docs.python.org/3/library/functions.html#int], disclosedAttributes: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]], undisclosedAttributes: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, attributes: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]])

	Helper to create disclosure proofs.


	
MergeProofPCommitment(commitment: latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofPCommitment) → None [https://docs.python.org/3/library/constants.html#None]

	Merge in a partial proof to reconstruct Z.






	
PublicKey() → latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey

	Get the public key.






	
Commit(skRandomizer: int [https://docs.python.org/3/library/functions.html#int]) → list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	Get A and Z for the given randomizer.






	
CreateProof(challenge: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofD

	Create a disclosure proof for the given challange.






	
TimestampRequestContributions() → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]]

	Fill in the disclosed attributes into a complete list (0 when undisclosed).










	
latest.ipv8.attestation.wallet.irmaexact.gabi.credential.getUndisclosedAttributes(disclosedAttributes: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]], numAttributes: int [https://docs.python.org/3/library/functions.html#int]) → list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	Get the keys of undisclosed attributes.
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Copyright (c) 2016, Maarten Everts
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Module Contents


Classes



	BaseParameters

	Algorithm parameters for Gabi.



	PrivateKey

	Gabi private key.



	PublicKey

	Gabi public key.



	CLSignature

	A Camenisch-Lysyanskaya signature.








Functions



	findMatch(→ int | None)

	Select a safe prime from the given list that fits the Gabi protocol's requirements.



	generateSafePrimePair(→ tuple[int, int])

	Generate a prime pair that fits Gabi's protocol requirements.



	legendreSymbol(→ int)

	Calculate the Legendre Symbol for numbner a and prime p.



	GenerateKeyPair(→ tuple[PrivateKey, PublicKey])

	Generate a new key pair for a given number of attributes.



	representToBases(→ int)

	CRT the given exponents (or their hashes if they are bigger than the max length).



	RepresentToPublicKey(→ int)

	CRT the given exponents using public key information.



	randomPrimeInRange(→ int)

	Generate a prime in a given range.



	signMessageBlockAndCommitment(→ CLSignature)

	Sign a bunch of messages using our key material.



	SignMessageBlock(→ CLSignature)

	Sign a bunch of messages using our key material.








Attributes



	DefaultEpochLength

	



	DefaultSystemParameters

	



	smallPrimes

	



	smallPrimesProduct

	







	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.DefaultEpochLength = 432000

	




	
class latest.ipv8.attestation.wallet.irmaexact.gabi.keys.BaseParameters(LePrime: int [https://docs.python.org/3/library/functions.html#int], Lh: int [https://docs.python.org/3/library/functions.html#int], Lm: int [https://docs.python.org/3/library/functions.html#int], Ln: int [https://docs.python.org/3/library/functions.html#int], Lstatzk: int [https://docs.python.org/3/library/functions.html#int])

	Algorithm parameters for Gabi.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.DefaultSystemParameters

	




	
class latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PrivateKey(p: int [https://docs.python.org/3/library/functions.html#int], q: int [https://docs.python.org/3/library/functions.html#int], counter: int [https://docs.python.org/3/library/functions.html#int], expiryDate: int [https://docs.python.org/3/library/functions.html#int])

	Gabi private key.






	
class latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey(N: int [https://docs.python.org/3/library/functions.html#int], Z: int [https://docs.python.org/3/library/functions.html#int], S: int [https://docs.python.org/3/library/functions.html#int], R: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], counter: int [https://docs.python.org/3/library/functions.html#int], expiryDate: int [https://docs.python.org/3/library/functions.html#int], param: BaseParameters | None [https://docs.python.org/3/library/constants.html#None] = None)

	Gabi public key.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.findMatch(safeprimes: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], param: BaseParameters, p: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]

	Select a safe prime from the given list that fits the Gabi protocol’s requirements.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.generateSafePrimePair(param: BaseParameters) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Generate a prime pair that fits Gabi’s protocol requirements.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.legendreSymbol(a: int [https://docs.python.org/3/library/functions.html#int], p: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	Calculate the Legendre Symbol for numbner a and prime p.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.GenerateKeyPair(param: BaseParameters, numAttributes: int [https://docs.python.org/3/library/functions.html#int], counter: int [https://docs.python.org/3/library/functions.html#int], expiryDate: int [https://docs.python.org/3/library/functions.html#int]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][PrivateKey, PublicKey]

	Generate a new key pair for a given number of attributes.






	
class latest.ipv8.attestation.wallet.irmaexact.gabi.keys.CLSignature(A: int [https://docs.python.org/3/library/functions.html#int], E: int [https://docs.python.org/3/library/functions.html#int], V: int [https://docs.python.org/3/library/functions.html#int], KeyshareP: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None)

	A Camenisch-Lysyanskaya signature.


	
Verify(pk: PublicKey, ms: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify the signature for the given public key.






	
Randomize(pk: PublicKey) → CLSignature

	Mask the signature without changing its underlying data.










	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.representToBases(bases: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], exps: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], modulus: int [https://docs.python.org/3/library/functions.html#int], maxMessageLength: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	CRT the given exponents (or their hashes if they are bigger than the max length).






	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.RepresentToPublicKey(pk: PublicKey, exps: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]) → int [https://docs.python.org/3/library/functions.html#int]

	CRT the given exponents using public key information.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.smallPrimes = [3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47, 53]

	




	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.smallPrimesProduct = 16294579238595022365

	




	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.randomPrimeInRange(start: int [https://docs.python.org/3/library/functions.html#int], length: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	Generate a prime in a given range.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.signMessageBlockAndCommitment(sk: PrivateKey, pk: PublicKey, U: int [https://docs.python.org/3/library/functions.html#int], ms: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]) → CLSignature

	Sign a bunch of messages using our key material.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.keys.SignMessageBlock(sk: PrivateKey, pk: PublicKey, ms: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]) → CLSignature

	Sign a bunch of messages using our key material.
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Module Contents


Classes



	Record

	PyASN1 container for records (of integers).



	ProofU

	A proof of commitment to a value for U.



	ProofS

	A proof of signature issuance.



	ProofD

	A disclosure proof for identity information.



	ProofP

	Partial proof to reconstruct values.



	ProofPCommitment

	A commitment to a value of P.








Functions



	custom_asn1_marshal(→ bytes)

	Use ASN1 marshalling with universal integer encoding.



	hashCommit(→ int)

	Hash a list of values.



	createChallenge(→ int)

	Create a challenge for the given contributions.







	
class latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.Record(*args, **kwargs)

	Bases: pyasn1.type.univ.SequenceOf

PyASN1 container for records (of integers).


	
componentType

	








	
latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.custom_asn1_marshal(values: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Use ASN1 marshalling with universal integer encoding.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.hashCommit(values: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], issig: bool [https://docs.python.org/3/library/functions.html#bool]) → int [https://docs.python.org/3/library/functions.html#int]

	Hash a list of values.






	
latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.createChallenge(context: int [https://docs.python.org/3/library/functions.html#int], nonce: int [https://docs.python.org/3/library/functions.html#int], contributions: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], issig: bool [https://docs.python.org/3/library/functions.html#bool]) → int [https://docs.python.org/3/library/functions.html#int]

	Create a challenge for the given contributions.






	
class latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofU(U: int [https://docs.python.org/3/library/functions.html#int], C: int [https://docs.python.org/3/library/functions.html#int], VPrimeResponse: int [https://docs.python.org/3/library/functions.html#int], SResponse: int [https://docs.python.org/3/library/functions.html#int])

	A proof of commitment to a value for U.


	
MergeProofP(proofP: ProofP, pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey) → None [https://docs.python.org/3/library/constants.html#None]

	Merge in a partial proof to reconstruct U.






	
Verify(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, context: int [https://docs.python.org/3/library/functions.html#int], nonce: int [https://docs.python.org/3/library/functions.html#int]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify this proof for a given public key.






	
correctResponseSizes(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if our stored responses conform to the format of the given public key.






	
VerifyWithChallenge(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, reconstructedChallenge: int [https://docs.python.org/3/library/functions.html#int]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if a given challenge is equal to our challenge.






	
reconstructUcommit(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey) → int [https://docs.python.org/3/library/functions.html#int]

	Construct the value for U from our challenge and responses.






	
SecretKeyResponse() → int [https://docs.python.org/3/library/functions.html#int]

	The secret key response.






	
Challenge() → int [https://docs.python.org/3/library/functions.html#int]

	The challenge.






	
ChallengeContribution(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey) → list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	Get our value for U and our reconstructed value for U, given the public key.










	
class latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofS(C: int [https://docs.python.org/3/library/functions.html#int], EResponse: int [https://docs.python.org/3/library/functions.html#int])

	A proof of signature issuance.


	
Verify(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, signature: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.CLSignature, context: int [https://docs.python.org/3/library/functions.html#int], nonce: int [https://docs.python.org/3/library/functions.html#int]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify the issuance of the signature by a public key.










	
class latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofD(C: int [https://docs.python.org/3/library/functions.html#int], A: int [https://docs.python.org/3/library/functions.html#int], EResponse: int [https://docs.python.org/3/library/functions.html#int], VResponse: int [https://docs.python.org/3/library/functions.html#int], AResponses: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]], ADisclosed: dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]])

	A disclosure proof for identity information.


	
MergeProofP(proofP: ProofP, pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey) → None [https://docs.python.org/3/library/constants.html#None]

	Merge in a partial proof.






	
correctResponseSizes(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if our responses conform to the public key format.






	
reconstructZ(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey) → int [https://docs.python.org/3/library/functions.html#int]

	Reconstruct the value of Z using our information.






	
Verify(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, context: int [https://docs.python.org/3/library/functions.html#int], nonce1: int [https://docs.python.org/3/library/functions.html#int], issig: bool [https://docs.python.org/3/library/functions.html#bool]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify this proof for the given public key.






	
VerifyWithChallenge(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey, reconstructedChallenge: int [https://docs.python.org/3/library/functions.html#int]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify that the given challenge matches our challenge value.






	
ChallengeContribution(pk: latest.ipv8.attestation.wallet.irmaexact.gabi.keys.PublicKey) → list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	Get our A and reconstructed Z.






	
SecretKeyResponse() → int [https://docs.python.org/3/library/functions.html#int]

	Get the secret key response value.






	
Challenge() → int [https://docs.python.org/3/library/functions.html#int]

	Get our challenge.






	
Copy() → ProofD

	Create an exact copy of this instance.










	
class latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofP(P: int [https://docs.python.org/3/library/functions.html#int], C: int [https://docs.python.org/3/library/functions.html#int], SResponse: int [https://docs.python.org/3/library/functions.html#int])

	Partial proof to reconstruct values.






	
class latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofPCommitment(P: int [https://docs.python.org/3/library/functions.html#int], Pcommit: int [https://docs.python.org/3/library/functions.html#int])

	A commitment to a value of P.
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latest.ipv8.attestation.wallet.irmaexact.keydump


Module Contents


	
latest.ipv8.attestation.wallet.irmaexact.keydump.nijmegen_pk_1568208470

	




	
latest.ipv8.attestation.wallet.irmaexact.keydump.nijmegen_pk_1623505755
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latest.ipv8.attestation.wallet.irmaexact.wrappers


Module Contents


Functions



	serialize_proof_d(→ bytes)

	Serialize a ProofD value.



	unserialize_proof_d(...)

	Convert bytes to a ProofD.



	challenge_response(→ bytes)

	Create a challenge to a given ProofD.







	
latest.ipv8.attestation.wallet.irmaexact.wrappers.serialize_proof_d(proof_d: latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofD) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize a ProofD value.






	
latest.ipv8.attestation.wallet.irmaexact.wrappers.unserialize_proof_d(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofD

	Convert bytes to a ProofD.






	
latest.ipv8.attestation.wallet.irmaexact.wrappers.challenge_response(my_proof_d: latest.ipv8.attestation.wallet.irmaexact.gabi.proofs.ProofD, Z: int [https://docs.python.org/3/library/functions.html#int], challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a challenge to a given ProofD.
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latest.ipv8.attestation.wallet.payload


Module Contents


Classes



	RequestAttestationPayload

	Request an attestation based on some meta data.



	VerifyAttestationRequestPayload

	Request an attestation by hash (published with metadata somewhere).



	AttestationChunkPayload

	A chunk of Attestation.



	ChallengePayload

	A challenge for an Attestee by a Verifier.



	ChallengeResponsePayload

	A challenge response from an Attestee to a Verifier.







	
class latest.ipv8.attestation.wallet.payload.RequestAttestationPayload(metadata: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Bases: latest.ipv8.messaging.payload.Payload

Request an attestation based on some meta data.


	
msg_id = 5

	




	
format_list = ['raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a serializable pack list.






	
classmethod from_unpack_list(metadata: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → RequestAttestationPayload

	Unserialize this paylaod from received bytes.










	
class latest.ipv8.attestation.wallet.payload.VerifyAttestationRequestPayload(hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Bases: latest.ipv8.messaging.payload.Payload

Request an attestation by hash (published with metadata somewhere).


	
msg_id = 1

	




	
format_list = ['20s']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a serializable pack list.






	
classmethod from_unpack_list(hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → VerifyAttestationRequestPayload

	Unserialize this paylaod from received bytes.










	
class latest.ipv8.attestation.wallet.payload.AttestationChunkPayload(hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], sequence_number: int [https://docs.python.org/3/library/functions.html#int], data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Bases: latest.ipv8.messaging.payload.Payload

A chunk of Attestation.


	
msg_id = 2

	




	
format_list = ['20s', 'H', 'raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a serializable pack list.






	
classmethod from_unpack_list(hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], sequence_number: int [https://docs.python.org/3/library/functions.html#int], data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → AttestationChunkPayload

	Unserialize this paylaod from received bytes.










	
class latest.ipv8.attestation.wallet.payload.ChallengePayload(attestation_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Bases: latest.ipv8.messaging.payload.Payload

A challenge for an Attestee by a Verifier.


	
msg_id = 3

	




	
format_list = ['20s', 'raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a serializable pack list.






	
classmethod from_unpack_list(attestation_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → ChallengePayload

	Unserialize this paylaod from received bytes.










	
class latest.ipv8.attestation.wallet.payload.ChallengeResponsePayload(challenge_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Bases: latest.ipv8.messaging.payload.Payload

A challenge response from an Attestee to a Verifier.


	
msg_id = 4

	




	
format_list = ['20s', 'raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a serializable pack list.






	
classmethod from_unpack_list(challenge_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → ChallengeResponsePayload

	Unserialize this paylaod from received bytes.
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latest.ipv8.attestation.wallet.pengbaorange


Submodules



	latest.ipv8.attestation.wallet.pengbaorange.algorithm

	latest.ipv8.attestation.wallet.pengbaorange.attestation

	latest.ipv8.attestation.wallet.pengbaorange.boudot

	latest.ipv8.attestation.wallet.pengbaorange.structs
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latest.ipv8.attestation.wallet.pengbaorange.algorithm


Module Contents


Classes



	PengBaoAttestation

	An attestation for a Peng Bao range proof.



	PengBaoRangeAlgorithm

	IPv8 wrapper around Peng and Bao's efficient range proof scheme.







	
class latest.ipv8.attestation.wallet.pengbaorange.algorithm.PengBaoAttestation(publicdata: PengBaoPublicData, privatedata: PengBaoCommitmentPrivate | None [https://docs.python.org/3/library/constants.html#None], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.attestation.identity_formats.Attestation

An attestation for a Peng Bao range proof.


	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize this Attestation to a string.


	Returns:

	the serialized form of this attestation



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
serialize_private(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize this Attestation to a string, include shared secrets (not to be published!).


	Parameters:

	PK – the public key to encode for



	Returns:

	the serialized form of this attestation



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → PengBaoAttestation

	Given a string, create an Attestation object.


	Parameters:

	
	s (str [https://docs.python.org/3/library/stdtypes.html#str]) – the string to unserialize


	id_format (str [https://docs.python.org/3/library/stdtypes.html#str]) – the identity format






	Returns:

	the attestation object



	Return type:

	Attestation










	
classmethod unserialize_private(SK: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → PengBaoAttestation

	Given a string, create an Attestation object.
The input contains shared secrets not to be published.


	Parameters:

	
	SK – the secret key to decode with


	s (str [https://docs.python.org/3/library/stdtypes.html#str]) – the string to unserialize


	id_format (str [https://docs.python.org/3/library/stdtypes.html#str]) – the identity format






	Returns:

	the attestation object



	Return type:

	Attestation














	
class latest.ipv8.attestation.wallet.pengbaorange.algorithm.PengBaoRangeAlgorithm(id_format: str [https://docs.python.org/3/library/stdtypes.html#str], formats: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], Any]])

	Bases: latest.ipv8.attestation.identity_formats.IdentityAlgorithm

IPv8 wrapper around Peng and Bao’s efficient range proof scheme.


	
generate_secret_key() → latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey

	Generate a secret key.


	Returns:

	the secret key










	
load_secret_key(serialized: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey | None [https://docs.python.org/3/library/constants.html#None]

	Unserialize a secret key from the key material.


	Parameters:

	serialized – the string of the private key



	Returns:

	the private key










	
load_public_key(serialized: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey | None [https://docs.python.org/3/library/constants.html#None]

	Unserialize a public key from the key material.


	Parameters:

	serialized – the string of the public key



	Returns:

	the public key










	
get_attestation_class() → type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoAttestation]

	Return the Attestation (sub)class for serialization.


	Returns:

	the Attestation object



	Return type:

	PengBaoAttestation










	
attest(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Attest to a value for a certain public key.


	Parameters:

	
	PK (BonehPublicKey) – the public key of the party we are attesting for


	value (str [https://docs.python.org/3/library/stdtypes.html#str]) – the value we are attesting to






	Returns:

	the attestation string



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
certainty(value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], aggregate: dict [https://docs.python.org/3/library/stdtypes.html#dict]) → float [https://docs.python.org/3/library/functions.html#float]

	The current certainty of the aggregate object representing a certain value.

1 is in range, 0 is out of range.


	Parameters:

	
	value (str [https://docs.python.org/3/library/stdtypes.html#str]) – the value to match to


	aggregate (dict [https://docs.python.org/3/library/stdtypes.html#dict]) – the aggregate object






	Returns:

	the matching factor [0.0-1.0]



	Return type:

	float [https://docs.python.org/3/library/functions.html#float]










	
create_challenges(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, attestation: latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoAttestation) → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Create challenges for a certain counterparty.


	Parameters:

	
	PK (BonehPublicKey) – the public key of the party we are challenging


	attestation (BonehAttestation) – the attestation information






	Returns:

	the challenges to send



	Return type:

	[str [https://docs.python.org/3/library/stdtypes.html#str]]










	
create_challenge_response(SK: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, attestation: latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoAttestation, challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create an honest response to a challenge of our value.


	Parameters:

	
	SK (BonehPrivateKey) – our secret key


	attestation (Attestation) – the attestation information


	challenge – the challenge to respond to






	Returns:

	the response to a challenge



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
create_certainty_aggregate(attestation: latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoAttestation | None [https://docs.python.org/3/library/constants.html#None]) → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Create an empty aggregate object, for matching to values.


	Returns:

	the aggregate object



	Return type:

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
abstract create_honesty_challenge(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Use a known value to check for honesty.


	Parameters:

	
	PK (BonehPublicKey) – the public key of the party we are challenging


	value (str [https://docs.python.org/3/library/stdtypes.html#str]) – the value to use






	Returns:

	the challenge to send



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
abstract process_honesty_challenge(value: int [https://docs.python.org/3/library/functions.html#int], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Given a response, check if it matches the expected value.


	Parameters:

	
	value (int [https://docs.python.org/3/library/functions.html#int]) – the expected value


	response (str [https://docs.python.org/3/library/stdtypes.html#str]) – the returned response






	Returns:

	if the value matches the response



	Return type:

	bool [https://docs.python.org/3/library/functions.html#bool]










	
process_challenge_response(aggregate: dict [https://docs.python.org/3/library/stdtypes.html#dict], challenge: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], response: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Given a response, update the current aggregate.


	Parameters:

	
	aggregate (dict [https://docs.python.org/3/library/stdtypes.html#dict]) – the aggregate object


	challenge (str [https://docs.python.org/3/library/stdtypes.html#str]) – the sent challenge


	response (str [https://docs.python.org/3/library/stdtypes.html#str]) – the response to introduce






	Returns:

	the new aggregate



	Return type:

	dict [https://docs.python.org/3/library/stdtypes.html#dict]










	
abstract import_blob(blob: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], latest.ipv8.attestation.wallet.database.SecretKeyProtocol]

	Not supported.
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latest.ipv8.attestation.wallet.pengbaorange.attestation


Module Contents


Functions



	_random_number(→ int)

	Generate a random integer of a given number of bytes.



	create_attest_pair(...)

	Create an proof that a <= value <= b, for a public key's value lying within a certain bitspace.







	
latest.ipv8.attestation.wallet.pengbaorange.attestation._random_number(bytelen: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	Generate a random integer of a given number of bytes.






	
latest.ipv8.attestation.wallet.pengbaorange.attestation.create_attest_pair(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, value: int [https://docs.python.org/3/library/functions.html#int], a: int [https://docs.python.org/3/library/functions.html#int], b: int [https://docs.python.org/3/library/functions.html#int], bitspace: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoAttestation

	Create an proof that a <= value <= b, for a public key’s value lying within a certain bitspace.
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latest.ipv8.attestation.wallet.pengbaorange.boudot

Implementation of proofs for checking commitment equality and if a commitment is a square (“Efficient Proofs that a
Committed NumberLies in an Interval” by F. Boudot).

Modified for use with range proofs (“An efficient range proof scheme.” by K. Peng and F. Bao).


Module Contents


Classes



	EL

	Proof that two commitments hide the same secret.



	SQR

	Proof that a committed number is a square.








Functions



	secure_randint(→ int)

	Generate a secure random integer.



	_sipack(→ bytes)

	Pack a list of up to 8 ints to a bytes string, prepended with a byte for which each bit specifies if the packed



	_siunpack(→ tuple[Iterator[int], bytes])

	Unpack a given number of integer values from a buffer, packed with _sipack().







	
latest.ipv8.attestation.wallet.pengbaorange.boudot.secure_randint(nmin: int [https://docs.python.org/3/library/functions.html#int], nmax: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	Generate a secure random integer.






	
latest.ipv8.attestation.wallet.pengbaorange.boudot._sipack(*n: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack a list of up to 8 ints to a bytes string, prepended with a byte for which each bit specifies if the packed
int was negative.






	
latest.ipv8.attestation.wallet.pengbaorange.boudot._siunpack(buf: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], amount: int [https://docs.python.org/3/library/functions.html#int]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][Iterator[int [https://docs.python.org/3/library/functions.html#int]], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Unpack a given number of integer values from a buffer, packed with _sipack().






	
class latest.ipv8.attestation.wallet.pengbaorange.boudot.EL(c: int [https://docs.python.org/3/library/functions.html#int], D: int [https://docs.python.org/3/library/functions.html#int], D1: int [https://docs.python.org/3/library/functions.html#int], D2: int [https://docs.python.org/3/library/functions.html#int])

	Proof that two commitments hide the same secret.


	
classmethod create(x: int [https://docs.python.org/3/library/functions.html#int], r1: int [https://docs.python.org/3/library/functions.html#int], r2: int [https://docs.python.org/3/library/functions.html#int], g1: latest.ipv8.attestation.wallet.primitives.value.FP2Value, h1: latest.ipv8.attestation.wallet.primitives.value.FP2Value, g2: latest.ipv8.attestation.wallet.primitives.value.FP2Value, h2: latest.ipv8.attestation.wallet.primitives.value.FP2Value, b: int [https://docs.python.org/3/library/functions.html#int], bitspace: int [https://docs.python.org/3/library/functions.html#int], t: int [https://docs.python.org/3/library/functions.html#int] = 80, l: int [https://docs.python.org/3/library/functions.html#int] = 40) → EL

	Create a new commitment that allows one to prove knowledge of secret integers x, r1 and r2.






	
check(g1: latest.ipv8.attestation.wallet.primitives.value.FP2Value, h1: latest.ipv8.attestation.wallet.primitives.value.FP2Value, g2: latest.ipv8.attestation.wallet.primitives.value.FP2Value, h2: latest.ipv8.attestation.wallet.primitives.value.FP2Value, y1: latest.ipv8.attestation.wallet.primitives.value.FP2Value, y2: latest.ipv8.attestation.wallet.primitives.value.FP2Value) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check for equality with another commitment.






	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert this commitment to bytes.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][EL, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Convert bytes to a commitment.






	
__eq__(other: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if this object is equal to another object.






	
__hash__() → int [https://docs.python.org/3/library/functions.html#int]

	Get the hash of this object. Always 6976 to enforce a “heavy” equality check.






	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Stringify this EL for printing.










	
class latest.ipv8.attestation.wallet.pengbaorange.boudot.SQR(F: latest.ipv8.attestation.wallet.primitives.value.FP2Value, el: EL)

	Proof that a committed number is a square.


	
classmethod create(x: int [https://docs.python.org/3/library/functions.html#int], r1: int [https://docs.python.org/3/library/functions.html#int], g: latest.ipv8.attestation.wallet.primitives.value.FP2Value, h: latest.ipv8.attestation.wallet.primitives.value.FP2Value, b: int [https://docs.python.org/3/library/functions.html#int], bitspace: int [https://docs.python.org/3/library/functions.html#int]) → SQR

	Create a new commitment that allows one to prove that the committed integer x is a square.






	
check(g: latest.ipv8.attestation.wallet.primitives.value.FP2Value, h: latest.ipv8.attestation.wallet.primitives.value.FP2Value, y: latest.ipv8.attestation.wallet.primitives.value.FP2Value) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check for a committed square.






	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert this commitment to bytes.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][SQR, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Convert bytes to a commitment.






	
__eq__(other: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if this object is equal to another object.






	
__hash__() → int [https://docs.python.org/3/library/functions.html#int]

	Get the hash of this object. Always 838182 to enforce a “heavy” equality check.






	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Stringify this EL for printing.
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latest.ipv8.attestation.wallet.pengbaorange.structs


Module Contents


Classes



	PengBaoCommitment

	The proof structure that a commitment hides a value within a certain range.



	PengBaoCommitmentPrivate

	Private part of the PengBaoCommitment.



	PengBaoPublicData

	Public data required to verify a Peng Bao proof.



	PengBaoAttestation

	An attestation for a Peng Bao range proof.








Functions



	_serialize_fp2value(→ bytes)

	Convert an FP2Value to bytes.



	_unserialize_fp2value(...)

	Decode serialized bytes back into an FP2Value of the given modulus.







	
latest.ipv8.attestation.wallet.pengbaorange.structs._serialize_fp2value(value: latest.ipv8.attestation.wallet.primitives.value.FP2Value) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert an FP2Value to bytes.






	
latest.ipv8.attestation.wallet.pengbaorange.structs._unserialize_fp2value(mod: int [https://docs.python.org/3/library/functions.html#int], value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Decode serialized bytes back into an FP2Value of the given modulus.






	
class latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoCommitment(c: latest.ipv8.attestation.wallet.primitives.value.FP2Value, c1: latest.ipv8.attestation.wallet.primitives.value.FP2Value, c2: latest.ipv8.attestation.wallet.primitives.value.FP2Value, ca: latest.ipv8.attestation.wallet.primitives.value.FP2Value, ca1: latest.ipv8.attestation.wallet.primitives.value.FP2Value, ca2: latest.ipv8.attestation.wallet.primitives.value.FP2Value, ca3: latest.ipv8.attestation.wallet.primitives.value.FP2Value, caa: latest.ipv8.attestation.wallet.primitives.value.FP2Value)

	The proof structure that a commitment hides a value within a certain range.


	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert this commitment to bytes.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][PengBaoCommitment, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Convert bytes to a commitment.










	
class latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoCommitmentPrivate(m1: int [https://docs.python.org/3/library/functions.html#int], m2: int [https://docs.python.org/3/library/functions.html#int], m3: int [https://docs.python.org/3/library/functions.html#int], r1: int [https://docs.python.org/3/library/functions.html#int], r2: int [https://docs.python.org/3/library/functions.html#int], r3: int [https://docs.python.org/3/library/functions.html#int])

	Private part of the PengBaoCommitment.


	
MSGSPACE: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	




	
generate_response(s: int [https://docs.python.org/3/library/functions.html#int], t: int [https://docs.python.org/3/library/functions.html#int]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Given s and t and our private information, generate the appropriate response.

The calling function should make sure s and t are large integers (at least larger than 0).


	Parameters:

	
	s (int [https://docs.python.org/3/library/functions.html#int]) – the challenge value s


	t (int [https://docs.python.org/3/library/functions.html#int]) – the challenge value t






	Returns:

	the challenge response



	Return type:

	int [https://docs.python.org/3/library/functions.html#int]










	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert this commitment to bytes.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][PengBaoCommitmentPrivate, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Convert bytes to a commitment.






	
encode(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize and encode using a given public key.






	
classmethod decode(SK: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → PengBaoCommitmentPrivate

	Decode an encoded PengBaoCommitmentPrivate using a secret key.










	
class latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoPublicData(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, bitspace: int [https://docs.python.org/3/library/functions.html#int], commitment: PengBaoCommitment, el: latest.ipv8.attestation.wallet.pengbaorange.boudot.EL, sqr1: latest.ipv8.attestation.wallet.pengbaorange.boudot.SQR, sqr2: latest.ipv8.attestation.wallet.pengbaorange.boudot.SQR)

	Public data required to verify a Peng Bao proof.


	
check(a: int [https://docs.python.org/3/library/functions.html#int], b: int [https://docs.python.org/3/library/functions.html#int], s: int [https://docs.python.org/3/library/functions.html#int], t: int [https://docs.python.org/3/library/functions.html#int], x: int [https://docs.python.org/3/library/functions.html#int], y: int [https://docs.python.org/3/library/functions.html#int], u: int [https://docs.python.org/3/library/functions.html#int], v: int [https://docs.python.org/3/library/functions.html#int]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check whether the given range is correct.






	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize this Attestation to a string.


	Returns:

	the serialized form of this attestation



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][PengBaoPublicData, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Given a string, create an Attestation object.


	Parameters:

	s (str [https://docs.python.org/3/library/stdtypes.html#str]) – the string to unserialize



	Returns:

	the attestation object



	Return type:

	PengBaoPublicData














	
class latest.ipv8.attestation.wallet.pengbaorange.structs.PengBaoAttestation(publicdata: PengBaoPublicData, privatedata: PengBaoCommitmentPrivate | None [https://docs.python.org/3/library/constants.html#None], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.attestation.identity_formats.Attestation

An attestation for a Peng Bao range proof.


	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize this Attestation to a string.


	Returns:

	the serialized form of this attestation



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
serialize_private(PK: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize this Attestation to a string, include shared secrets (not to be published!).


	Parameters:

	PK – the public key to encode for



	Returns:

	the serialized form of this attestation



	Return type:

	str [https://docs.python.org/3/library/stdtypes.html#str]










	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → PengBaoAttestation

	Given a string, create an Attestation object.


	Parameters:

	
	s (str [https://docs.python.org/3/library/stdtypes.html#str]) – the string to unserialize


	id_format (str [https://docs.python.org/3/library/stdtypes.html#str]) – the identity format






	Returns:

	the attestation object



	Return type:

	Attestation










	
classmethod unserialize_private(SK: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_format: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → PengBaoAttestation

	Given a string, create an Attestation object.
The input contains shared secrets not to be published.


	Parameters:

	
	SK – the secret key to decode with


	s (str [https://docs.python.org/3/library/stdtypes.html#str]) – the string to unserialize


	id_format (str [https://docs.python.org/3/library/stdtypes.html#str]) – the identity format






	Returns:

	the attestation object



	Return type:

	Attestation
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latest.ipv8.attestation.wallet.primitives


Submodules



	latest.ipv8.attestation.wallet.primitives.attestation

	latest.ipv8.attestation.wallet.primitives.boneh

	latest.ipv8.attestation.wallet.primitives.cryptography_wrapper

	latest.ipv8.attestation.wallet.primitives.ec

	latest.ipv8.attestation.wallet.primitives.structs

	latest.ipv8.attestation.wallet.primitives.value
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latest.ipv8.attestation.wallet.primitives.attestation


Module Contents


Functions



	to_ascii(→ bytes)

	Convert any string type to bytes.



	sha512_as_int(→ int)

	Convert a SHA512 hash to an integer.



	sha256_as_int(→ int)

	Convert a SHA256 hash to an integer.



	sha256_4_as_int(→ int)

	Convert a SHA256 4 byte hash to an integer.







	
latest.ipv8.attestation.wallet.primitives.attestation.to_ascii(value: str [https://docs.python.org/3/library/stdtypes.html#str] | bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert any string type to bytes.






	
latest.ipv8.attestation.wallet.primitives.attestation.sha512_as_int(value: str [https://docs.python.org/3/library/stdtypes.html#str] | bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	Convert a SHA512 hash to an integer.






	
latest.ipv8.attestation.wallet.primitives.attestation.sha256_as_int(value: str [https://docs.python.org/3/library/stdtypes.html#str] | bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	Convert a SHA256 hash to an integer.






	
latest.ipv8.attestation.wallet.primitives.attestation.sha256_4_as_int(value: str [https://docs.python.org/3/library/stdtypes.html#str] | bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	Convert a SHA256 4 byte hash to an integer.
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latest.ipv8.attestation.wallet.primitives.boneh

Implementation of the Boneh 2-DNF scheme (“Evaluating 2-DNF Formulas on Ciphertexts” by Boneh et al.).


Module Contents


Functions



	generate_prime(→ int)

	Generate p = l * n - 1 such that:



	bilinear_group(...)

	Generate a bilinear group for two generators.



	get_random_exponentiation(...)

	Create a random exponentiation of p in message space n.



	get_random_base(→ tuple[int, int])

	Create a generator for the EC.



	is_good_wp(→ bool)

	A good pairing is not 0 and has order n.



	get_good_wp(→ tuple[int, ...)

	Instead of inspecting torsion points and checking for co-primality:



	generate_primes(→ tuple[int, int])

	Generate some primes. Key size in bits.



	generate_keypair(...)

	Generate a keypair for a certain prime bit space.



	encode(...)

	Encode a message m given a public key.



	decode(→ int | None)

	Decode a ciphertext c given a private key and the possible source messages.







	
latest.ipv8.attestation.wallet.primitives.boneh.generate_prime(n: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	
	Generate p = l * n - 1 such that:
	
	p is “prime”


	p mod 3 = 2


	l is an as small as possible positive integer.













	
latest.ipv8.attestation.wallet.primitives.boneh.bilinear_group(n: int [https://docs.python.org/3/library/functions.html#int], p: int [https://docs.python.org/3/library/functions.html#int], g1x: int [https://docs.python.org/3/library/functions.html#int], g1y: int [https://docs.python.org/3/library/functions.html#int], g2x: int [https://docs.python.org/3/library/functions.html#int], g2y: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.primitives.value.FP2Value

	Generate a bilinear group for two generators.






	
latest.ipv8.attestation.wallet.primitives.boneh.get_random_exponentiation(p: latest.ipv8.attestation.wallet.primitives.value.FP2Value, n: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.primitives.value.FP2Value

	Create a random exponentiation of p in message space n.






	
latest.ipv8.attestation.wallet.primitives.boneh.get_random_base(n: int [https://docs.python.org/3/library/functions.html#int]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Create a generator for the EC.






	
latest.ipv8.attestation.wallet.primitives.boneh.is_good_wp(n: int [https://docs.python.org/3/library/functions.html#int], wp: latest.ipv8.attestation.wallet.primitives.value.FP2Value) → bool [https://docs.python.org/3/library/functions.html#bool]

	A good pairing is not 0 and has order n.






	
latest.ipv8.attestation.wallet.primitives.boneh.get_good_wp(n: int [https://docs.python.org/3/library/functions.html#int], p: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], latest.ipv8.attestation.wallet.primitives.value.FP2Value]

	Instead of inspecting torsion points and checking for co-primality:
just brute force generate pairings until we get a good one.


	Returns:

	modulus, weilparing.










	
latest.ipv8.attestation.wallet.primitives.boneh.generate_primes(key_size: int [https://docs.python.org/3/library/functions.html#int] = 128) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Generate some primes. Key size in bits.






	
latest.ipv8.attestation.wallet.primitives.boneh.generate_keypair(key_size: int [https://docs.python.org/3/library/functions.html#int] = 32) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey]

	Generate a keypair for a certain prime bit space.






	
latest.ipv8.attestation.wallet.primitives.boneh.encode(pubkey: latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey, m: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.wallet.primitives.value.FP2Value

	Encode a message m given a public key.






	
latest.ipv8.attestation.wallet.primitives.boneh.decode(privkey: latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey, msgspace: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]], c: latest.ipv8.attestation.wallet.primitives.value.FP2Value) → int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]

	Decode a ciphertext c given a private key and the possible source messages.










            

          

      

      

    

  

  
    
    

    latest.ipv8.attestation.wallet.primitives.cryptography_wrapper
    

    

    
 
  

    
      
          
            
  
latest.ipv8.attestation.wallet.primitives.cryptography_wrapper


Module Contents


Functions



	generate_safe_prime() → int)

	Generate a 'safe' prime p ((p-1)/2 is also prime).



	is_prime() → bool)

	Check a number for primality.







	
latest.ipv8.attestation.wallet.primitives.cryptography_wrapper.generate_safe_prime(bit_length: int [https://docs.python.org/3/library/functions.html#int], backend: cryptography.hazmat.backends.openssl.backend.Backend = default_backend()) → int [https://docs.python.org/3/library/functions.html#int]

	Generate a ‘safe’ prime p ((p-1)/2 is also prime).


	Parameters:

	
	bit_length (int [https://docs.python.org/3/library/functions.html#int]) – the length of the generated prime in bits


	backend (Backend) – the cryptography backend to use






	Returns:

	the generated prime



	Return type:

	int [https://docs.python.org/3/library/functions.html#int]










	
latest.ipv8.attestation.wallet.primitives.cryptography_wrapper.is_prime(number: int [https://docs.python.org/3/library/functions.html#int], backend: cryptography.hazmat.backends.openssl.backend.Backend = default_backend()) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check a number for primality.


	Parameters:

	
	number (int [https://docs.python.org/3/library/functions.html#int]) – the number to check for primality


	backend (Backend) – the cryptography backend to use






	Returns:

	True is the n is expected to be prime, False otherwise



	Return type:

	bool [https://docs.python.org/3/library/functions.html#bool]
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latest.ipv8.attestation.wallet.primitives.ec

Ported from “The Weil Pairing on Elliptic Curves and Its Cryptographic Applications” - Appendix D by Alex Edward Aftuk.


Module Contents


Functions



	esum(...)

	Perform Elliptic Curve addition of points P and Q over Fp^2.



	H(...)

	Perform the h_{T,T} function for the Miller calculation with divisors P and Q for coordinate (x,y).



	millercalc(...)

	Perform the Miller calculation for message M point P and coordinates given by R.



	weilpairing(...)

	Create a Weil pairing for message m, points P and Q and DH secret S.







	
latest.ipv8.attestation.wallet.primitives.ec.esum(mod: int [https://docs.python.org/3/library/functions.html#int], p: str [https://docs.python.org/3/library/stdtypes.html#str] | tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value], q: str [https://docs.python.org/3/library/stdtypes.html#str] | tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value]) → str [https://docs.python.org/3/library/stdtypes.html#str] | tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value]

	Perform Elliptic Curve addition of points P and Q over Fp^2.






	
latest.ipv8.attestation.wallet.primitives.ec.H(mod: int [https://docs.python.org/3/library/functions.html#int], p: str [https://docs.python.org/3/library/stdtypes.html#str] | tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value], q: str [https://docs.python.org/3/library/stdtypes.html#str] | tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value], x: latest.ipv8.attestation.wallet.primitives.value.FP2Value, y: latest.ipv8.attestation.wallet.primitives.value.FP2Value) → latest.ipv8.attestation.wallet.primitives.value.FP2Value

	Perform the h_{T,T} function for the Miller calculation with divisors P and Q for coordinate (x,y).






	
latest.ipv8.attestation.wallet.primitives.ec.millercalc(mod: int [https://docs.python.org/3/library/functions.html#int], M: int [https://docs.python.org/3/library/functions.html#int], p: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value], R: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value]) → latest.ipv8.attestation.wallet.primitives.value.FP2Value

	Perform the Miller calculation for message M point P and coordinates given by R.






	
latest.ipv8.attestation.wallet.primitives.ec.weilpairing(mod: int [https://docs.python.org/3/library/functions.html#int], m: int [https://docs.python.org/3/library/functions.html#int], P: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value], Q: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value], S: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.attestation.wallet.primitives.value.FP2Value, latest.ipv8.attestation.wallet.primitives.value.FP2Value]) → latest.ipv8.attestation.wallet.primitives.value.FP2Value

	Create a Weil pairing for message m, points P and Q and DH secret S.
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latest.ipv8.attestation.wallet.primitives.structs


Module Contents


Classes



	BonehPublicKey

	A public key for Boneh et al.'s cryptosystem.



	BonehPrivateKey

	A private key for Boneh et al.'s cryptosystem.








Functions



	ipack(→ bytes)

	Serialize an integer.



	iunpack(→ tuple[int, bytes])

	Unserialize an integer from a str.



	pack_pair(→ bytes)

	Serialize a pair of two integers.



	unpack_pair(→ tuple[int, int, bytes])

	Unserialize a pair of two integers.







	
latest.ipv8.attestation.wallet.primitives.structs.ipack(num: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize an integer.






	
latest.ipv8.attestation.wallet.primitives.structs.iunpack(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Unserialize an integer from a str.






	
latest.ipv8.attestation.wallet.primitives.structs.pack_pair(a: int [https://docs.python.org/3/library/functions.html#int], b: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize a pair of two integers.






	
latest.ipv8.attestation.wallet.primitives.structs.unpack_pair(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Unserialize a pair of two integers.






	
class latest.ipv8.attestation.wallet.primitives.structs.BonehPublicKey(p: int [https://docs.python.org/3/library/functions.html#int], g: latest.ipv8.attestation.wallet.primitives.value.FP2Value, h: latest.ipv8.attestation.wallet.primitives.value.FP2Value)

	A public key for Boneh et al.’s cryptosystem.


	
FIELDS = 5

	




	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert this key to a bytes instance.






	
classmethod unserialize(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → typing_extensions.Self | None [https://docs.python.org/3/library/constants.html#None]

	Convert the given bytes to a BonehPublicKey.










	
class latest.ipv8.attestation.wallet.primitives.structs.BonehPrivateKey(p: int [https://docs.python.org/3/library/functions.html#int], g: latest.ipv8.attestation.wallet.primitives.value.FP2Value, h: latest.ipv8.attestation.wallet.primitives.value.FP2Value, n: int [https://docs.python.org/3/library/functions.html#int], t1: int [https://docs.python.org/3/library/functions.html#int])

	Bases: BonehPublicKey

A private key for Boneh et al.’s cryptosystem.


	
FIELDS = 7

	




	
serialize() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Add the private n and t1 values to the binary format.






	
public_key() → BonehPublicKey

	Strip out the private information.
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latest.ipv8.attestation.wallet.primitives.value


Module Contents


Classes



	FP2Value

	Defines a rational value (a + bx + cx^2)/(aC + bCx + cCx^2)(mod 1 + x + x^2, mod p).








Functions



	format_polynomial(→ str)

	Formats a polynomial cx^2 + bx + a into non-zero/non-one form.







	
latest.ipv8.attestation.wallet.primitives.value.format_polynomial(a: int [https://docs.python.org/3/library/functions.html#int], b: int [https://docs.python.org/3/library/functions.html#int], c: int [https://docs.python.org/3/library/functions.html#int]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Formats a polynomial cx^2 + bx + a into non-zero/non-one form.

Ex. ‘0x^2 + 1x + 2’ becomes ‘x + 2’


	Parameters:

	
	a – x^0 coefficient


	b – x^1 coefficient


	c – x^2 coefficient






	Returns:

	pretty format of polynomial










	
class latest.ipv8.attestation.wallet.primitives.value.FP2Value(mod: int [https://docs.python.org/3/library/functions.html#int], a: int [https://docs.python.org/3/library/functions.html#int] = 0, b: int [https://docs.python.org/3/library/functions.html#int] = 0, c: int [https://docs.python.org/3/library/functions.html#int] = 0, aC: int [https://docs.python.org/3/library/functions.html#int] = 1, bC: int [https://docs.python.org/3/library/functions.html#int] = 0, cC: int [https://docs.python.org/3/library/functions.html#int] = 0)

	Defines a rational value (a + bx + cx^2)/(aC + bCx + cCx^2)(mod 1 + x + x^2, mod p).


	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Format this value as a string.






	
__add__(other: FP2Value) → FP2Value

	Add this value to another value and return a new FP2Value.






	
__sub__(other: FP2Value) → FP2Value

	Subtract another value from this value and return a new FP2Value.






	
__mul__(other: FP2Value) → FP2Value

	Multiply this value with another value and return a new FP2Value.






	
__floordiv__(other: FP2Value) → FP2Value

	Divide this value by another value and return a new FP2Value.






	
__eq__(other: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check equality with another value.






	
__hash__() → int [https://docs.python.org/3/library/functions.html#int]

	Equality is not trivial. We hash everything to 0 for the full equality check.






	
intpow(power: int [https://docs.python.org/3/library/functions.html#int]) → FP2Value

	Raise this value by a given power (int).


	Parameters:

	power (int [https://docs.python.org/3/library/functions.html#int]) – the power to raise this value by










	
normalize() → FP2Value

	Normalize to aC = 1: this is the best human-readable form.


	Ex. ‘20/4’ becomes ‘5’
	‘4 + 4x/2 + 2x’ becomes ‘2 + 2x/1 + x’










	
inverse() → FP2Value

	Return the inverse of this value.






	
wp_nominator() → FP2Value

	Return the ‘1’ and ‘x’ coefficients as a new value.






	
wp_denom_inverse() → FP2Value

	Return the ‘1^-1’ and ‘x^-1’ coefficients modular inverse.






	
wp_compress() → FP2Value

	Compress this FP2 value into an FP2Value only containing a and b values.

This is an expensive operation.
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latest.ipv8.bootstrapping


Subpackages



	latest.ipv8.bootstrapping.dispersy
	latest.ipv8.bootstrapping.dispersy.bootstrapper





	latest.ipv8.bootstrapping.udpbroadcast
	latest.ipv8.bootstrapping.udpbroadcast.bootstrapper











Submodules



	latest.ipv8.bootstrapping.bootstrapper_interface
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latest.ipv8.bootstrapping.bootstrapper_interface


Module Contents


Classes



	Bootstrapper

	A script to connect to external bootstrapping resources, using external hardware.







	
class latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

A script to connect to external bootstrapping resources, using external hardware.


	When not to crash:
	
	Loading this module file when missing dependencies.


	Initializing a subclass when the service is unavailable (return False).


	Failing to retrieve peers for a service (return an empty iterable, e.g. []).






	When to crash:
	
	Initializing this module subclass when missing dependencies.









	
abstract initialize(overlay: latest.ipv8.types.Community) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future] | Coroutine

	Start connecting to this bootstrapping service. Don’t perform any network traffic in __init__!

You are encourages to implement this method as non-async to have faster bootstrapper inclusion.


	Parameters:

	overlay – the network overlay to initialize for.



	Returns:

	whether the initialization was successful.










	
abstract async get_addresses(overlay: latest.ipv8.types.Community, timeout: float [https://docs.python.org/3/library/functions.html#float]) → Iterable[latest.ipv8.types.Address]

	Return some IPv8 addresses (if available) from this bootstrapping service.
These addresses should be walkable (not blocked by a NAT or firewall).


	Parameters:

	
	overlay – the network overlay to get peers for.


	timeout – the maximum time we wish to wait until we get any result (i.e. an empty list).






	Returns:

	the addresses for the given service_id.










	
abstract keep_alive(overlay: latest.ipv8.types.Community) → None [https://docs.python.org/3/library/constants.html#None]

	Periodically called to keep this bootstrap connection alive.


	Parameters:

	overlay – the network overlay to keep alive.










	
abstract blacklist() → Iterable[latest.ipv8.types.Address]

	Returns the blacklisted addresses for this Bootstrapper.






	
abstract unload() → None [https://docs.python.org/3/library/constants.html#None]

	Stop and unload all the resources used by this Bootstrapper.
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latest.ipv8.bootstrapping.dispersy


Submodules



	latest.ipv8.bootstrapping.dispersy.bootstrapper
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latest.ipv8.bootstrapping.dispersy.bootstrapper


Module Contents


Classes



	DispersyBootstrapper

	Bootstrapper that uses the Dispersy protocol to find initial peers.







	
class latest.ipv8.bootstrapping.dispersy.bootstrapper.DispersyBootstrapper(ip_addresses: Iterable[latest.ipv8.types.Address], dns_addresses: Iterable[latest.ipv8.types.Address], bootstrap_timeout: float [https://docs.python.org/3/library/functions.html#float] = 30.0)

	Bases: latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper

Bootstrapper that uses the Dispersy protocol to find initial peers.


	
async resolve_dns_bootstrap_addresses() → None [https://docs.python.org/3/library/constants.html#None]

	Resolve the bootstrap server DNS names defined in dns_addresses and insert them into ip_addresses.






	
async initialize(overlay: latest.ipv8.community.Community) → bool [https://docs.python.org/3/library/functions.html#bool]

	Initialize this bootstrapper for the given Community, settings its blacklist.






	
async get_addresses(overlay: latest.ipv8.community.Community, timeout: float [https://docs.python.org/3/library/functions.html#float]) → Iterable[latest.ipv8.types.Address]

	Attempt to find new addresses for the given overlay.

We never have pending addresses and this function always returns an empty list.






	
keep_alive(overlay: latest.ipv8.community.Community) → None [https://docs.python.org/3/library/constants.html#None]

	Keep at least one connection to any bootstrap server open. This avoids network splits/partitioning.






	
blacklist() → Iterable[latest.ipv8.types.Address]

	Overlays should not consider bootstrap nodes to be normal peers.






	
unload() → None [https://docs.python.org/3/library/constants.html#None]

	Unload this bootstrapper.
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latest.ipv8.bootstrapping.udpbroadcast


Submodules



	latest.ipv8.bootstrapping.udpbroadcast.bootstrapper
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latest.ipv8.bootstrapping.udpbroadcast.bootstrapper


Module Contents


Classes



	BroadcastBootstrapEndpoint

	Endpoint that opens a broadcast socket.



	UDPBroadcastBootstrapper

	Bootstrapper that finds peers by iterating over ALL 65k ports of the local broadcast address.








Attributes



	PROTOCOL_VERSION

	



	MAGIC

	



	HDR_ANNOUNCE

	







	
latest.ipv8.bootstrapping.udpbroadcast.bootstrapper.PROTOCOL_VERSION = b'\x00\x00'

	




	
latest.ipv8.bootstrapping.udpbroadcast.bootstrapper.MAGIC = b'IPv8'

	




	
latest.ipv8.bootstrapping.udpbroadcast.bootstrapper.HDR_ANNOUNCE

	




	
class latest.ipv8.bootstrapping.udpbroadcast.bootstrapper.BroadcastBootstrapEndpoint(overlay: latest.ipv8.types.Community)

	Bases: asyncio.DatagramProtocol [https://docs.python.org/3/library/asyncio-protocol.html#asyncio.DatagramProtocol]

Endpoint that opens a broadcast socket.


	
async open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Open the broadcast socket.






	
send(socket_address: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Attempt to send data to the given socket address and silently fail.






	
datagram_received(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], addr: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	We received data on our broadcast socket.

Note that we do not use the broadcast socket but the overlay socket to send a reply.






	
close() → None [https://docs.python.org/3/library/constants.html#None]

	Close this endpoint.










	
class latest.ipv8.bootstrapping.udpbroadcast.bootstrapper.UDPBroadcastBootstrapper(bootstrap_timeout: float [https://docs.python.org/3/library/functions.html#float] = 30.0)

	Bases: latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper

Bootstrapper that finds peers by iterating over ALL 65k ports of the local broadcast address.


	
async initialize(overlay: latest.ipv8.types.Community) → bool [https://docs.python.org/3/library/functions.html#bool]

	Initialize this bootstrapper for the given overlay.






	
beacon(service_prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Try to find a listener (fire and forget).






	
async get_addresses(overlay: latest.ipv8.types.Community, timeout: float [https://docs.python.org/3/library/functions.html#float]) → Iterable[latest.ipv8.types.Address]

	Attempt to find addresses. This method will never return addresses immediately.






	
keep_alive(overlay: latest.ipv8.types.Community) → None [https://docs.python.org/3/library/constants.html#None]

	Send a “keep alive” message.






	
blacklist() → Iterable[latest.ipv8.types.Address]

	Get the blacklisted addresses.






	
unload() → None [https://docs.python.org/3/library/constants.html#None]

	Stop this bootstrapper.
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latest.ipv8.community

the community module provides the Community base class that should be used when a new Community is
implemented.  It provides a simplified interface between the Dispersy instance and a running
Community instance.

@author: Boudewijn Schoon
@organization: Technical University Delft
@contact: dispersy@frayja.com


Module Contents


Classes



	CommunitySettings

	Community settings, extensible for Community subclasses.



	Community

	Base class for overlay functionality with a rich set of defaults.








Attributes



	_UNUSED_FLAGS_REQ

	



	_UNUSED_FLAGS_RESP

	



	DEFAULT_MAX_PEERS

	







	
latest.ipv8.community._UNUSED_FLAGS_REQ

	




	
latest.ipv8.community._UNUSED_FLAGS_RESP

	




	
latest.ipv8.community.DEFAULT_MAX_PEERS = 30

	




	
class latest.ipv8.community.CommunitySettings

	Bases: latest.ipv8.overlay.Settings

Community settings, extensible for Community subclasses.


	
max_peers: int [https://docs.python.org/3/library/functions.html#int]

	The number of peers we will grow to before we start rejecting new connections.






	
anonymize: bool [https://docs.python.org/3/library/functions.html#bool] = False

	Request use of a TunnelEndpoint to anonymize all our traffic.










	
class latest.ipv8.community.Community(settings: CommunitySettings)

	Bases: latest.ipv8.lazy_community.EZPackOverlay

Base class for overlay functionality with a rich set of defaults.

Inherit from this class if you want IPv8 to handle peer introduction logic for you.


	
version = b'\x02'

	




	
community_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
settings_class

	




	
get_prefix() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get the prefix for all data that is to be routed to this Community.

Note that this can be shared with other communities. This is used, for example, for statistics tracking.






	
async unload() → None [https://docs.python.org/3/library/constants.html#None]

	Perform a clean exit of this Community.

Clean shutdown consists of three steps:
- First, unload the bootstrappers.
- Second, stop listening on the endpoint.
- Last, disallow new tasks from being registered.






	
add_message_handler(msg_num: int [https://docs.python.org/3/library/functions.html#int] | type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Payload], callback: latest.ipv8.types.MessageHandlerFunction) → None [https://docs.python.org/3/library/constants.html#None]

	Add a handler for a message identifier. Any messages coming in with this identifier will be delivered to
the specified callback function.


	Parameters:

	
	msg_num – the message id to listen for (or a Payload object with a msg_id field)


	callback – the callback function for this message id













	
on_deprecated_message(source_address: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we receive a known-to-be-deprecated message.






	
bootstrap() → None [https://docs.python.org/3/library/constants.html#None]

	Contact the bootstrappers for new peers, initialize the bootstrappers if necessary.






	
async _bootstrap(bootstrapper: latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper) → None [https://docs.python.org/3/library/constants.html#None]

	Contact a single bootstrapper for new peers and initialize if necessary.






	
ensure_blacklisted(address: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Add an address to the blacklist, if it is not already there.






	
guess_address(interface: str [https://docs.python.org/3/library/stdtypes.html#str]) → latest.ipv8.types.Address | None [https://docs.python.org/3/library/constants.html#None]

	GUESS our own address.

There is no way to be sure this address is “correct”. There may not even BE a consistent address that other
peers can contact us by.






	
my_preferred_address() → latest.ipv8.types.Address

	Get our own preferred address or ("0.0.0.0", 0) if we don’t know of any of our own addresses.






	
create_introduction_request(socket_address: latest.ipv8.types.Address, extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'', new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False, prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a new introduction request message, without sending it.


	Parameters:

	
	socket_address – The address to send to.


	extra_bytes – The extra bytes to piggyback onto this message.


	new_style – Whether we support “new style” (non-IPv4) introduction requests.


	prefix – Send to a different community id (EXPERT USE ONLY).













	
create_introduction_response(lan_socket_address: latest.ipv8.types.Address, socket_address: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int], introduction: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None, extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'', prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a new introduction response message, without sending it.


	Parameters:

	
	lan_socket_address – What the request sender thinks our address is.


	socket_address – The request sender’s address.


	identifier – The introduction request identifier that we are responding to.


	introduction – Introduce the request sender to this given peer.


	extra_bytes – The extra bytes to piggyback onto this message.


	prefix – Send to a different community id (EXPERT USE ONLY).


	new_style – Whether we support “new style” (non-IPv4) introduction requests.













	
create_puncture(lan_walker: latest.ipv8.types.Address, wan_walker: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int], new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a puncture message for the given LAN/WAN address.


	Parameters:

	
	lan_walker – The LAN address to puncture.


	wan_walker – The WAN address to puncture.


	identifier – The PunctureRequest identifier we are responding to.


	new_style – Whether we support “new style” (non-IPv4) introduction requests.













	
create_puncture_request(lan_walker: latest.ipv8.types.Address, wan_walker: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int], prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a request for another peer to puncture a given LAN/WAN address pair.


	Parameters:

	
	lan_walker – The LAN address to request puncturing for.


	wan_walker – The WAN address to request puncturing for.


	identifier – The identifier to use for this message.


	prefix – Send to a different community id (EXPERT USE ONLY).


	new_style – Whether we support “new style” (non-IPv4) introduction requests.













	
introduction_request_callback(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionRequestPayload | latest.ipv8.messaging.payload.NewIntroductionRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Callback that gets called after an introduction-request has been processed.
If you want to some action to trigger upon receipt of an introduction-request,
this would be the place to do so.

:param peer the peer that sent us an introduction-request
:param dist the GlobalTimeDistributionPayload
:param payload the IntroductionRequestPayload






	
introduction_response_callback(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionResponsePayload | latest.ipv8.messaging.payload.NewIntroductionResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Callback that gets called after an introduction-response has been processed.
If you want to some action to trigger upon receipt of an introduction-response,
this would be the place to do so.

:param peer the peer that sent us an introduction-response
:param dist the GlobalTimeDistributionPayload
:param payload the IntroductionResponsePayload






	
on_old_introduction_request(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionRequestPayload | latest.ipv8.messaging.payload.NewIntroductionRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Interception callback for when we receive an old IPv4-only introduction request.

Message handling is performed in on_introduction_request().






	
on_new_introduction_request(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.NewIntroductionRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Interception callback for when we receive a new (non-IPv4-only) introduction request.

Message handling is performed in on_introduction_request().






	
on_introduction_request(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionRequestPayload | latest.ipv8.messaging.payload.NewIntroductionRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Callback to handle introduction requests.

We don’t answer if we are at our peer capacity, triggering peer churn for the other peer. Otherwise,
we respond with an introduction response.






	
on_old_introduction_response(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Interception callback for when we receive an old IPv4-only introduction response.

Message handling is performed in on_introduction_response().






	
on_new_introduction_response(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.NewIntroductionResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Interception callback for when we receive a new (non-IPv4-only) introduction response.

Message handling is performed in on_introduction_response().






	
on_introduction_response(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionResponsePayload | latest.ipv8.messaging.payload.NewIntroductionResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Callback to handle introduction responses.






	
on_puncture(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.PuncturePayload) → None [https://docs.python.org/3/library/constants.html#None]

	When we receive a puncture, we do nothing.






	
on_new_puncture(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.NewPuncturePayload) → None [https://docs.python.org/3/library/constants.html#None]

	When we receive a new-style puncture, we do nothing.






	
on_old_puncture_request(source_address: latest.ipv8.types.Address, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.PunctureRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Interception callback for when we receive an old IPv4-only puncture request.

Message handling is performed in on_puncture_request().






	
on_new_puncture_request(source_address: latest.ipv8.types.Address, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.NewPunctureRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Interception callback for when we receive a new (non-IPv4-only) puncture request.

Message handling is performed in on_puncture_request().






	
on_puncture_request(source_address: latest.ipv8.types.Address, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.PunctureRequestPayload | latest.ipv8.messaging.payload.NewPunctureRequestPayload, new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → None [https://docs.python.org/3/library/constants.html#None]

	Callback to handle puncture requests.

We send a puncture to the requested address.






	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], warn_unknown: bool [https://docs.python.org/3/library/functions.html#bool] = True) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when the Endpoint has new data for us.


	Parameters:

	
	packet – The address, bytes tuple that was received.


	warn_unknown – Whether we should log incoming garbage data.













	
walk_to(address: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Attempt to walk directly to the given address.






	
send_introduction_request(peer: latest.ipv8.peer.Peer) → None [https://docs.python.org/3/library/constants.html#None]

	Send an introduction request to a specific peer.






	
get_new_introduction(from_peer: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Get a new introduction, or bootstrap if there are no available peers.






	
get_peer_for_introduction(exclude: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None, new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None]

	Return a random peer to send an introduction request to.






	
get_walkable_addresses() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Address]

	Get the addresses that we know of but have not been contacted to become a peer.






	
get_peers() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.peer.Peer]

	Get the peers that we are currently connected to (and we have received signed messages from).
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latest.ipv8.configuration


Module Contents


Classes



	Strategy

	ConfigBuilder enum to request default DiscoveryStrategies to be instantiated.



	WalkerDefinition

	ConfigBuilder directive to request a given strategy to run below a given peer count.



	Bootstrapper

	ConfigBuilder enum to request a community to use a given bootstrapping method.



	BootstrapperDefinition

	ConfigBuilder directive to specify how Bootstrapper instances should be instantiated.



	ConfigBuilder

	Factory class to create IPv8 configurations.








Functions



	get_default_configuration(→ dict[Any, Any])

	Get a COPY of the default configuration.








Attributes



	DISPERSY_BOOTSTRAPPER

	



	default_bootstrap_defs

	Shortcut for the most common ConfigBuilder default bootstrapper settings.







	
latest.ipv8.configuration.DISPERSY_BOOTSTRAPPER: dict [https://docs.python.org/3/library/stdtypes.html#dict][Any, Any]

	




	
latest.ipv8.configuration.get_default_configuration() → dict [https://docs.python.org/3/library/stdtypes.html#dict][Any, Any]

	Get a COPY of the default configuration.

You should always use this method instead of accesesing the global default directly.






	
class latest.ipv8.configuration.Strategy(*args, **kwds)

	Bases: enum.Enum [https://docs.python.org/3/library/enum.html#enum.Enum]

ConfigBuilder enum to request default DiscoveryStrategies to be instantiated.


	
RandomWalk = 'RandomWalk'

	




	
RandomChurn = 'RandomChurn'

	




	
PeriodicSimilarity = 'PeriodicSimilarity'

	




	
EdgeWalk = 'EdgeWalk'

	




	
PingChurn = 'PingChurn'

	




	
classmethod values() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Get the known default DiscoveryStrategy names.










	
class latest.ipv8.configuration.WalkerDefinition

	Bases: NamedTuple

ConfigBuilder directive to request a given strategy to run below a given peer count.

The strategy instance is created with the keyword arguments given in init.
If the peers are set to -1, the strategy will always be invoked, regardless of the number of peers.


	
strategy: Strategy

	




	
peers: int [https://docs.python.org/3/library/functions.html#int]

	




	
init: dict [https://docs.python.org/3/library/stdtypes.html#dict]

	








	
class latest.ipv8.configuration.Bootstrapper(*args, **kwds)

	Bases: enum.Enum [https://docs.python.org/3/library/enum.html#enum.Enum]

ConfigBuilder enum to request a community to use a given bootstrapping method.


	
DispersyBootstrapper = 'DispersyBootstrapper'

	




	
UDPBroadcastBootstrapper = 'UDPBroadcastBootstrapper'

	




	
classmethod values() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Get the known default Bootstrapper names.










	
class latest.ipv8.configuration.BootstrapperDefinition

	Bases: NamedTuple

ConfigBuilder directive to specify how Bootstrapper instances should be instantiated.

The bootstrapper instance is created with the keyword arguments given in init.


	
bootstrapper: Bootstrapper

	




	
init: dict [https://docs.python.org/3/library/stdtypes.html#dict]

	








	
latest.ipv8.configuration.default_bootstrap_defs

	Shortcut for the most common ConfigBuilder default bootstrapper settings.






	
class latest.ipv8.configuration.ConfigBuilder(clean: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Factory class to create IPv8 configurations.


	
finalize() → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Process the builder input and check for errors, this produces a configuration dictionary suitable for IPv8.

Essentially this only checks the config variable for errors, use that instead if you’re confident you never
make any errors.






	
clear_keys() → ConfigBuilder

	Remove all keys in the current configuration.






	
clear_overlays() → ConfigBuilder

	Remove all overlays in the current configuration.






	
set_address(address: str [https://docs.python.org/3/library/stdtypes.html#str], interface: str [https://docs.python.org/3/library/stdtypes.html#str] = 'UDPIPv4') → ConfigBuilder

	Set the address IPv8 is to try and bind to.


For IPv4 localhost only use 127.0.0.1

For IPv4 Internet communication use 0.0.0.0

For IPv6 localhost only use ::1

For IPv6 Internet communication use ::




	Parameters:

	
	address – the address to attempt to bind to.


	interface – the interface to use (currently “UDPIPv4” or “UDPIPv6”).













	
set_port(port: int [https://docs.python.org/3/library/functions.html#int], interface: str [https://docs.python.org/3/library/stdtypes.html#str] = 'UDPIPv4') → ConfigBuilder

	Set the port that IPv8 should TRY to bind to.
If your port is not available, IPv8 will try and find another one.


	Parameters:

	
	port – the port to attempt to bind to.


	interface – the interface to use (currently “UDPIPv4” or “UDPIPv6”).













	
set_log_level(log_level: str [https://docs.python.org/3/library/stdtypes.html#str]) → ConfigBuilder

	Set the log level for all of IPv8’s loggers.
Choose from ‘CRITICAL’, ‘ERROR’, ‘WARNING’, ‘INFO’, ‘DEBUG’ or ‘NOTSET’.






	
set_working_directory(folder_path: str [https://docs.python.org/3/library/stdtypes.html#str]) → ConfigBuilder

	Set the common working directory for overlays.

Individual settings may override this working directory, but it serves as the base working directory.






	
set_walker_interval(interval: float [https://docs.python.org/3/library/functions.html#float]) → ConfigBuilder

	Set the interval, in seconds, at which IPv8 schedules its strategies.

An interval of 3.14 would mean that each walker attempts to walk every 3.14 seconds.
Setting this interval too low will choke the event thread and decrease the QoS of IPv8 overlays.
Setting this interval too high will decrease the QoS of IPv8 overlays due to lack of content.






	
add_key(alias: str [https://docs.python.org/3/library/stdtypes.html#str], generation: str [https://docs.python.org/3/library/stdtypes.html#str], file_path: str [https://docs.python.org/3/library/stdtypes.html#str]) → ConfigBuilder

	Add a key by alias and mode of generation, to be stored at a certain file path.

If a key already exists at the given file path, that will be loaded instead of generating a new key.






	
add_key_from_bin(alias: str [https://docs.python.org/3/library/stdtypes.html#str], key_bin_b64: str [https://docs.python.org/3/library/stdtypes.html#str], file_path: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → ConfigBuilder

	Add a key by alias and  its raw key material, possibly stored at a certain file path.

If a key already exists at the given file path, that will be loaded instead of the given key material.


	Parameters:

	
	alias – the alias used to reference this key


	key_bin_b64 – the base64 encoded private key material


	file_path – the optional file path to save the key to













	
add_ephemeral_key(alias: str [https://docs.python.org/3/library/stdtypes.html#str]) → ConfigBuilder

	Add an ephemeral key, which is only stored in memory (i.e., not associated with a file).


	Parameters:

	alias – the alias used to reference this key










	
add_overlay(overlay_class: str [https://docs.python.org/3/library/stdtypes.html#str], key_alias: str [https://docs.python.org/3/library/stdtypes.html#str], walkers: list [https://docs.python.org/3/library/stdtypes.html#list][WalkerDefinition], bootstrappers: list [https://docs.python.org/3/library/stdtypes.html#list][BootstrapperDefinition], initialize: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], Any], on_start: list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]], allow_duplicate: bool [https://docs.python.org/3/library/functions.html#bool] = False) → ConfigBuilder

	Add an overlay by its class name. You can choose from the default communities or register your own (see IPv8’s
extra_communities for the latter). Whatever key alias you choose for this overlay should be registered
through add_key.

The default communities include:



	‘AttestationCommunity’


	‘DiscoveryCommunity’


	‘HiddenTunnelCommunity’


	‘IdentityCommunity’


	‘TunnelCommunity’


	‘DHTDiscoveryCommunity’







The initialize argument is a key-value mapping passed to the constructor (__init__) of the overlay.

The on_start contains a list of tuples that specify the method to call on the overlay when IPv8 has initialized,
coupled to the positional arguments to pass to the method, for example to call some_method(1, 2):


[(“some_method”, 1, 2)]




Lastly, IPv8 is capable of loading two distinct instances of the same overlay class. Set allow_duplicate
to explicitly allow this (usually this is programmer error).
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latest.ipv8.database

This module provides basic database functionalty and simple version control.

@author: Boudewijn Schoon
@organization: Technical University Delft
@contact: dispersy@frayja.com


Module Contents


Classes



	Database

	Wrapper for SQLite 3 calls.








Functions



	db_call(→ Callable[Ellipsis, Any | None])

	Wait for the database lock before calling a function and return None if the cursor could not be acquired.



	_thread_safe_result_it(→ Iterator[DB_TYPES])

	








Attributes



	DB_TYPES

	



	db_locks

	







	
latest.ipv8.database.DB_TYPES

	




	
latest.ipv8.database.db_locks: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], threading.RLock [https://docs.python.org/3/library/threading.html#threading.RLock]]

	




	
latest.ipv8.database.db_call(f: Callable[Ellipsis, Any]) → Callable[Ellipsis, Any | None [https://docs.python.org/3/library/constants.html#None]]

	Wait for the database lock before calling a function and return None if the cursor could not be acquired.






	
latest.ipv8.database._thread_safe_result_it(result: sqlite3.Cursor [https://docs.python.org/3/library/sqlite3.html#sqlite3.Cursor], fetch_all: bool [https://docs.python.org/3/library/functions.html#bool] = True) → Iterator[DB_TYPES]

	




	
exception latest.ipv8.database.IgnoreCommits

	Bases: Exception [https://docs.python.org/3/library/exceptions.html#Exception]

Ignore all commits made within the body of a ‘with database:’ clause.


	with database:
	# all commit statements are delayed until the database.__exit__
database.commit()
database.commit()
# raising IgnoreCommits causes all commits to be ignored
raise IgnoreCommits()










	
exception latest.ipv8.database.DatabaseException

	Bases: RuntimeError [https://docs.python.org/3/library/exceptions.html#RuntimeError]

Exception for database integrity violations.






	
class latest.ipv8.database.Database(file_path: str [https://docs.python.org/3/library/stdtypes.html#str])

	Wrapper for SQLite 3 calls.


	
property database_version: int [https://docs.python.org/3/library/functions.html#int]

	The current (expected) version of the database.






	
property file_path: str [https://docs.python.org/3/library/stdtypes.html#str]

	The database filename including path.






	
_assert(condition: bool [https://docs.python.org/3/library/functions.html#bool], message: str [https://docs.python.org/3/library/stdtypes.html#str] = '') → None [https://docs.python.org/3/library/constants.html#None]

	Check if condition is True, or raise a DatabaseException with a message.






	
open(initial_statements: bool [https://docs.python.org/3/library/functions.html#bool] = True, prepare_visioning: bool [https://docs.python.org/3/library/functions.html#bool] = True) → bool [https://docs.python.org/3/library/functions.html#bool]

	Open a connection to the underlying database file.






	
close(commit: bool [https://docs.python.org/3/library/functions.html#bool] = True) → bool [https://docs.python.org/3/library/functions.html#bool]

	Close the connection to the database.






	
_connect() → None [https://docs.python.org/3/library/constants.html#None]

	




	
_initial_statements() → None [https://docs.python.org/3/library/constants.html#None]

	




	
_prepare_version() → None [https://docs.python.org/3/library/constants.html#None]

	




	
__enter__() → typing_extensions.Self

	Enters a no-commit state.  The commit will be performed by __exit__.

@return: The method self.execute






	
__exit__(exc_type: type [https://docs.python.org/3/library/functions.html#type][BaseException [https://docs.python.org/3/library/exceptions.html#BaseException]] | None [https://docs.python.org/3/library/constants.html#None], exc_value: BaseException [https://docs.python.org/3/library/exceptions.html#BaseException] | None [https://docs.python.org/3/library/constants.html#None], traceback: types.TracebackType [https://docs.python.org/3/library/types.html#types.TracebackType] | None [https://docs.python.org/3/library/constants.html#None]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Leaves a no-commit state.  A commit will be performed if Database.commit() was called while
in the no-commit state.






	
execute(statement: str [https://docs.python.org/3/library/stdtypes.html#str], bindings: _typeshed.SupportsLenAndGetItem | Mapping[str [https://docs.python.org/3/library/stdtypes.html#str], Any] = (), get_lastrowid: bool [https://docs.python.org/3/library/functions.html#bool] = False, fetch_all: bool [https://docs.python.org/3/library/functions.html#bool] = True) → int [https://docs.python.org/3/library/functions.html#int] | Iterator[DB_TYPES] | Iterator[list [https://docs.python.org/3/library/stdtypes.html#list][DB_TYPES]] | None [https://docs.python.org/3/library/constants.html#None]

	Execute one SQL statement.

A SQL query must be presented in unicode format.  This is to ensure that no unicode
exeptions occur when the bindings are merged into the statement.

Furthermore, the bindings may not contain any strings either.  For a ‘string’ the unicode
type must be used.  For a binary string the buffer(…) type must be used.

The SQL query may contain placeholder entries defined with a ‘?’.  Each of these
placeholders will be used to store one value from bindings.  The placeholders are filled by
sqlite and all proper escaping is done, making this the preferred way of adding variables to
the SQL query.

@param statement: the SQL statement that is to be executed.
@type statement: unicode

@param bindings: the values that must be set to the placeholders in statement.
@type bindings: list, tuple, dict, or set

@returns: unknown
@raise sqlite.Error: unknown






	
executescript(statements: str [https://docs.python.org/3/library/stdtypes.html#str], fetch_all: bool [https://docs.python.org/3/library/functions.html#bool] = True) → Iterator[DB_TYPES]

	Execute multiple SQL statements at once.






	
executemany(statement: str [https://docs.python.org/3/library/stdtypes.html#str], sequenceofbindings: Iterable[_typeshed.SupportsLenAndGetItem | Mapping[str [https://docs.python.org/3/library/stdtypes.html#str], Any]], fetch_all: bool [https://docs.python.org/3/library/functions.html#bool] = True) → Iterator[DB_TYPES]

	Execute one SQL statement several times.

All SQL queries must be presented in unicode format.  This is to ensure that no unicode
exeptions occur when the bindings are merged into the statement.

Furthermore, the bindings may not contain any strings either.  For a ‘string’ the unicode
type must be used.  For a binary string the buffer(…) type must be used.

The SQL query may contain placeholder entries defined with a ‘?’.  Each of these
placeholders will be used to store one value from bindings.  The placeholders are filled by
sqlite and all proper escaping is done, making this the preferred way of adding variables to
the SQL query.

@param statement: the SQL statement that is to be executed.
@type statement: unicode


	@param sequenceofbindings: a list, tuple, set, or generator of bindings, where every binding
	contains the values that must be set to the placeholders in
statement.





@type sequenceofbindings: list, tuple, set or generator

@returns: unknown
@raise sqlite.Error: unknown






	
commit(exiting: bool [https://docs.python.org/3/library/functions.html#bool] = False) → bool [https://docs.python.org/3/library/functions.html#bool]

	Attempt to commit the current transaction and return False when the commit needs to wait for pending commits.






	
abstract check_database(database_version: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	Check the database and upgrade if required.

This method is called once for each Database instance to ensure that the database structure
and version is correct.  Each Database must contain one table of the structure below where
the database_version is stored.  This value is used to keep track of the current database
version.

>>> CREATE TABLE option(key TEXT PRIMARY KEY, value BLOB);
>>> INSERT INTO option(key, value) VALUES('database_version', '1');






	@param database_version: the current database_version value from the option table. This
	value reverts to u’0’ when the table could not be accessed.





@type database_version: unicode
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latest.ipv8.dht


Submodules



	latest.ipv8.dht.churn

	latest.ipv8.dht.community

	latest.ipv8.dht.discovery

	latest.ipv8.dht.payload

	latest.ipv8.dht.provider

	latest.ipv8.dht.routing

	latest.ipv8.dht.storage

	latest.ipv8.dht.trie







Package Contents


	
exception latest.ipv8.dht.DHTError

	Bases: Exception [https://docs.python.org/3/library/exceptions.html#Exception]

Generic error for DHT-related failures.
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latest.ipv8.dht.churn


Module Contents


Classes



	PingChurn

	Strategy to maintain the data structures of the DHT community.







	
class latest.ipv8.dht.churn.PingChurn(overlay: latest.ipv8.types.DHTCommunity, ping_interval: float [https://docs.python.org/3/library/functions.html#float] = 25.0)

	Bases: latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy

Strategy to maintain the data structures of the DHT community.


	
take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Every tick (half-second by default), performs maintainence.


	If routing tables are set up:
	
	Remove all “bad” nodes from the routing table.


	Remove all nodes that are not part of any routing table.


	Inspect the routing tables to register Network services for its peers.


	Send pings to peers at our configured ping_interval.
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latest.ipv8.dht.community


Module Contents


Classes



	Request

	This request cache keeps track of all outstanding requests within the DHTCommunity.



	Crawl

	Class to manage crawls in the Community, in search of a specific target key.



	DHTCommunity

	Community for storing/finding key-value pairs.








Functions



	gather_without_errors(→ list)

	Gather only the successful results from the given futures.








Attributes



	DHTValue

	



	PING_INTERVAL

	



	TOKEN_EXPIRATION_TIME

	



	DHT_ENTRY_STR

	



	DHT_ENTRY_STR_SIGNED

	



	MAX_ENTRY_SIZE

	



	MAX_ENTRY_AGE

	



	MAX_CRAWL_NODES

	



	MAX_CRAWL_REQUESTS

	



	MAX_CRAWL_TASKS

	



	MAX_VALUES_IN_STORE

	



	MAX_VALUES_IN_FIND

	



	MAX_NODES_IN_FIND

	



	TARGET_NODES

	







	
latest.ipv8.dht.community.DHTValue

	




	
latest.ipv8.dht.community.PING_INTERVAL = 25

	




	
latest.ipv8.dht.community.TOKEN_EXPIRATION_TIME = 600

	




	
latest.ipv8.dht.community.DHT_ENTRY_STR = 0

	




	
latest.ipv8.dht.community.DHT_ENTRY_STR_SIGNED = 1

	




	
latest.ipv8.dht.community.MAX_ENTRY_SIZE = 170

	




	
latest.ipv8.dht.community.MAX_ENTRY_AGE = 3600

	




	
latest.ipv8.dht.community.MAX_CRAWL_NODES = 8

	




	
latest.ipv8.dht.community.MAX_CRAWL_REQUESTS = 24

	




	
latest.ipv8.dht.community.MAX_CRAWL_TASKS = 4

	




	
latest.ipv8.dht.community.MAX_VALUES_IN_STORE = 8

	




	
latest.ipv8.dht.community.MAX_VALUES_IN_FIND = 8

	




	
latest.ipv8.dht.community.MAX_NODES_IN_FIND = 8

	




	
latest.ipv8.dht.community.TARGET_NODES = 8

	




	
async latest.ipv8.dht.community.gather_without_errors(*futures: asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]) → list [https://docs.python.org/3/library/stdtypes.html#list]

	Gather only the successful results from the given futures.






	
class latest.ipv8.dht.community.Request(community: DHTCommunity, msg_type: str [https://docs.python.org/3/library/stdtypes.html#str], node: latest.ipv8.dht.routing.Node, params: list [https://docs.python.org/3/library/stdtypes.html#list] | None [https://docs.python.org/3/library/constants.html#None] = None, consume_errors: bool [https://docs.python.org/3/library/functions.html#bool] = False, timeout: float [https://docs.python.org/3/library/functions.html#float] = 5.0)

	Bases: latest.ipv8.requestcache.RandomNumberCache

This request cache keeps track of all outstanding requests within the DHTCommunity.


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	The time in seconds after which this request is to be timed out.






	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Cancel our completion future, if it’s not already done.






	
on_complete() → None [https://docs.python.org/3/library/constants.html#None]

	Update our associated node’s success metrics.










	
class latest.ipv8.dht.community.Crawl(target: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], routing_table: latest.ipv8.dht.routing.RoutingTable, force_nodes: bool [https://docs.python.org/3/library/functions.html#bool] = False, offset: int [https://docs.python.org/3/library/functions.html#int] = 0)

	Class to manage crawls in the Community, in search of a specific target key.


	
class TodoNode

	Node that still need to be contacted.


	
node_to_contact: latest.ipv8.dht.routing.Node

	




	
node_to_puncture: latest.ipv8.dht.routing.Node | None [https://docs.python.org/3/library/constants.html#None]

	




	
__iter__() → Iterator

	Make this dataclass iterable.










	
property done: bool [https://docs.python.org/3/library/functions.html#bool]

	Check if we exhausted our tries or we have no nodes left to query.






	
property cache_candidate: latest.ipv8.dht.routing.Node | None [https://docs.python.org/3/library/constants.html#None]

	Return closest node to the target that did not respond with values.






	
property values: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Get the currently known values for our crawl.






	
property nodes: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	Get the nodes we have already contacted to retrieve values.






	
add_response(sender: latest.ipv8.dht.routing.Node, response: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]] | list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]]) → None [https://docs.python.org/3/library/constants.html#None]

	Register a response by the given node.










	
class latest.ipv8.dht.community.DHTCommunity(settings: latest.ipv8.community.CommunitySettings)

	Bases: latest.ipv8.community.Community

Community for storing/finding key-value pairs.


	
community_id

	




	
get_serializer() → latest.ipv8.messaging.serialization.Serializer

	Extend our serializer with a node list packer.






	
get_available_strategies() → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy]]

	Extend our available strategies with our maintenance strategy.






	
async unload() → None [https://docs.python.org/3/library/constants.html#None]

	Shut down our request cache and then unload the overlay.






	
get_address_class(node: latest.ipv8.types.Peer) → type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Address]

	Get the class of the given node’s address.






	
get_routing_table(node: latest.ipv8.types.Peer) → latest.ipv8.dht.routing.RoutingTable

	Get the routing table that the given node belongs to.






	
get_storage(node: latest.ipv8.dht.routing.Node) → latest.ipv8.dht.storage.Storage

	Get or create a Storage object for the given node.






	
get_my_node_id(node: latest.ipv8.types.Peer) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get our own node id to share with the given node.






	
get_requesting_node(peer: latest.ipv8.types.Peer) → latest.ipv8.dht.routing.Node | None [https://docs.python.org/3/library/constants.html#None]

	Add the given peer to the appropriate routing table and return it or None if it is already blocked.






	
introduction_request_callback(peer: latest.ipv8.types.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionRequestPayload | latest.ipv8.messaging.payload.NewIntroductionRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Call our node discovery logic when an introduction request is received from it.






	
introduction_response_callback(peer: latest.ipv8.types.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionResponsePayload | latest.ipv8.messaging.payload.NewIntroductionResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Call our node discovery logic when an introduction response is received from it.






	
on_node_discovered(public_key_bin: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], source_address: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Handler for potentially new nodes.






	
ping(node: latest.ipv8.dht.routing.Node) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Send a ping to the given node.






	
on_ping_request(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.PingRequestPayload, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	When we receive a ping request through a valid node, send a response.






	
on_ping_response(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.PingResponsePayload, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	When receive a response to our ping, update the node’s metrics.






	
serialize_value(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], sign: bool [https://docs.python.org/3/library/functions.html#bool] = True) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize the given bytes.






	
unserialize_value(value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None], int [https://docs.python.org/3/library/functions.html#int]] | None [https://docs.python.org/3/library/constants.html#None]

	Unserialize data from the given serialized value.






	
add_value(key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], storage: latest.ipv8.dht.storage.Storage, max_age: float [https://docs.python.org/3/library/functions.html#float] = MAX_ENTRY_AGE) → None [https://docs.python.org/3/library/constants.html#None]

	Add a serialized value under the given key into a storage.






	
async store_value(key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], sign: bool [https://docs.python.org/3/library/functions.html#bool] = False) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	Attempt to store a value at the given key and return the nodes that store it.






	
async _store(key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], value: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	Attempt to store a serialized value at the given key and return the nodes that store it.






	
async store_on_nodes(key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], values: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], nodes: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	Store the given values under a given key on the given nodes.






	
on_store_request(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.StoreRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Store or forward the given requested value.






	
on_store_response(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.StoreResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	We got confirmation of storage.






	
_send_find_request(node: latest.ipv8.dht.routing.Node, target: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], force_nodes: bool [https://docs.python.org/3/library/functions.html#bool], offset: int [https://docs.python.org/3/library/functions.html#int] = 0) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	




	
async _contact_node(crawl: Crawl, node: latest.ipv8.dht.routing.Node, puncture_node: latest.ipv8.dht.routing.Node) → None [https://docs.python.org/3/library/constants.html#None]

	




	
async _find(crawl: Crawl, debug: bool [https://docs.python.org/3/library/functions.html#bool] = False) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node] | list [https://docs.python.org/3/library/stdtypes.html#list][DHTValue] | tuple [https://docs.python.org/3/library/stdtypes.html#tuple][list [https://docs.python.org/3/library/stdtypes.html#list][DHTValue], Crawl]

	




	
post_process_values(values: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → list [https://docs.python.org/3/library/stdtypes.html#list][DHTValue]

	Unpack signed and unsigned values and filter out duplicates.






	
async find(target: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], force_nodes: bool [https://docs.python.org/3/library/functions.html#bool], offset: int [https://docs.python.org/3/library/functions.html#int], debug: bool [https://docs.python.org/3/library/functions.html#bool]) → Sequence[DHTValue] | tuple [https://docs.python.org/3/library/stdtypes.html#tuple][Sequence[DHTValue], list [https://docs.python.org/3/library/stdtypes.html#list][Crawl]] | Sequence[latest.ipv8.dht.routing.Node]

	Get the values belonging to the given target key.






	
async find_values(target: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int] = 0, debug: bool [https://docs.python.org/3/library/functions.html#bool] = False) → Sequence[DHTValue] | tuple [https://docs.python.org/3/library/stdtypes.html#tuple][Sequence[DHTValue], list [https://docs.python.org/3/library/stdtypes.html#list][Crawl]]

	Find the values belonging to the target key.






	
async find_nodes(target: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], debug: bool [https://docs.python.org/3/library/functions.html#bool] = False) → Sequence[latest.ipv8.dht.routing.Node]

	Find the values belonging to the target key.






	
on_find_request(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.FindRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Try to perform a search for the requested target.






	
on_find_response(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.FindResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	We got a response for our find requests.






	
async node_maintenance() → None [https://docs.python.org/3/library/constants.html#None]

	Refresh old result values.






	
value_maintenance() → None [https://docs.python.org/3/library/constants.html#None]

	Remove expired values from the storage objects.






	
token_maintenance() → None [https://docs.python.org/3/library/constants.html#None]

	Make sure tokens are periodically refreshed.






	
generate_token(node: latest.ipv8.dht.routing.Node) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Generate a token for the given node.






	
check_token(node: latest.ipv8.dht.routing.Node, token: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the presented token is valid for the given node.
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latest.ipv8.dht.discovery


Module Contents


Classes



	DHTDiscoveryCommunity

	Community for discovering peers that are behind NAT.







	
class latest.ipv8.dht.discovery.DHTDiscoveryCommunity(settings: latest.ipv8.community.CommunitySettings)

	Bases: latest.ipv8.dht.community.DHTCommunity

Community for discovering peers that are behind NAT.


	
on_ping_request(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.PingRequestPayload, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	When a ping comes in and we store it, update its metrics.






	
on_ping_response(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.PingResponsePayload, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	When a ping response comes in and we store it, update its metrics.






	
find_node_in_dict(public_key_bin: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], node_dict: dict [https://docs.python.org/3/library/stdtypes.html#dict][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]]) → latest.ipv8.dht.routing.Node | None [https://docs.python.org/3/library/constants.html#None]

	Get the Node instance belonging to the public key in the given dictionary.






	
async store_peer() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	Store ourselves.






	
async send_store_peer_request(key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], nodes: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	Send a request for storage to the given nodes.






	
async connect_peer(mid: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], peer: latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	Attempt to connect to a peer with the given mid, at first without a DHT lookup.






	
async send_connect_peer_request(key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], nodes: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	Send a request for connection to the given nodes.






	
on_store_peer_request(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.StorePeerRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	When we receive a request to store a peer, attempt to add it.






	
on_store_peer_response(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.StorePeerResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	When a peer signals storage is complete, pop it from our cache.






	
on_connect_peer_request(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.ConnectPeerRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	When a peer wants to connect to another peer, try to puncture the requested “other” peer.






	
on_connect_peer_response(peer: latest.ipv8.types.Peer, payload: latest.ipv8.dht.payload.ConnectPeerResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Handle responses of peers that performed punctures for us.






	
ping_all() → None [https://docs.python.org/3/library/constants.html#None]

	Send a ping to all known nodes.
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latest.ipv8.dht.payload


Module Contents


Classes



	PingRequestPayload

	Payload to send ping messages with a given identifier nonce.



	PingResponsePayload

	Payload to respond to pings with a given identifier.



	StoreRequestPayload

	Payload for a token-holder to send a target certain values to store, with a given identifier nonce.



	StoreResponsePayload

	Response that the previously-given values have been stored.



	FindRequestPayload

	Attempt for our lan address to have the given target fetch values and nodes for us from a given starting offset,



	FindResponsePayload

	Response to a find request with the known values and nodes for the queried starting offset.



	StorePeerRequestPayload

	Request to another node to register our own node (id) as a server of the given target.



	StorePeerResponsePayload

	Confirmation that a node (id) has been stored as part of our tree.



	ConnectPeerRequestPayload

	Request for our lan address to be introduced to peers in the target range.



	ConnectPeerResponsePayload

	A response to a connection request, with the nodes that have been punctured (and are hopefully connectable).



	StrPayload

	Paylaod to pack bytes.



	SignedStrPayload

	Payload to pack bytes with a version and a public key.



	NodePacker

	Serialization packing format for DHT nodes.







	
class latest.ipv8.dht.payload.PingRequestPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Payload to send ping messages with a given identifier nonce.


	
msg_id = 1

	




	
names = ['identifier']

	




	
format_list = ['I']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.dht.payload.PingResponsePayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Payload to respond to pings with a given identifier.


	
msg_id = 2

	




	
names = ['identifier']

	




	
format_list = ['I']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.dht.payload.StoreRequestPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Payload for a token-holder to send a target certain values to store, with a given identifier nonce.


	
msg_id = 3

	




	
names = ['identifier', 'token', 'target', 'values']

	




	
format_list = ['I', '20s', '20s', 'varlenH-list']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
token: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
target: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
values: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	








	
class latest.ipv8.dht.payload.StoreResponsePayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Response that the previously-given values have been stored.


	
msg_id = 4

	




	
names = ['identifier']

	




	
format_list = ['I']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.dht.payload.FindRequestPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Attempt for our lan address to have the given target fetch values and nodes for us from a given starting offset,
potentially with a request to force new node connections even if some are already known.


	
msg_id = 5

	




	
names = ['identifier', 'lan_address', 'target', 'offset', 'force_nodes']

	




	
format_list = ['I', 'ip_address', '20s', 'I', '?']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
lan_address: latest.ipv8.types.Address

	




	
target: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
offset: int [https://docs.python.org/3/library/functions.html#int]

	




	
force_nodes: bool [https://docs.python.org/3/library/functions.html#bool]

	








	
class latest.ipv8.dht.payload.FindResponsePayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Response to a find request with the known values and nodes for the queried starting offset.


	
msg_id = 6

	




	
names = ['identifier', 'token', 'values', 'nodes']

	




	
format_list = ['I', '20s', 'varlenH-list', 'node-list']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
token: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
values: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	




	
nodes: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	








	
class latest.ipv8.dht.payload.StorePeerRequestPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Request to another node to register our own node (id) as a server of the given target.


	
msg_id = 7

	




	
names = ['identifier', 'token', 'target']

	




	
format_list = ['I', '20s', '20s']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
token: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
target: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.dht.payload.StorePeerResponsePayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Confirmation that a node (id) has been stored as part of our tree.


	
msg_id = 8

	




	
names = ['identifier']

	




	
format_list = ['I']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.dht.payload.ConnectPeerRequestPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Request for our lan address to be introduced to peers in the target range.


	
msg_id = 9

	




	
names = ['identifier', 'lan_address', 'target']

	




	
format_list = ['I', 'ip_address', '20s']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
lan_address: latest.ipv8.types.Address

	




	
target: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.dht.payload.ConnectPeerResponsePayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

A response to a connection request, with the nodes that have been punctured (and are hopefully connectable).


	
msg_id = 10

	




	
names = ['identifier', 'nodes']

	




	
format_list = ['I', 'node-list']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
nodes: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.dht.routing.Node]

	








	
class latest.ipv8.dht.payload.StrPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

Paylaod to pack bytes.


	
names = ['data']

	




	
format_list = ['raw']

	




	
data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.dht.payload.SignedStrPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

Payload to pack bytes with a version and a public key.


	
names = ['data', 'version', 'public_key']

	




	
format_list = ['varlenH', 'I', 'varlenH']

	




	
data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
version: int [https://docs.python.org/3/library/functions.html#int]

	




	
public_key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.dht.payload.NodePacker(serializer: latest.ipv8.messaging.serialization.Serializer)

	Bases: latest.ipv8.messaging.serialization.Packer

Serialization packing format for DHT nodes.


	
pack(node: latest.ipv8.dht.routing.Node) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack the given node to bytes.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack the node format from the given offset in the data and add the unpacked object to the list.
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latest.ipv8.dht.provider


Module Contents


Classes



	DHTIntroPointPayload

	Payload to pack an introduction point's address, most recent time of response, public key and associated



	DHTCommunityProvider

	This class is a wrapper around the DHTDiscoveryCommunity and is used to discover introduction points







	
class latest.ipv8.dht.provider.DHTIntroPointPayload

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

Payload to pack an introduction point’s address, most recent time of response, public key and associated
seeder public key.


	
names = ['address', 'last_seen', 'intro_pk', 'seeder_pk']

	




	
format_list = ['ip_address', 'I', 'varlenH', 'varlenH']

	




	
address: latest.ipv8.types.Address

	




	
last_seen: int [https://docs.python.org/3/library/functions.html#int]

	




	
intro_pk: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
seeder_pk: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.dht.provider.DHTCommunityProvider(dht_community: latest.ipv8.dht.discovery.DHTDiscoveryCommunity, port: int [https://docs.python.org/3/library/functions.html#int])

	This class is a wrapper around the DHTDiscoveryCommunity and is used to discover introduction points
for hidden services.


	
async peer_lookup(mid: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], peer: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Attempt to find and connect to the given mid.

If provided, the given peer will be pinged first to potentially avoid an expensive lookup.






	
async lookup(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint]] | None [https://docs.python.org/3/library/constants.html#None]

	Attempt to find introduction points for the given info hash (SHA-1 hash).






	
async announce(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], intro_point: latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint) → None [https://docs.python.org/3/library/constants.html#None]

	Annonce the given introduction point to server the given info hash (SHA-1).
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latest.ipv8.dht.routing


Module Contents


Classes



	Node

	The Node class represents a peer within the DHT community.



	Bucket

	The Bucket class stores nodes that share common prefix ID.



	RoutingTable

	The RoutingTable is a binary tree that keeps track of Nodes that we have a connection to.








Functions



	id_to_binary_string(→ str)

	Convert a node id to a string.



	distance(→ int)

	Get the XOR between two bytes strings, encoded as in int.



	calc_node_id(→ bytes)

	Loosely based on the Bittorrent DHT (https://libtorrent.org/dht_sec.html), the node id is calculated as








Attributes



	NODE_LIMIT_INTERVAL

	



	NODE_LIMIT_QUERIES

	



	NODE_STATUS_GOOD

	



	NODE_STATUS_UNKNOWN

	



	NODE_STATUS_BAD

	



	MAX_BUCKET_SIZE

	







	
latest.ipv8.dht.routing.NODE_LIMIT_INTERVAL = 5

	




	
latest.ipv8.dht.routing.NODE_LIMIT_QUERIES = 10

	




	
latest.ipv8.dht.routing.NODE_STATUS_GOOD = 2

	




	
latest.ipv8.dht.routing.NODE_STATUS_UNKNOWN = 1

	




	
latest.ipv8.dht.routing.NODE_STATUS_BAD = 0

	




	
latest.ipv8.dht.routing.MAX_BUCKET_SIZE = 8

	




	
latest.ipv8.dht.routing.id_to_binary_string(node_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Convert a node id to a string.






	
latest.ipv8.dht.routing.distance(a: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], b: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	Get the XOR between two bytes strings, encoded as in int.






	
latest.ipv8.dht.routing.calc_node_id(address: latest.ipv8.types.Address | latest.ipv8.messaging.interfaces.udp.endpoint.UDPv4Address | latest.ipv8.messaging.interfaces.udp.endpoint.UDPv6Address, mid: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Loosely based on the Bittorrent DHT (https://libtorrent.org/dht_sec.html), the node id is calculated as
follows for IPv4: first 3 bytes of crc32c(ip & 0x030f3fff) + first 17 bytes of sha1(public_key).






	
class latest.ipv8.dht.routing.Node(key: latest.ipv8.types.Key | bytes [https://docs.python.org/3/library/stdtypes.html#bytes], address: latest.ipv8.types.Address | None [https://docs.python.org/3/library/constants.html#None] = None, intro: bool [https://docs.python.org/3/library/functions.html#bool] = True)

	Bases: latest.ipv8.peer.Peer

The Node class represents a peer within the DHT community.


	
property id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	The id of this node.






	
property last_contact: float [https://docs.python.org/3/library/functions.html#float]

	The last timestamp (in seconds) that we interacted with this node.






	
property last_query: float [https://docs.python.org/3/library/functions.html#float]

	The last timestamp (in seconds) that we queried this node.






	
property blocked: bool [https://docs.python.org/3/library/functions.html#bool]

	Whether this node is blocked.






	
property status: int [https://docs.python.org/3/library/functions.html#int]

	A good node is a node has responded to one of our queries within the last 15 minutes, or has ever responded
to one of our queries and has sent us a query within the last 15 minutes. This is the same logic as
used in BEP-5.






	
distance(other_node: Node | bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	The distance to another node.










	
class latest.ipv8.dht.routing.Bucket(prefix_id: str [https://docs.python.org/3/library/stdtypes.html#str], max_size: int [https://docs.python.org/3/library/functions.html#int] = MAX_BUCKET_SIZE)

	The Bucket class stores nodes that share common prefix ID.


	
generate_id() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Generate a new id.






	
owns(node_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether the given node id is in this bucket.






	
get(node_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → Node | None [https://docs.python.org/3/library/constants.html#None]

	Get the object belonging to the given node id.






	
add(node: Node) → bool [https://docs.python.org/3/library/functions.html#bool]

	Attempt to add the given node to this bucket.


	Parameters:

	node – the node to add.



	Returns:

	whether the addition was successful.










	
split() → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][Bucket, Bucket] | None [https://docs.python.org/3/library/constants.html#None]

	Split this bucket in two.


	Returns:

	the new buckets.














	
class latest.ipv8.dht.routing.RoutingTable(my_node_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	The RoutingTable is a binary tree that keeps track of Nodes that we have a connection to.


	
get_bucket(node_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → Bucket

	Get the bucket that a given node id belongs to.






	
add(node: Node) → Node | None [https://docs.python.org/3/library/constants.html#None]

	Add the given node to the routing table.






	
remove_bad_nodes() → list [https://docs.python.org/3/library/stdtypes.html#list][Node]

	Remove nodes that have the BAD status.






	
has(node_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if a node id is known.






	
get(node_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → Node | None [https://docs.python.org/3/library/constants.html#None]

	Return a node belonging to an id, if it exists.






	
closest_nodes(node_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], max_nodes: int [https://docs.python.org/3/library/functions.html#int] = 8, exclude_node: Node | None [https://docs.python.org/3/library/constants.html#None] = None) → list [https://docs.python.org/3/library/stdtypes.html#list][Node]

	Return the nodes closes to a node id.
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latest.ipv8.dht.storage


Module Contents


Classes



	Value

	Class for storing DHT values.



	Storage

	Class for storing key-value pairs in memory.







	
class latest.ipv8.dht.storage.Value(id_: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], max_age: float [https://docs.python.org/3/library/functions.html#float], version: int [https://docs.python.org/3/library/functions.html#int])

	Class for storing DHT values.


	
property age: float [https://docs.python.org/3/library/functions.html#float]

	The time (in seconds) since the last update.






	
property expired: bool [https://docs.python.org/3/library/functions.html#bool]

	Whether the maximum time since the last update has been reached.






	
__eq__(other: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether this value equals another given value.






	
__hash__() → int [https://docs.python.org/3/library/functions.html#int]

	The hash is always 0, forcing an expensive lookup.










	
class latest.ipv8.dht.storage.Storage

	Class for storing key-value pairs in memory.


	
put(key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], id_: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, max_age: float [https://docs.python.org/3/library/functions.html#float] = 86400, version: int [https://docs.python.org/3/library/functions.html#int] = 0) → None [https://docs.python.org/3/library/constants.html#None]

	Store the given data under a certain key.






	
get(key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], starting_point: int [https://docs.python.org/3/library/functions.html#int] = 0, limit: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None) → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Get the values stored at the given key.






	
items_older_than(min_age: float [https://docs.python.org/3/library/functions.html#float]) → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]]

	Get all values that have not been updated for the given amount of time (in seconds).






	
clean() → None [https://docs.python.org/3/library/constants.html#None]

	Remove all expired items.
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latest.ipv8.dht.trie


Module Contents


Classes



	Node

	This class represents a node within a prefix tree.



	Trie

	This class represents a prefix tree.








Attributes



	NullType

	



	Null

	



	ValueType

	







	
latest.ipv8.dht.trie.NullType

	




	
latest.ipv8.dht.trie.Null

	




	
latest.ipv8.dht.trie.ValueType

	




	
class latest.ipv8.dht.trie.Node

	Bases: Generic[ValueType]

This class represents a node within a prefix tree.






	
class latest.ipv8.dht.trie.Trie(alphabet: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: Generic[ValueType]

This class represents a prefix tree.


	
_find(key: str [https://docs.python.org/3/library/stdtypes.html#str]) → Node[ValueType] | None [https://docs.python.org/3/library/constants.html#None]

	Find the node to serve for the given key.






	
__getitem__(key: str [https://docs.python.org/3/library/stdtypes.html#str]) → ValueType

	Get the value belonging to a given key.






	
__setitem__(key: str [https://docs.python.org/3/library/stdtypes.html#str], value: ValueType) → None [https://docs.python.org/3/library/constants.html#None]

	Set the value for the given key.






	
__delitem__(key: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Remove the given key or raise a KeyError if the key was not found.






	
itervalues() → Iterator[ValueType]

	Iterate over all stored values.






	
values() → list [https://docs.python.org/3/library/stdtypes.html#list][ValueType]

	Get all the stored values as a list.






	
longest_prefix_item(key: str [https://docs.python.org/3/library/stdtypes.html#str], default: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], ValueType] | NullType = Null) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], ValueType]

	Get longest matching prefix, for the given key, and its value.

Raises a KeyError if no node is found at all.






	
longest_prefix(key: str [https://docs.python.org/3/library/stdtypes.html#str], default: str [https://docs.python.org/3/library/stdtypes.html#str] | NullType = Null) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Get longest matching prefix, for the given key.

Raises a KeyError if no node is found at all.






	
longest_prefix_value(key: str [https://docs.python.org/3/library/stdtypes.html#str], default: ValueType | NullType = Null) → ValueType

	Get the value of the longest matching prefix, for the given key.

Raises a KeyError if no node is found at all.






	
suffixes(key: str [https://docs.python.org/3/library/stdtypes.html#str]) → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Get the known suffixes for the given key.
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latest.ipv8.keyvault


Subpackages



	latest.ipv8.keyvault.private
	latest.ipv8.keyvault.private.libnaclkey

	latest.ipv8.keyvault.private.m2crypto





	latest.ipv8.keyvault.public
	latest.ipv8.keyvault.public.libnaclkey

	latest.ipv8.keyvault.public.m2crypto











Submodules



	latest.ipv8.keyvault.crypto

	latest.ipv8.keyvault.keys
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latest.ipv8.keyvault.crypto


Module Contents


Classes



	ECCrypto

	A crypto object which provides a layer between Dispersy and low level eccrypographic features.








Attributes



	_CURVES

	



	logger

	



	default_eccrypto

	







	
latest.ipv8.keyvault.crypto._CURVES: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], tuple [https://docs.python.org/3/library/stdtypes.html#tuple][cryptography.hazmat.primitives.asymmetric.ec.EllipticCurve | None [https://docs.python.org/3/library/constants.html#None], str [https://docs.python.org/3/library/stdtypes.html#str]]]

	




	
latest.ipv8.keyvault.crypto.logger

	




	
class latest.ipv8.keyvault.crypto.ECCrypto

	A crypto object which provides a layer between Dispersy and low level eccrypographic features.


	Most methods are implemented by:
	@author: Boudewijn Schoon
@organization: Technical University Delft
@contact: dispersy@frayja.com



	However since then, most functionality was completely rewritten by:
	@author: Niels Zeilemaker






	
property security_levels: list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Returns the names of all available curves.






	
generate_key(security_level: str [https://docs.python.org/3/library/stdtypes.html#str]) → latest.ipv8.types.PrivateKey

	Generate a new Elliptic Curve object with a new public / private key pair.

Security can be u’low’, u’medium’, or u’high’ depending on how secure you need your Elliptic
Curve to be.  Currently these values translate into:



	very-low: NID_sect163k1  ~42 byte signatures


	low:      NID_sect233k1  ~60 byte signatures


	medium:   NID_sect409k1 ~104 byte signatures


	high:     NID_sect571r1 ~144 byte signatures







Besides these predefined curves, all other curves provided by M2Crypto are also available.  For
a full list of available curves, see ec_get_curves().

@param security_level: Level of security {u’very-low’, u’low’, u’medium’, or u’high’}.
@type security_level: unicode






	
key_to_bin(ec: latest.ipv8.keyvault.keys.Key) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert the key to a binary format.






	
key_to_hash(ec: latest.ipv8.keyvault.keys.Key) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get a hash representation from a key.






	
is_valid_private_bin(string: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Returns True if the input is a valid public/private keypair stored in a binary format.






	
is_valid_public_bin(string: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Returns True if the input is a valid public key.






	
key_from_private_bin(string: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.types.PrivateKey

	Get the EC from a public/private keypair stored in a binary format.






	
key_from_public_bin(string: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.types.PublicKey

	Get the EC from a public key in binary format.






	
get_signature_length(ec: latest.ipv8.types.PublicKey) → int [https://docs.python.org/3/library/functions.html#int]

	Returns the length, in bytes, of each signature made using EC.






	
create_signature(ec: latest.ipv8.types.PrivateKey, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Returns the signature of DIGEST made using EC.






	
is_valid_signature(ec: latest.ipv8.types.PublicKey, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Returns True when SIGNATURE matches the DIGEST made using EC.










	
latest.ipv8.keyvault.crypto.default_eccrypto

	








            

          

      

      

    

  

  
    
    

    latest.ipv8.keyvault.keys
    

    

    
 
  

    
      
          
            
  
latest.ipv8.keyvault.keys


Module Contents


Classes



	Key

	Interface for a public or private key.



	PrivateKey

	Interface for a private key.



	PublicKey

	Interface for a public key.







	
class latest.ipv8.keyvault.keys.Key

	Interface for a public or private key.


	
abstract pub() → PublicKey

	Return the public key for this key material.






	
abstract has_secret_key() → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether this key material includes a secret key.

Public keys MAY also contain a private key but not the other way around.






	
abstract key_to_bin() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert this key material to bytes.






	
key_to_hash() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get the SHA-1 hash of this key.










	
class latest.ipv8.keyvault.keys.PrivateKey

	Bases: Key

Interface for a private key.


	
has_secret_key() → bool [https://docs.python.org/3/library/functions.html#bool]

	A private key is the secret key, always True.






	
abstract signature(msg: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a signature for the given data.










	
class latest.ipv8.keyvault.keys.PublicKey

	Bases: Key

Interface for a public key.


	
pub() → PublicKey

	We are already the public key, return ourselves.






	
has_secret_key() → bool [https://docs.python.org/3/library/functions.html#bool]

	By default, a public key cannot be assumed to include private key material.






	
abstract verify(signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], msg: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify that the given signature belongs to the given message for this public key.






	
abstract get_signature_length() → int [https://docs.python.org/3/library/functions.html#int]

	Get the length (in number of bytes) for signatures generated by this type of key.
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latest.ipv8.keyvault.private


Submodules



	latest.ipv8.keyvault.private.libnaclkey

	latest.ipv8.keyvault.private.m2crypto
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latest.ipv8.keyvault.private.libnaclkey


Module Contents


Classes



	LibNaCLSK

	A LibNaCL implementation of a secret key.







	
class latest.ipv8.keyvault.private.libnaclkey.LibNaCLSK(binarykey: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'')

	Bases: latest.ipv8.keyvault.keys.PrivateKey, latest.ipv8.keyvault.public.libnaclkey.LibNaCLPK

A LibNaCL implementation of a secret key.


	
pub() → latest.ipv8.keyvault.public.libnaclkey.LibNaCLPK

	Get the public key for this secret key.






	
signature(msg: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a signature for a message.


	Parameters:

	msg – the message to sign



	Returns:

	the signature for the message










	
key_to_bin() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get the string representation of this key.
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latest.ipv8.keyvault.private.m2crypto


Module Contents


Classes



	M2CryptoSK

	A pyca implementation of a secret key, backwards compatible with Dispersy M2Crypto secret keys.







	
class latest.ipv8.keyvault.private.m2crypto.M2CryptoSK(curve: cryptography.hazmat.primitives.asymmetric.ec.EllipticCurve | None [https://docs.python.org/3/library/constants.html#None] = None, keystring: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, filename: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.keyvault.keys.PrivateKey, latest.ipv8.keyvault.public.m2crypto.M2CryptoPK

A pyca implementation of a secret key, backwards compatible with Dispersy M2Crypto secret keys.


	
pub() → latest.ipv8.keyvault.public.m2crypto.M2CryptoPK

	Get the public key for this secret key.






	
has_secret_key() → bool [https://docs.python.org/3/library/functions.html#bool]

	Is this is a secret key (yes it is)?






	
key_to_pem() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert a key to the PEM format.






	
key_from_pem(pem: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → cryptography.hazmat.primitives.asymmetric.ec.EllipticCurvePrivateKey

	Load a key from a pem certificate.


	Parameters:

	pem – the PEM formatted private key










	
signature(msg: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a signature for a message in a backwards compatible fashion.


	Parameters:

	msg – the message to sign
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latest.ipv8.keyvault.public


Submodules



	latest.ipv8.keyvault.public.libnaclkey

	latest.ipv8.keyvault.public.m2crypto
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latest.ipv8.keyvault.public.libnaclkey


Module Contents


Classes



	LibNaCLPK

	A LibNaCL implementation of a public key.







	
class latest.ipv8.keyvault.public.libnaclkey.LibNaCLPK(binarykey: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'', pk: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, hex_vk: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.keyvault.keys.PublicKey

A LibNaCL implementation of a public key.


	
verify(signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], msg: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify whether a given signature is correct for a message.


	Parameters:

	
	signature – the given signature


	msg – the given message













	
key_to_bin() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get the string representation of this key.






	
get_signature_length() → int [https://docs.python.org/3/library/functions.html#int]

	Returns the length, in bytes, of each signature made using EC.
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latest.ipv8.keyvault.public.m2crypto


Module Contents


Classes



	M2CryptoPK

	A pyca implementation of a public key, backwards compatible with Dispersy M2Crypto public keys.







	
class latest.ipv8.keyvault.public.m2crypto.M2CryptoPK(ec_pub: cryptography.hazmat.primitives.asymmetric.ec.EllipticCurvePrivateKey | cryptography.hazmat.primitives.asymmetric.ec.EllipticCurvePublicKey | None [https://docs.python.org/3/library/constants.html#None] = None, keystring: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.keyvault.keys.PublicKey

A pyca implementation of a public key, backwards compatible with Dispersy M2Crypto public keys.


	
pem_to_bin(pem: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert a key in the PEM format into a key in the binary format.
@note: Encrypted pem’s are NOT supported and will silently fail.






	
key_to_pem() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Convert a key to the PEM format.






	
key_from_pem(pem: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → cryptography.hazmat.primitives.asymmetric.ec.EllipticCurvePrivateKey | cryptography.hazmat.primitives.asymmetric.ec.EllipticCurvePublicKey

	Get the EC from a public PEM.






	
key_to_bin() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get the string representation of this key.






	
get_signature_length() → int [https://docs.python.org/3/library/functions.html#int]

	Returns the length, in bytes, of each signature made using EC.






	
verify(signature: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], msg: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Verify whether a given signature is correct for a message.


	Parameters:

	
	signature – the given signature


	msg – the given message
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latest.ipv8.lazy_community


Module Contents


Classes



	EZPackOverlay

	Base class that provides you with some easy ways to pack and unpack payloads.








Functions



	cache_retrieval_failed(→ None)

	Handler for messages which failed to match to an existing overlay cache.



	retrieve_cache(→ Callable[[CTF], CTF])

	This function wrapper match a payload to a registered cache for you.



	lazy_wrapper(...)

	This function wrapper will unpack the BinMemberAuthenticationPayload for you.



	lazy_wrapper_wd(...)

	This function wrapper will unpack the BinMemberAuthenticationPayload for you, as well as pass the raw data to the



	lazy_wrapper_unsigned(...)

	This function wrapper will unpack just the normal payloads for you.



	lazy_wrapper_unsigned_wd(...)

	This function wrapper will unpack just the normal payloads for you, as well as pass the raw data to the decorated








Attributes



	UT

	



	CTF

	







	
latest.ipv8.lazy_community.UT

	




	
latest.ipv8.lazy_community.CTF

	




	
latest.ipv8.lazy_community.cache_retrieval_failed(overlay: latest.ipv8.overlay.Overlay, cache_class: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.NumberCache]) → None [https://docs.python.org/3/library/constants.html#None]

	Handler for messages which failed to match to an existing overlay cache.






	
latest.ipv8.lazy_community.retrieve_cache(cache_class: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.NumberCache]) → Callable[[CTF], CTF]

	This function wrapper match a payload to a registered cache for you.

For this wrapper to function, you will need to comply with three standards:



	The last specified payload must include an identifier attribute.


	The cache_class must specify a name attribute.


	The overlay this method belongs to has a request_cache attribute.







You can now message handlers as follows:

@lazy_wrapper(MyPayload1, MyPayload2)  # MyPayload2.identifier must exist!
@retrieve_cache(MyCache)  # MyCache.name must exist!
def on_message(peer: Peer,
               payload1: MyPayload1,
               payload2: MyPayload2,
               cache: NumberCache):
    pass






	Parameters:

	cache_class – the cache to fetch.










	
latest.ipv8.lazy_community.lazy_wrapper(*payloads: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.messaging.serialization.Payload]) → Callable[[latest.ipv8.types.LazyWrappedHandler], latest.ipv8.types.MessageHandlerFunction]

	This function wrapper will unpack the BinMemberAuthenticationPayload for you.

You can now write your authenticated and signed functions as follows:

@lazy_wrapper(IntroductionRequestPayload, IntroductionResponsePayload)
def on_message(peer: Peer,
               payload1: IntroductionRequestPayload,
               payload2: IntroductionResponsePayload):
    pass










	
latest.ipv8.lazy_community.lazy_wrapper_wd(*payloads: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.messaging.serialization.Payload]) → Callable[[latest.ipv8.types.LazyWrappedWDataHandler], latest.ipv8.types.MessageHandlerFunction]

	This function wrapper will unpack the BinMemberAuthenticationPayload for you, as well as pass the raw data to the
decorated function.

You can now write your authenticated and signed functions as follows:

@lazy_wrapper_wd(IntroductionRequestPayload, IntroductionResponsePayload)
def on_message(peer: Peer,
               payload1: IntroductionRequestPayload,
               payload2: IntroductionResponsePayload,
               data: bytes):
    pass










	
latest.ipv8.lazy_community.lazy_wrapper_unsigned(*payloads: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.messaging.serialization.Payload]) → Callable[[latest.ipv8.types.LazyWrappedUnsignedHandler], latest.ipv8.types.MessageHandlerFunction]

	This function wrapper will unpack just the normal payloads for you.

You can now write your non-authenticated and signed functions as follows:

@lazy_wrapper_unsigned(IntroductionRequestPayload, IntroductionResponsePayload)
def on_message(source_address: Address,
               payload1: IntroductionRequestPayload,
               payload2: IntroductionResponsePayload):
    pass










	
latest.ipv8.lazy_community.lazy_wrapper_unsigned_wd(*payloads: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.messaging.serialization.Payload]) → Callable[[latest.ipv8.types.LazyWrappedWDataUnsignedHandler], latest.ipv8.types.MessageHandlerFunction]

	This function wrapper will unpack just the normal payloads for you, as well as pass the raw data to the decorated
function.

You can now write your non-authenticated and signed functions as follows:

@lazy_wrapper_unsigned_wd(IntroductionRequestPayload, IntroductionResponsePayload)
def on_message(source_address: Address,
               payload1: IntroductionRequestPayload,
               payload2: IntroductionResponsePayload,
               data: bytes):
    pass










	
class latest.ipv8.lazy_community.EZPackOverlay(settings: SettingsClass)

	Bases: latest.ipv8.overlay.Overlay, abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Base class that provides you with some easy ways to pack and unpack payloads.


	
abstract get_prefix() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get the prefix of this overlay.






	
ez_send(peer: latest.ipv8.peer.Peer, *payloads: latest.ipv8.messaging.serialization.Payload, **kwargs) → None [https://docs.python.org/3/library/constants.html#None]

	Send a Payload instance (with a defined msg_id field) to a peer.
If you supply more than one Payload instance, the msg_id of the LAST instance will be used.


	Parameters:

	
	peer – the peer to send to


	sig (bool [https://docs.python.org/3/library/functions.html#bool]) – whether or not to sign this message


	payloads – the list of Payload instances to serialize













	
_ez_senda(address: latest.ipv8.types.Address, *payloads: latest.ipv8.messaging.serialization.Payload, **kwargs) → None [https://docs.python.org/3/library/constants.html#None]

	Send a Payload instance to an address.

You will probably not need this, try to use ez_send instead.


	Parameters:

	
	address – the address to send to


	sig (bool [https://docs.python.org/3/library/functions.html#bool]) – whether or not to sign this message


	payloads – the list of Payload instances to serialize













	
ezr_pack(msg_num: int [https://docs.python.org/3/library/functions.html#int], *payloads: latest.ipv8.messaging.serialization.Payload, **kwargs) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	The easier way to pack your messages. Supply with the message number and the Payloads you want to serialize.
Optionally you can choose to sign the message.


	Parameters:

	
	msg_num – the message number to claim for this message


	sig (bool [https://docs.python.org/3/library/functions.html#bool]) – whether or not to sign this message


	payloads – the list of Payload instances to serialize






	Returns:

	the serialized message










	
_ez_pack(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], msg_num: int [https://docs.python.org/3/library/functions.html#int], payloads: Sequence[latest.ipv8.messaging.serialization.Payload], sig: bool [https://docs.python.org/3/library/functions.html#bool] = True) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
_verify_signature(auth: latest.ipv8.messaging.payload_headers.BinMemberAuthenticationPayload, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bool [https://docs.python.org/3/library/functions.html#bool], bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	




	
_ez_unpack_auth(payload_class: type [https://docs.python.org/3/library/functions.html#type][UT], data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.messaging.payload_headers.BinMemberAuthenticationPayload, latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, UT]

	




	
_ez_unpack_noauth(payload_class: type [https://docs.python.org/3/library/functions.html#type][UT], data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], global_time: bool [https://docs.python.org/3/library/functions.html#bool] = True) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, UT] | UT

	








	
exception latest.ipv8.lazy_community.PacketDecodingError

	Bases: RuntimeError [https://docs.python.org/3/library/exceptions.html#RuntimeError]

Exception for when binary data doesn’t match its expected format.
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latest.ipv8.loader

For most types of Community loading, you can use the ConfigBuilder.
These classes present an alternative way to load Community objects into IPv8, itself loaded into another object.
Use if you have a IPv8 manager (a “session”) that needs fine-grained control over the loading of each community.


Module Contents


Classes



	CommunityLauncher

	Object in charge of preparing a Community for loading in IPv8.



	CommunityLoader

	Object in charge of loading communities into IPv8.



	IPv8CommunityLoader

	Loader for IPv8 communities.








Functions



	name(→ Callable[[type[CommunityLauncher]], ...)

	Specify a custom name for this launcher.



	after(→ Callable[[type[CommunityLauncher]], ...)

	Specify one or more Community classes which should be loaded before the CommunityLauncher is invoked.



	precondition(→ Callable[[type[CommunityLauncher]], ...)

	Specify a string to be evaluated and interpreted as a condition for this CommunityLauncher to start.



	_get_class(→ type[latest.ipv8.types.Community])

	Return the class by processing incoming argument either as a function or as



	overlay(→ Callable[[type[CommunityLauncher]], ...)

	Specify, as strings, a module and Community class object defined therein to lazy-load.



	walk_strategy(→ Callable[[type[CommunityLauncher]], ...)

	Specify, as strings, a module and DiscoveryStrategy class object defined therein to lazy-load.



	bootstrapper(→ Callable[[type[CommunityLauncher]], ...)

	Specify, as strings, a module and Bootstrapper class object defined therein to lazy-load.



	set_in_session(→ Callable[[type[CommunityLauncher]], ...)

	Specify an attribute to set on the session, once the CommunityLauncher has finished initializing its Community.



	kwargs(→ Callable[[type[CommunityLauncher]], ...)

	Specify keyword arguments as evaluated strings, to initialize the Community with.







	
class latest.ipv8.loader.CommunityLauncher

	Object in charge of preparing a Community for loading in IPv8.


	
get_name() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Get the launcher name, for pre-launch organisation.






	
not_before() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Should not launch this before some other launcher has completed.


	Returns:

	The list of launcher names to complete before this is launched










	
should_launch(session: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check whether this launcher should launch.

For example:


return session.config.get_tunnel_community_enabled()









	
prepare(overlay_provider: latest.ipv8.types.IPv8, session: object [https://docs.python.org/3/library/functions.html#object]) → None [https://docs.python.org/3/library/constants.html#None]

	Perform setup tasks before the community is loaded.






	
finalize(ipv8: latest.ipv8.types.IPv8, session: object [https://docs.python.org/3/library/functions.html#object], community: latest.ipv8.types.Community) → None [https://docs.python.org/3/library/constants.html#None]

	Perform cleanup tasks after the community has been loaded.






	
get_kwargs(session: object [https://docs.python.org/3/library/functions.html#object]) → dict [https://docs.python.org/3/library/stdtypes.html#dict]

	Get the kwargs to load the community with.






	
abstract get_overlay_class() → type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community]

	Get the overlay class this launcher wants to load.

This raises a RuntimeError if it was not overwritten at runtime, to appease Pylint.






	
get_walk_strategies() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy], dict [https://docs.python.org/3/library/stdtypes.html#dict], int [https://docs.python.org/3/library/functions.html#int]]]

	Get walk strategies for this class.
It should be provided as a list of tuples with the class, kwargs and maximum number of peers.






	
get_bootstrappers(session: object [https://docs.python.org/3/library/functions.html#object]) → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper], dict [https://docs.python.org/3/library/stdtypes.html#dict]]]

	Get the bootstrappers for this class.
It should be provided as a list of tuples with the class and kwargs.






	
get_my_peer(ipv8: latest.ipv8.types.IPv8, session: object [https://docs.python.org/3/library/functions.html#object]) → latest.ipv8.peer.Peer

	Create a new Peer object that represents our own peer for the overlay.










	
class latest.ipv8.loader.CommunityLoader

	Object in charge of loading communities into IPv8.


	
get_launcher(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → CommunityLauncher

	Get the launcher belonging to the given name.






	
has_launched(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the launcher with the given name has already been launched.






	
set_launcher(launcher: CommunityLauncher) → None [https://docs.python.org/3/library/constants.html#None]

	Register a launcher to be launched by name.

If a launcher for the same name already existed, it is overwritten.






	
del_launcher(launcher: CommunityLauncher) → None [https://docs.python.org/3/library/constants.html#None]

	Unregister a launcher.






	
load(overlay_provider: latest.ipv8.types.IPv8, session: object [https://docs.python.org/3/library/functions.html#object]) → None [https://docs.python.org/3/library/constants.html#None]

	Load all of the communities specified by the registered launchers into IPv8.






	
abstract _launch(launcher: CommunityLauncher, ipv8: latest.ipv8.types.IPv8, session: object [https://docs.python.org/3/library/functions.html#object]) → None [https://docs.python.org/3/library/constants.html#None]

	This method should be overridden.










	
class latest.ipv8.loader.IPv8CommunityLoader

	Bases: CommunityLoader

Loader for IPv8 communities.


	
_launch(launcher: CommunityLauncher, ipv8: latest.ipv8.types.IPv8, session: object [https://docs.python.org/3/library/functions.html#object]) → None [https://docs.python.org/3/library/constants.html#None]

	Launch a launcher: register the overlay with IPv8.










	
latest.ipv8.loader.name(str_name: str [https://docs.python.org/3/library/stdtypes.html#str]) → Callable[[type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]], type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]]

	Specify a custom name for this launcher.

For example:


@name('Community1')
class A(CommunityLauncher):
   ...









	Parameters:

	str_name – the new name to give this launcher.










	
latest.ipv8.loader.after(*launcher_name: str [https://docs.python.org/3/library/stdtypes.html#str]) → Callable[[type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]], type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]]

	Specify one or more Community classes which should be loaded before the CommunityLauncher is invoked.
You may call this multiple times and/or with multiple arguments.

For example:


@after('CommunityLauncher1', 'CommunityLauncher2')
class A(CommunityLauncher):
   ...

@after('CommunityLauncher1')
@after('CommunityLauncher2')
class A(CommunityLauncher):
   ...









	Parameters:

	launcher_name – the launcher name(s) that need to be loaded beforehand.










	
latest.ipv8.loader.precondition(str_condition: str [https://docs.python.org/3/library/stdtypes.html#str]) → Callable[[type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]], type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]]

	Specify a string to be evaluated and interpreted as a condition for this CommunityLauncher to start.
A session object is provided to pull a state from.
You may call this multiple times.

For example:


@precondition('session.some_condition')
class A(CommunityLauncher):
   ...

@precondition('session.some_condition')
@precondition('not session.some_condition_method()')
class A(CommunityLauncher):
   ...









	Parameters:

	str_condition – the string to be evaluated as a launch condition.










	
latest.ipv8.loader._get_class(class_or_function: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community] | Callable[[Any], type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community]]) → type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community]

	Return the class by processing incoming argument either as a function or as
a class.


	Parameters:

	class_or_function – the class, or the function that represents this class.










	
latest.ipv8.loader.overlay(str_module_or_class: str [https://docs.python.org/3/library/stdtypes.html#str] | type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community] | Callable[[], type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community]], str_definition: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → Callable[[type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]], type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]]

	Specify, as strings, a module and Community class object defined therein to lazy-load.
Otherwise, give an actual Community class to load.

For example:


@overlay('my_module.some_submodule', 'MyCommunityClass')
class A(CommunityLauncher):
   ...

from my_module.some_submodule import MyCommunityClass
@overlay(MyCommunityClass)
class A(CommunityLauncher):
   ...

def my_community_class():
    from my_module.some_submodule import MyCommunityClass
    return MyCommunityClass

@overlay(my_community_class)
class A(CommunityLauncher):
   ...









	Parameters:

	
	str_module_or_class – either the module to load or a Community class.


	str_definition – either the class definition to load or None if str_module_or_class is not a string.













	
latest.ipv8.loader.walk_strategy(str_module_or_class: str [https://docs.python.org/3/library/stdtypes.html#str] | type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy] | Callable[[], type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy]], str_definition: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None, target_peers: int [https://docs.python.org/3/library/functions.html#int] = 20, kw_args: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None) → Callable[[type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]], type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]]

	Specify, as strings, a module and DiscoveryStrategy class object defined therein to lazy-load.
Otherwise, give an actual DiscoveryStrategy class to load.

For example:


 @walk_strategy('my_module.some_submodule', 'MyStrategyClass')
 class A(CommunityLauncher):
    ...

 from my_module.some_submodule import MyStrategyClass
 @walk_strategy(MyStrategyClass)
 class A(CommunityLauncher):
    ...

 @walk_strategy('my_module.some_submodule', 'MyStrategyClass', target_peers=-1, kwargs={'a key': 'a value'})
 class A(CommunityLauncher):
    ...

def my_strategy_class():
     from my_module.some_submodule import MyStrategyClass
     return MyStrategyClass

 @walk_strategy(my_strategy_class)
 class A(CommunityLauncher):
     ...









	Parameters:

	
	str_module_or_class – either the module to load or a DiscoveryStrategy class.


	str_definition – either the class definition to load or None if str_module_or_class is not a string.


	target_peers – the target_peers for the strategy.


	kw_args – the keyword arguments to initialize the DiscoveryStrategy instance with.













	
latest.ipv8.loader.bootstrapper(str_module_or_class: str [https://docs.python.org/3/library/stdtypes.html#str] | type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper] | Callable[[], type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper]], str_definition: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None, kw_args: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None) → Callable[[type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]], type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]]

	Specify, as strings, a module and Bootstrapper class object defined therein to lazy-load.
Otherwise, give an actual Bootstrapper class to load.

For example:


 @bootstrapper('my_module.some_submodule', 'MyBootstrapper')
 class A(CommunityLauncher):
    ...

 from my_module.some_submodule import MyBootstrapper
 @bootstrapper(MyBootstrapper)
 class A(CommunityLauncher):
    ...

 @bootstrapper('my_module.some_submodule', 'MyBootstrapper', kw_args={'a key': 'a value'})
 class A(CommunityLauncher):
    ...

def my_bootstrapper_class():
     from my_module.some_submodule import MyBootstrapper
     return MyBootstrapper

 @bootstrapper(my_bootstrapper_class)
 class A(CommunityLauncher):
     ...









	Parameters:

	
	str_module_or_class – either the module to load or a Bootstrapper class.


	str_definition – either the class definition to load or None if str_module_or_class is not a string.


	kw_args – the keyword arguments to initialize the Bootstrapper instance with.













	
latest.ipv8.loader.set_in_session(attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str]) → Callable[[type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]], type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]]

	Specify an attribute to set on the session, once the CommunityLauncher has finished initializing its Community.

For example, the following sets the session.my_community to the loaded Community instance:


@set_in_session('my_community')
class A(CommunityLauncher):
   ...









	Parameters:

	attribute_name – the attribute name (string) to set on the session, once the Community is loaded.










	
latest.ipv8.loader.kwargs(**kw_args) → Callable[[type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]], type [https://docs.python.org/3/library/functions.html#type][CommunityLauncher]]

	Specify keyword arguments as evaluated strings, to initialize the Community with.
A session object is provided to pull a state from.

For example:


@kwargs('working_directory'='session.working_directory')
class A(CommunityLauncher):
   ...

@kwargs(a_key='"I am a string! :)"')
class A(CommunityLauncher):
   ...









	Parameters:

	kw_args – the mapping of keyword arguments to statements to be evaluated.
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latest.ipv8.messaging


Subpackages



	latest.ipv8.messaging.anonymization
	latest.ipv8.messaging.anonymization.caches

	latest.ipv8.messaging.anonymization.community

	latest.ipv8.messaging.anonymization.crypto

	latest.ipv8.messaging.anonymization.endpoint

	latest.ipv8.messaging.anonymization.exit_socket

	latest.ipv8.messaging.anonymization.hidden_services

	latest.ipv8.messaging.anonymization.payload

	latest.ipv8.messaging.anonymization.pex

	latest.ipv8.messaging.anonymization.tunnel

	latest.ipv8.messaging.anonymization.utils





	latest.ipv8.messaging.interfaces
	latest.ipv8.messaging.interfaces.dispatcher
	latest.ipv8.messaging.interfaces.dispatcher.endpoint





	latest.ipv8.messaging.interfaces.lan_addresses
	latest.ipv8.messaging.interfaces.lan_addresses.any_os

	latest.ipv8.messaging.interfaces.lan_addresses.unix

	latest.ipv8.messaging.interfaces.lan_addresses.windows

	latest.ipv8.messaging.interfaces.lan_addresses.addressprovider

	latest.ipv8.messaging.interfaces.lan_addresses.importshield

	latest.ipv8.messaging.interfaces.lan_addresses.interfaces





	latest.ipv8.messaging.interfaces.udp
	latest.ipv8.messaging.interfaces.udp.endpoint





	latest.ipv8.messaging.interfaces.endpoint

	latest.ipv8.messaging.interfaces.network_stats

	latest.ipv8.messaging.interfaces.statistics_endpoint











Submodules



	latest.ipv8.messaging.lazy_payload

	latest.ipv8.messaging.payload

	latest.ipv8.messaging.payload_dataclass

	latest.ipv8.messaging.payload_headers

	latest.ipv8.messaging.serialization
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latest.ipv8.messaging.anonymization


Submodules



	latest.ipv8.messaging.anonymization.caches

	latest.ipv8.messaging.anonymization.community

	latest.ipv8.messaging.anonymization.crypto

	latest.ipv8.messaging.anonymization.endpoint

	latest.ipv8.messaging.anonymization.exit_socket

	latest.ipv8.messaging.anonymization.hidden_services

	latest.ipv8.messaging.anonymization.payload

	latest.ipv8.messaging.anonymization.pex

	latest.ipv8.messaging.anonymization.tunnel

	latest.ipv8.messaging.anonymization.utils
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latest.ipv8.messaging.anonymization.caches


Module Contents


Classes



	CreateRequestCache

	Used to track outstanding create messages.



	CreatedRequestCache

	Used to track outstanding created messages.



	RetryRequestCache

	Used to track adding additional hops to the circuit.



	PingRequestCache

	Manage a ping to a peer.



	IPRequestCache

	Manage introduction point establishment.



	RPRequestCache

	Manage rendezvous point establishment.



	PeersRequestCache

	Request peers for the given swarm (info hash).



	E2ERequestCache

	Cache to track e2e circuit creation.



	LinkRequestCache

	Cache to track circuit linking.



	TestRequestCache

	Cache to track circuit speed tests.







	
class latest.ipv8.messaging.anonymization.caches.CreateRequestCache(community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, identifier: int [https://docs.python.org/3/library/functions.html#int], to_circuit_id: int [https://docs.python.org/3/library/functions.html#int], from_circuit_id: int [https://docs.python.org/3/library/functions.html#int], peer: latest.ipv8.types.Peer, to_peer: latest.ipv8.types.Peer)

	Bases: latest.ipv8.requestcache.RandomNumberCacheWithName

Used to track outstanding create messages.


	
name = 'create'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We don’t need to do anything on timeout.










	
class latest.ipv8.messaging.anonymization.caches.CreatedRequestCache(community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, circuit_id: int [https://docs.python.org/3/library/functions.html#int], candidate: latest.ipv8.types.Peer, candidates: dict [https://docs.python.org/3/library/stdtypes.html#dict][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], latest.ipv8.types.Peer], timeout: float [https://docs.python.org/3/library/functions.html#float])

	Bases: latest.ipv8.requestcache.NumberCacheWithName

Used to track outstanding created messages.


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	The configurable timeout that was set.






	
name = 'created'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We don’t need to do anything on timeout.










	
class latest.ipv8.messaging.anonymization.caches.RetryRequestCache(community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, circuit: latest.ipv8.messaging.anonymization.tunnel.Circuit, candidates: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]] | list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Peer], max_tries: int [https://docs.python.org/3/library/functions.html#int], retry_func: Callable[[latest.ipv8.messaging.anonymization.tunnel.Circuit, list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], int [https://docs.python.org/3/library/functions.html#int]], None [https://docs.python.org/3/library/constants.html#None]] | Callable[[latest.ipv8.messaging.anonymization.tunnel.Circuit, list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Peer], int [https://docs.python.org/3/library/functions.html#int]], None [https://docs.python.org/3/library/constants.html#None]], timeout: float [https://docs.python.org/3/library/functions.html#float])

	Bases: latest.ipv8.requestcache.NumberCacheWithName

Used to track adding additional hops to the circuit.


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	The configurable timeout that was set.






	
name = 'retry'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Retry until we run out of candidates. Otherwise, remove the circuit.










	
class latest.ipv8.messaging.anonymization.caches.PingRequestCache(community: latest.ipv8.messaging.anonymization.community.TunnelCommunity)

	Bases: latest.ipv8.requestcache.RandomNumberCacheWithName

Manage a ping to a peer.


	
name = 'ping'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We don’t need to do anything on timeout.










	
class latest.ipv8.messaging.anonymization.caches.IPRequestCache(community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, circuit: latest.ipv8.messaging.anonymization.tunnel.Circuit)

	Bases: latest.ipv8.requestcache.RandomNumberCacheWithName

Manage introduction point establishment.


	
name = 'establish-intro'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We remove the circuit if we can’t establish an introduction point.










	
class latest.ipv8.messaging.anonymization.caches.RPRequestCache(community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, rp: latest.ipv8.messaging.anonymization.tunnel.RendezvousPoint)

	Bases: latest.ipv8.requestcache.RandomNumberCacheWithName

Manage rendezvous point establishment.


	
name = 'establish-rendezvous'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We remove the circuit if we can’t establish a rendezvous point.










	
class latest.ipv8.messaging.anonymization.caches.PeersRequestCache(community: latest.ipv8.messaging.anonymization.hidden_services.HiddenTunnelCommunity, circuit: latest.ipv8.messaging.anonymization.tunnel.Circuit, info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], target: latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint | None [https://docs.python.org/3/library/constants.html#None])

	Bases: latest.ipv8.requestcache.RandomNumberCacheWithName

Request peers for the given swarm (info hash).


	
name = 'peers-request'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We remove the introduction point if we don’t get a response.










	
class latest.ipv8.messaging.anonymization.caches.E2ERequestCache(community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], hop: latest.ipv8.messaging.anonymization.tunnel.Hop, intro_point: latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint)

	Bases: latest.ipv8.requestcache.RandomNumberCacheWithName

Cache to track e2e circuit creation.


	
name = 'e2e-request'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We don’t need to do anything on timeout.










	
class latest.ipv8.messaging.anonymization.caches.LinkRequestCache(community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, circuit: latest.ipv8.messaging.anonymization.tunnel.Circuit, info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], hs_session_keys: latest.ipv8.messaging.anonymization.crypto.SessionKeys)

	Bases: latest.ipv8.requestcache.RandomNumberCacheWithName

Cache to track circuit linking.


	
name = 'link-request'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We don’t need to do anything on timeout.










	
class latest.ipv8.messaging.anonymization.caches.TestRequestCache(community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, circuit: latest.ipv8.messaging.anonymization.tunnel.Circuit)

	Bases: latest.ipv8.requestcache.RandomNumberCacheWithName

Cache to track circuit speed tests.


	
name = 'test-request'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We don’t need to do anything on timeout.
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latest.ipv8.messaging.anonymization.community

The tunnel community.

Author(s): Egbert Bouman


Module Contents


Classes



	TunnelSettings

	Settings to forward to the TunnelCommunity.



	TunnelCommunity

	Community to create circuits of intermediate peers (hops) that send data into (exit) and receive from the Internet.








Functions



	unpack_cell(→ Callable[Ellipsis, ...)

	This function wrapper will unpack the normal payload for you, and handle a singular circuit_id parameter at







	
latest.ipv8.messaging.anonymization.community.unpack_cell(payload_cls: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.messaging.serialization.Serializable]) → Callable[Ellipsis, Callable[[TunnelCommunity, latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes], int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]], None [https://docs.python.org/3/library/constants.html#None]]]

	This function wrapper will unpack the normal payload for you, and handle a singular circuit_id parameter at
the end of the parameter list
You can now write your non-authenticated and signed functions as follows:

@unpack_cell(DataPayload)
def on_message(source_address, payload):
    '''
    :type source_address: str
    :type payload: DataPayload
    '''
    pass.










	
class latest.ipv8.messaging.anonymization.community.TunnelSettings

	Bases: latest.ipv8.community.CommunitySettings

Settings to forward to the TunnelCommunity.


	
property max_relay_early: int [https://docs.python.org/3/library/functions.html#int]

	Return the maximum number of relay_early cells that are allowed to pass a relay.






	
property peer_flags: Set[int [https://docs.python.org/3/library/functions.html#int]]

	Return the peer flags.






	
min_circuits = 1

	




	
max_circuits = 8

	




	
max_joined_circuits = 100

	




	
max_time

	




	
max_time_ip

	




	
max_time_inactive = 20

	




	
max_traffic

	




	
circuit_timeout = 60

	




	
unstable_timeout = 60

	




	
next_hop_timeout = 10

	




	
swarm_lookup_interval = 30

	




	
swarm_connection_limit = 15

	




	
remove_tunnel_delay = 5

	




	
_peer_flags: Set[int [https://docs.python.org/3/library/functions.html#int]]

	




	
_max_relay_early = 8

	




	
dht_provider: latest.ipv8.dht.provider.DHTCommunityProvider | None [https://docs.python.org/3/library/constants.html#None]

	








	
class latest.ipv8.messaging.anonymization.community.TunnelCommunity(settings: TunnelSettings)

	Bases: latest.ipv8.community.Community

Community to create circuits of intermediate peers (hops) that send data into (exit) and receive from the Internet.


	
version = b'\x02'

	




	
community_id

	




	
settings_class

	




	
async unload() → None [https://docs.python.org/3/library/constants.html#None]

	Remove all circuits/relays/exitsockets.






	
get_serializer() → latest.ipv8.messaging.serialization.Serializer

	Extend our serializer with the ability to (un)pack exit node flags.






	
add_cell_handler(payload_cls: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.messaging.lazy_payload.VariablePayloadWID], handler: Callable[[TunnelCommunity, latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes], int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]], None [https://docs.python.org/3/library/constants.html#None]] | Callable[[latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes], int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]], None [https://docs.python.org/3/library/constants.html#None]]) → None [https://docs.python.org/3/library/constants.html#None]

	Handler for messages that are exclusively tunneled (i.e., never handled plaintext).






	
_generate_circuit_id() → int [https://docs.python.org/3/library/functions.html#int]

	




	
do_circuits() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we have sufficient circuits and attempt to create new circuits if we have too little.






	
build_tunnels(hops: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Signal that we want circuits of a given number of hops.

The number of circuits created for this hop count is dictated by the max_circuits setting.






	
tunnels_ready(hops: int [https://docs.python.org/3/library/functions.html#int]) → float [https://docs.python.org/3/library/functions.html#float]

	Fraction of circuits that are available for the given hop count.






	
do_remove() → None [https://docs.python.org/3/library/constants.html#None]

	Remove all circuits that are inactive, old or overused and remove old peers from our candidate list.






	
get_candidates(*requested_flags: int [https://docs.python.org/3/library/functions.html#int]) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.peer.Peer]

	Get all the peers that we can create circuits with.






	
get_max_time(circuit_id: int [https://docs.python.org/3/library/functions.html#int]) → float [https://docs.python.org/3/library/functions.html#float]

	Get the maximum time (in seconds) that the given circuit is allowed to exist.






	
find_circuits(ctype: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = CIRCUIT_TYPE_DATA, state: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = CIRCUIT_STATE_READY, exit_flags: collections.abc.Collection [https://docs.python.org/3/library/collections.abc.html#collections.abc.Collection][int [https://docs.python.org/3/library/functions.html#int]] | None [https://docs.python.org/3/library/constants.html#None] = None, hops: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None) → list [https://docs.python.org/3/library/stdtypes.html#list][Circuit]

	Get circuits of the given type and state (and potentially exit flags and a given number of hops).






	
create_circuit(goal_hops: int [https://docs.python.org/3/library/functions.html#int], ctype: str [https://docs.python.org/3/library/stdtypes.html#str] = CIRCUIT_TYPE_DATA, exit_flags: collections.abc.Collection [https://docs.python.org/3/library/collections.abc.html#collections.abc.Collection][int [https://docs.python.org/3/library/functions.html#int]] | None [https://docs.python.org/3/library/constants.html#None] = None, required_exit: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None, info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None) → Circuit | None [https://docs.python.org/3/library/constants.html#None]

	Create a circuit of a given number of hops. The circuit will be created immediately but not be available
for transmission of data immediately. Note that not all circuits exist to send data.


	Returns:

	None if we are supposed to find an exit node and know of none.










	
send_initial_create(circuit: Circuit, candidate_peers: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.peer.Peer], max_tries: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Attempt to establish the first hop in a Circuit.






	
async remove_circuit(circuit_id: int [https://docs.python.org/3/library/functions.html#int], additional_info: str [https://docs.python.org/3/library/stdtypes.html#str] = '', remove_now: bool [https://docs.python.org/3/library/functions.html#bool] = False, destroy: bool [https://docs.python.org/3/library/functions.html#bool] | int [https://docs.python.org/3/library/functions.html#int] = False) → None [https://docs.python.org/3/library/constants.html#None]

	Remove a circuit and optionally send a destroy message.






	
async remove_relay(circuit_id: int [https://docs.python.org/3/library/functions.html#int], additional_info: str [https://docs.python.org/3/library/stdtypes.html#str] = '', remove_now: bool [https://docs.python.org/3/library/functions.html#bool] = False, destroy: bool [https://docs.python.org/3/library/functions.html#bool] = False) → latest.ipv8.messaging.anonymization.tunnel.RelayRoute | None [https://docs.python.org/3/library/constants.html#None]

	Remove a relay and all information associated with the relay. Return the relays that have been removed.






	
async remove_exit_socket(circuit_id: int [https://docs.python.org/3/library/functions.html#int], additional_info: str [https://docs.python.org/3/library/stdtypes.html#str] = '', remove_now: bool [https://docs.python.org/3/library/functions.html#bool] = False, destroy: bool [https://docs.python.org/3/library/functions.html#bool] = False) → latest.ipv8.messaging.anonymization.exit_socket.TunnelExitSocket | None [https://docs.python.org/3/library/constants.html#None]

	Remove an exit socket. Send a destroy message if necessary.






	
destroy_circuit(circuit: Circuit, reason: int [https://docs.python.org/3/library/functions.html#int] = 0) → None [https://docs.python.org/3/library/constants.html#None]

	Send a destroy message over a circuit.

Note that the circuit will still exist.






	
destroy_relay(circuit_id: int [https://docs.python.org/3/library/functions.html#int], reason: int [https://docs.python.org/3/library/functions.html#int] = 0) → None [https://docs.python.org/3/library/constants.html#None]

	Destroy our relay circuit upon request and forward a destroy message.

Note that the relay route will still exist.






	
destroy_exit_socket(exit_socket: latest.ipv8.messaging.anonymization.exit_socket.TunnelExitSocket, reason: int [https://docs.python.org/3/library/functions.html#int] = 0) → None [https://docs.python.org/3/library/constants.html#None]

	Destroy an exit socket.

Note that the exit socket will still exist.






	
send_cell(target_addr: latest.ipv8.types.Address, payload: CellablePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Send the given payload DIRECTLY to the given peer with the appropriate encryption rules.






	
send_data(target: latest.ipv8.types.Address, circuit_id: int [https://docs.python.org/3/library/functions.html#int], dest_address: latest.ipv8.types.Address, source_address: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Pack the given binary data and forward it to the given peer.






	
send_packet(target: latest.ipv8.types.Address, packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	Send raw data over the socket to a given peer and return the length of the sent data.






	
send_destroy(target: latest.ipv8.types.Address, circuit_id: int [https://docs.python.org/3/library/functions.html#int], reason: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Send a destroy message directly to the given peer.






	
_ours_on_created_extended(circuit_id: int [https://docs.python.org/3/library/functions.html#int], payload: CreatedPayload | ExtendedPayload) → None [https://docs.python.org/3/library/constants.html#None]

	




	
send_extend(circuit: Circuit, candidates: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], max_tries: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Extend a circuit by choosing one of the given candidates.






	
extract_peer_flags(extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	Convert piggybacked introduction bytes to a list of peer flags.






	
introduction_request_callback(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionRequestPayload | latest.ipv8.messaging.payload.NewIntroductionRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Try to extract piggybacked data from the introduction request.






	
introduction_response_callback(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionResponsePayload | latest.ipv8.messaging.payload.NewIntroductionResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Try to extract piggybacked data from the introduction response.






	
create_introduction_request(socket_address: latest.ipv8.types.Address, extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'', new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False, prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Add peer flags to our introduction requests.






	
create_introduction_response(lan_socket_address: latest.ipv8.types.Address, socket_address: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int], introduction: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None, extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'', prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Add peer flags to our introduction responses.






	
on_cell(source_address: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Process an incoming cell, originating from a given address.






	
on_packet_from_circuit(source_address: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], circuit_id: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Process incoming raw data, assumed to be an IPv8 packet, originating from a given address.






	
async should_join_circuit(create_payload: CreatePayload, previous_node_address: latest.ipv8.types.Address) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check whether we should join a circuit.

Note that this method is intended to be overwritten and, therefore, has unused arguments.






	
join_circuit(create_payload: CreatePayload, previous_node_address: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Actively join a circuit and send a created message back.






	
async on_create(source_address: latest.ipv8.types.Address, payload: CreatePayload, _: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Process a request to join someone’s circuit.






	
on_created(source_address: latest.ipv8.types.Address, payload: CreatedPayload, _: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when another peer signals that they have joined our circuit.






	
async on_extend(source_address: latest.ipv8.types.Address, payload: ExtendPayload, _: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a peer asks us to extend for their circuit.






	
on_extended(source_address: latest.ipv8.types.Address, payload: ExtendedPayload, _: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a peer signals that they have extended our circuit.






	
on_raw_data(circuit: Circuit, origin: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Handle data, coming from a specific circuit and origin.
This method is usually implemented in subclasses of this community.






	
on_data(sock_addr: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], _: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we receive a DataPayload out of a circuit.

Data is readable only if this handler is (a) an exit node or (b) the one that created the circuit.






	
on_ping(source_address: latest.ipv8.types.Address, payload: PingPayload, _: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we received a tunneled ping message.






	
on_pong(source_address: latest.ipv8.types.Address, payload: PongPayload, _: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we received a tunneled pong (response) message.






	
do_ping(exclude: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Ping circuits. Pings are only sent to the first hop, subsequent hops will relay the ping.






	
on_destroy(peer: latest.ipv8.peer.Peer, payload: DestroyPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we received a destroy message.






	
exit_data(circuit_id: int [https://docs.python.org/3/library/functions.html#int], sock_addr: latest.ipv8.types.Address, destination: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Exit data (to the destination) out of the exit socket associated with the given circuit id.






	
async dht_peer_lookup(mid: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], peer: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Perform a DHT lookup for a given SHA-1 hash of a public key.

Note that connections (if any) will be performed in the background. Query for results manually later.






	
send_test_request(circuit: Circuit, request_size: int [https://docs.python.org/3/library/functions.html#int] = 0, response_size: int [https://docs.python.org/3/library/functions.html#int] = 0) → Future[tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], float [https://docs.python.org/3/library/functions.html#float]]]

	Send a speed test request and wait for a (data, RTT time in seconds) tuple to be recorded.






	
on_test_request(source_address: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we receive a speed test request.






	
on_test_response(source_address: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we received a test response.

We record the data that the response contained and the time since we sent the original request.
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latest.ipv8.messaging.anonymization.crypto


Module Contents


Classes



	SessionKeys

	Session keys to communicate between hops.



	CryptoEndpoint

	UDP endpoint capable of sending/relaying/exiting CellPayloads.



	PythonCryptoEndpoint

	UDP endpoint capable of sending/relaying/exiting CellPayloads.



	TunnelCrypto

	Add Diffie-Hellman key establishment logic to ECCrypto.







	
class latest.ipv8.messaging.anonymization.crypto.SessionKeys

	Session keys to communicate between hops.


	
key_forward: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
key_backward: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
salt_forward: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
salt_backward: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
salt_explicit_forward: int [https://docs.python.org/3/library/functions.html#int]

	




	
salt_explicit_backward: int [https://docs.python.org/3/library/functions.html#int]

	








	
exception latest.ipv8.messaging.anonymization.crypto.CryptoException

	Bases: Exception [https://docs.python.org/3/library/exceptions.html#Exception]

Exception for when anything goes wrong with sessions, encoding, and decoding.






	
class latest.ipv8.messaging.anonymization.crypto.CryptoEndpoint

	UDP endpoint capable of sending/relaying/exiting CellPayloads.


	
abstract setup_tunnels(tunnel_community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, settings: latest.ipv8.messaging.anonymization.community.TunnelSettings) → None [https://docs.python.org/3/library/constants.html#None]

	Set up the TunnelCommunity.






	
abstract send_cell(target_addr: ipv8.types.Address, cell: latest.ipv8.messaging.anonymization.payload.CellPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Send the given payload directly to the given peer with the appropriate encryption rules.










	
class latest.ipv8.messaging.anonymization.crypto.PythonCryptoEndpoint(endpoint: ipv8.types.Endpoint)

	Bases: CryptoEndpoint, latest.ipv8.messaging.interfaces.endpoint.EndpointListener

UDP endpoint capable of sending/relaying/exiting CellPayloads.


	
property max_relay_early: int [https://docs.python.org/3/library/functions.html#int]

	Return the maximum number of relay_early cells that are allowed to pass a relay.






	
setup_tunnels(tunnel_community: latest.ipv8.messaging.anonymization.community.TunnelCommunity, settings: latest.ipv8.messaging.anonymization.community.TunnelSettings) → None [https://docs.python.org/3/library/constants.html#None]

	Set up the TunnelCommunity.






	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], warn_unknown: bool [https://docs.python.org/3/library/functions.html#bool] = True) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when data is received on this endpoint.






	
send_cell(target_addr: ipv8.types.Address, cell: latest.ipv8.messaging.anonymization.payload.CellPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Send the given payload directly to the given peer with the appropriate encryption rules.






	
process_cell(source_address: ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Process incoming raw data, assumed to be a cell, originating from a given address.






	
relay_cell(cell: latest.ipv8.messaging.anonymization.payload.CellPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Forward the given cell, which contains the information needed for its own relaying.






	
outgoing_crypto(cell: latest.ipv8.messaging.anonymization.payload.CellPayload) → latest.ipv8.messaging.anonymization.payload.CellPayload | None [https://docs.python.org/3/library/constants.html#None]

	Encrypt a CellPayload using the SessionKeys currently available in the routing table.






	
incoming_crypto(cell: latest.ipv8.messaging.anonymization.payload.CellPayload) → latest.ipv8.messaging.anonymization.payload.CellPayload | None [https://docs.python.org/3/library/constants.html#None]

	Decrypt a CellPayload using the SessionKeys currently available in the routing table.






	
encrypt_cell(cell: latest.ipv8.messaging.anonymization.payload.CellPayload, direction: int [https://docs.python.org/3/library/functions.html#int], *hops: latest.ipv8.messaging.anonymization.tunnel.Hop) → None [https://docs.python.org/3/library/constants.html#None]

	Encrypt a given cell.


	Raises:

	CryptoException – if encryption failed.










	
decrypt_cell(cell: latest.ipv8.messaging.anonymization.payload.CellPayload, direction: int [https://docs.python.org/3/library/functions.html#int], *hops: latest.ipv8.messaging.anonymization.tunnel.Hop) → None [https://docs.python.org/3/library/constants.html#None]

	Decrypt a given cell.


	Raises:

	CryptoException – if decryption failed.














	
class latest.ipv8.messaging.anonymization.crypto.TunnelCrypto

	Bases: latest.ipv8.keyvault.crypto.ECCrypto

Add Diffie-Hellman key establishment logic to ECCrypto.


	
initialize(key: latest.ipv8.keyvault.crypto.LibNaCLPK) → None [https://docs.python.org/3/library/constants.html#None]

	Make this ECCrypto fit for key establishment based on the given public key.






	
is_key_compatible(key: latest.ipv8.types.PublicKey) → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether the given key is a LibNaCLPK instance.






	
generate_diffie_secret() → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.keyvault.private.libnaclkey.LibNaCLSK, latest.ipv8.keyvault.crypto.LibNaCLPK]

	Create a new private-public keypair.






	
generate_diffie_shared_secret(dh_received: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], key: latest.ipv8.keyvault.crypto.LibNaCLPK | None [https://docs.python.org/3/library/constants.html#None] = None) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], latest.ipv8.keyvault.crypto.LibNaCLPK, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Generate the shared secret from the received string and the given key.






	
verify_and_generate_shared_secret(dh_secret: latest.ipv8.keyvault.private.libnaclkey.LibNaCLSK, dh_received: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], auth: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], b: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Generate the shared secret based on the response to the shared string and our own key.






	
generate_session_keys(shared_secret: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → SessionKeys

	Generate new session keys based on the shared secret.






	
static encrypt_str(content: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], keys: SessionKeys, direction: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Encrypt content using the given key, salt, and incremental session salt.






	
static decrypt_str(content: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], keys: SessionKeys, direction: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Decrypt the given content using a key and salt.
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latest.ipv8.messaging.anonymization.endpoint


Module Contents


Classes



	TunnelEndpoint

	Endpoint implementation that routes all data through a TunnelCommunity.







	
class latest.ipv8.messaging.anonymization.endpoint.TunnelEndpoint(endpoint: latest.ipv8.messaging.interfaces.endpoint.Endpoint)

	Endpoint implementation that routes all data through a TunnelCommunity.


	
set_tunnel_community(tunnel_community: latest.ipv8.messaging.anonymization.community.TunnelCommunity | None [https://docs.python.org/3/library/constants.html#None], hops: int [https://docs.python.org/3/library/functions.html#int] = 1) → None [https://docs.python.org/3/library/constants.html#None]

	Configure this endpoint to create tunnels of a given number of hops over the given community.






	
set_anonymity(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], enable: bool [https://docs.python.org/3/library/functions.html#bool]) → None [https://docs.python.org/3/library/constants.html#None]

	Enable or disable tunneling for the given community id.






	
send(address: latest.ipv8.types.Address, packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Send the given packet to a certain address.






	
notify_listeners(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], from_tunnel: bool [https://docs.python.org/3/library/functions.html#bool] = False) → None [https://docs.python.org/3/library/constants.html#None]

	Ensure packets are only delivered if they follow they are properly encrypted.






	
__getattribute__(item: str [https://docs.python.org/3/library/stdtypes.html#str]) → Any

	Forward anything that is not inside of this class to our wrapped endpoint.
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latest.ipv8.messaging.anonymization.exit_socket


Module Contents


Classes



	DataChecker

	Class to verify that only IPv8-allowed traffic is being forwarded.



	TunnelProtocol

	Protocol used by TunnelExitSocket.



	TunnelExitSocket

	Socket for exit nodes that communicates with the outside world.







	
class latest.ipv8.messaging.anonymization.exit_socket.DataChecker

	Class to verify that only IPv8-allowed traffic is being forwarded.


	
static could_be_utp(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if this data could be uTP (see also https://www.bittorrent.org/beps/bep_0029.html).

Packets should be 20 bytes or larger.


	The type should be 0..4:
	
	0: ST_DATA


	1: ST_FIN


	2: ST_STATE


	3: ST_RESET


	4: ST_SYN








The version should be 1.


	The extension should be 0..3:
	
	0: No extension


	1: Selective ACK


	2: Deprecated


	3: Close reason













	
static could_be_udp_tracker(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the data could be a UDP-based tracker.






	
static could_be_dht(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the data contain a bencoded dictionary.






	
static could_be_bt(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the data could be any BitTorrent traffic.






	
static could_be_ipv8(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the data is likely IPv8 overlay traffic.










	
class latest.ipv8.messaging.anonymization.exit_socket.TunnelProtocol(received_cb: Callable, local_addr: ipv8.types.Address)

	Bases: asyncio.DatagramProtocol [https://docs.python.org/3/library/asyncio-protocol.html#asyncio.DatagramProtocol]

Protocol used by TunnelExitSocket.


	
async open() → asyncio.DatagramTransport [https://docs.python.org/3/library/asyncio-protocol.html#asyncio.DatagramTransport]

	Opens a datagram endpoint and returns the Transport.






	
datagram_received(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], addr: ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when data is received by the socket.










	
class latest.ipv8.messaging.anonymization.exit_socket.TunnelExitSocket(circuit_id: int [https://docs.python.org/3/library/functions.html#int], hop: latest.ipv8.messaging.anonymization.tunnel.Hop, overlay: ipv8.messaging.anonymization.community.TunnelCommunity)

	Bases: latest.ipv8.messaging.anonymization.tunnel.RoutingObject, latest.ipv8.taskmanager.TaskManager

Socket for exit nodes that communicates with the outside world.


	
enable() → None [https://docs.python.org/3/library/constants.html#None]

	Allow data to be sent.

This creates the datagram endpoints that allows us to send messages.






	
sendto(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], destination: ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Send o message over our datagram transporter.






	
async resolve(address: ipv8.types.Address) → ipv8.types.Address

	Using asyncio’s getaddrinfo since the aiodns resolver seems to have issues.
Returns [(family, type, proto, canonname, sockaddr)].






	
datagram_received_ipv4(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], source: ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when data is received by the IPv4 socket.






	
datagram_received_ipv6(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], source: ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when data is received by the IPv6 socket.






	
datagram_received(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], source: ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when data is received by a IPv4/IPv6 socket.






	
is_allowed(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the captured data is not malicious junk.






	
tunnel_data(source: ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Send data back over the tunnel that we are exiting for.






	
async close() → None [https://docs.python.org/3/library/constants.html#None]

	Closes the UDP socket if enabled and cancels all pending tasks.


	Returns:

	A deferred that fires once the UDP socket has closed.
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latest.ipv8.messaging.anonymization.hidden_services

The hidden tunnel community.

Author(s): Egbert Bouman


Module Contents


Classes



	HiddenTunnelSettings

	Settings for the hidden tunnel community.



	HiddenTunnelCommunity

	Extension of TunnelCommunity logic to link up circuits and create closed-loop e2e circuits.







	
class latest.ipv8.messaging.anonymization.hidden_services.HiddenTunnelSettings

	Bases: latest.ipv8.messaging.anonymization.community.TunnelSettings

Settings for the hidden tunnel community.


	
ipv8: latest.ipv8.types.IPv8 | None [https://docs.python.org/3/library/constants.html#None]

	




	
e2e_callbacks: dict [https://docs.python.org/3/library/stdtypes.html#dict][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], Callable[[Address], None [https://docs.python.org/3/library/constants.html#None]] | None [https://docs.python.org/3/library/constants.html#None]] | None [https://docs.python.org/3/library/constants.html#None]

	








	
class latest.ipv8.messaging.anonymization.hidden_services.HiddenTunnelCommunity(settings: HiddenTunnelSettings)

	Bases: latest.ipv8.messaging.anonymization.community.TunnelCommunity

Extension of TunnelCommunity logic to link up circuits and create closed-loop e2e circuits.


	
settings_class

	




	
join_swarm(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], hops: int [https://docs.python.org/3/library/functions.html#int], callback: Callable[[Address], None [https://docs.python.org/3/library/constants.html#None]] | None [https://docs.python.org/3/library/constants.html#None] = None, seeding: bool [https://docs.python.org/3/library/functions.html#bool] = True) → None [https://docs.python.org/3/library/constants.html#None]

	Join a hidden swarm. This should be called by both the downloader and the seeder. Calling this method while
already part of the swarm will cause the community to drop all pre-existing connections.
Note that the seeder should also create introduction points by calling create_introduction_point().


	Parameters:

	
	info_hash – the swarm identifier


	hops – the amount of hops for our introduction/rendezvous circuits


	callback – the callback function to call when we have established an e2e circuit


	seeding – whether the swarm should be joined as seeder













	
leave_swarm(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Leave a hidden swarm. Can be called by both the downloader and the seeder.


	Parameters:

	info_hash – the swarm identifier










	
async estimate_swarm_size(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], hops: int [https://docs.python.org/3/library/functions.html#int] = 1, max_requests: int [https://docs.python.org/3/library/functions.html#int] = 10) → int [https://docs.python.org/3/library/functions.html#int]

	Estimate the number of unique seeders that are part of a hidden swarm.


	Parameters:

	
	info_hash – the swarm identifier


	hops – the amount of hops to use for contacting introduction points


	max_requests – the number of introduction points we should send a get-peers message to






	Returns:

	number of unique seeders










	
select_circuit_for_infohash(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → Circuit | None [https://docs.python.org/3/library/constants.html#None]

	Get a circuit that connectes to the swarm of the given SHA-1 hash.






	
create_circuit_for_infohash(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], ctype: str [https://docs.python.org/3/library/stdtypes.html#str], exit_flags: Set[int [https://docs.python.org/3/library/functions.html#int]] | None [https://docs.python.org/3/library/constants.html#None] = None, required_exit: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → Circuit | None [https://docs.python.org/3/library/constants.html#None]

	Create a circuit that connects to the swarm given by the SHA-1 (info) hash.






	
ip_to_circuit_id(ip_str: str [https://docs.python.org/3/library/stdtypes.html#str]) → int [https://docs.python.org/3/library/functions.html#int]

	Convert an IP to a (special) circuit id.






	
circuit_id_to_ip(circuit_id: int [https://docs.python.org/3/library/functions.html#int]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Convert an IP-embedded circuit id back to the original IP.






	
async do_peer_discovery() → None [https://docs.python.org/3/library/constants.html#None]

	Find peers in the swarms that we are a part of.






	
do_circuits() → None [https://docs.python.org/3/library/constants.html#None]

	Beyond normal circuit creation, make sure we have circuits for introduction points.






	
do_ping(exclude: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Ping all circuits, except pending e2e circuits.






	
remove_circuit(circuit_id: int [https://docs.python.org/3/library/functions.html#int], additional_info: str [https://docs.python.org/3/library/stdtypes.html#str] = '', remove_now: bool [https://docs.python.org/3/library/functions.html#bool] = False, destroy: bool [https://docs.python.org/3/library/functions.html#bool] | int [https://docs.python.org/3/library/functions.html#int] = False) → Coroutine[Any, Any, None [https://docs.python.org/3/library/constants.html#None]]

	Remove the given circuit and update any swarms it may be part of.






	
remove_exit_socket(circuit_id: int [https://docs.python.org/3/library/functions.html#int], additional_info: str [https://docs.python.org/3/library/stdtypes.html#str] = '', remove_now: bool [https://docs.python.org/3/library/functions.html#bool] = False, destroy: bool [https://docs.python.org/3/library/functions.html#bool] = False) → Coroutine[Any, Any, latest.ipv8.messaging.anonymization.exit_socket.TunnelExitSocket | None [https://docs.python.org/3/library/constants.html#None]]

	Remove the given exit circuit, remove associated rendezvous points and update any PEX communities
it may be part of.






	
get_max_time(circuit_id: int [https://docs.python.org/3/library/functions.html#int]) → float [https://docs.python.org/3/library/functions.html#float]

	Get the maximum time that a given circuit is allowed to exist.






	
tunnel_data(circuit: Circuit | latest.ipv8.messaging.anonymization.exit_socket.TunnelExitSocket, destination: Address, payload: VariablePayloadWID) → None [https://docs.python.org/3/library/constants.html#None]

	Send any serializable payload to the next hop in the circuit.






	
select_circuit(destination: Address | None [https://docs.python.org/3/library/constants.html#None], hops: int [https://docs.python.org/3/library/functions.html#int]) → Circuit | None [https://docs.python.org/3/library/constants.html#None]

	Make sure that we select the right circuit when dealing with an e2e connection.






	
send_peers_request(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], target: latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint | None [https://docs.python.org/3/library/constants.html#None], hops: int [https://docs.python.org/3/library/functions.html#int]) → Future[list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint]]

	Attempt to find peers for a given SHA-1 (info) hash.






	
async on_peers_request(source_address: Address, payload: PeersRequestPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when someone wants us to find peers for their circuit.






	
send_peers_response(target_addr: Address, request: PeersRequestPayload, intro_points: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint], circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Send a response with the peers that we found through the DHT.






	
on_peers_response(source_address: Address, payload: PeersResponsePayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when someone performed a DHT lookup for us.






	
create_e2e(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], intro_point: latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint) → None [https://docs.python.org/3/library/constants.html#None]

	Create an e2e bridge for the given SHA-1 (info) hash over the given introduction point.






	
async on_create_e2e(source_address: Address, payload: CreateE2EPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we receive a creation message for an e2e circuit.






	
create_created_e2e(rp: latest.ipv8.messaging.anonymization.tunnel.RendezvousPoint, source_address: Address, payload: CreateE2EPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we receive “create” or “created” payloads.






	
async on_created_e2e(source_address: Address, payload: CreatedE2EPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when peers signal that they have created an e2e circuit.






	
on_link_e2e(source_address: Address, payload: LinkE2EPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when an e2e circuit attempts to link up sender and receiver.






	
on_linked_e2e(source_address: Address, payload: LinkedE2EPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a sender and receiver circuit have been linked up.






	
async create_introduction_point(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], required_ip: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Create an introduction point for the given SHA-1 (info) hash.






	
on_establish_intro(source_address: Address, payload: EstablishIntroPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we are asked to be an introduction point.






	
on_intro_established(source_address: Address, payload: IntroEstablishedPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a peer signals that an introduction point has been created for us.






	
async create_rendezvous_point(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → latest.ipv8.messaging.anonymization.tunnel.RendezvousPoint | None [https://docs.python.org/3/library/constants.html#None]

	Create a new rendezvous point for the given SHA-1 (info) hash.






	
on_establish_rendezvous(source_address: Address, payload: EstablishRendezvousPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when we are requested to be a rendezvous point.






	
on_rendezvous_established(source_address: Address, payload: RendezvousEstablishedPayload, circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a peer signals that they act as a rendezvous point for us.






	
async dht_lookup(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint]] | None [https://docs.python.org/3/library/constants.html#None]

	Attempt to find introduction points for the given SHA-1 (info) hash.






	
async dht_announce(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], intro_point: latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint) → None [https://docs.python.org/3/library/constants.html#None]

	Announce ourselves as a candidate for the given SHA-1 (info) hash.
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latest.ipv8.messaging.anonymization.payload


Module Contents


Classes



	CellablePayload

	Payloads need a msg_id and a circuit_id to be turned into a tunnel-able cell.



	ExtraIntroductionPayload

	Payload to piggyback onto introduction messages.



	DataPayload

	Payload to transfer raw data over a circuit.



	CreatePayload

	Payload to initiate circuit creation.



	CreatedPayload

	Payload to signal initial circuit first-hop completion.



	ExtendPayload

	Payload to initiate circuit extension.



	ExtendedPayload

	Payload to signal extension completion.



	PingPayload

	Payload to ping over a circuit.



	PongPayload

	Payload to pong over a circuit.



	DestroyPayload

	Payload to signal destruction of a circuit.



	EstablishIntroPayload

	Payload to initiate establishment of an introduction point.



	IntroEstablishedPayload

	Payload to signal completion of introduction point establishment.



	EstablishRendezvousPayload

	Payload to initiate creation of a rendezvous point.



	RendezvousEstablishedPayload

	Payload to signal completion of a rendezvous point.



	CreateE2EPayload

	Payload to initiate e2e hookup.



	CreatedE2EPayload

	Payload to signal completion of e2e hookup.



	LinkE2EPayload

	Payload to initiate completion linking of an e2e hookup.



	LinkedE2EPayload

	Payload to signal completion of the final linking of the e2e circuit.



	PeersRequestPayload

	Request for peer lookup for the given info hash.



	IntroductionInfo

	Payload for introduction info.



	PeersResponsePayload

	Payload to respond with introduction info of peers for a given info hash.



	RendezvousInfo

	Payload for rendezvous info.



	TestRequestPayload

	Speedtest initiation.



	TestResponsePayload

	Speedtest response.



	Flags

	Packer for flags (default: as a short).



	CellPayload

	Raw circuit data.








Attributes



	NO_CRYPTO_PACKETS

	







	
class latest.ipv8.messaging.anonymization.payload.CellablePayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Payloads need a msg_id and a circuit_id to be turned into a tunnel-able cell.


	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.anonymization.payload.ExtraIntroductionPayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

Payload to piggyback onto introduction messages.


	
names = ['flags']

	




	
format_list = ['flags']

	




	
flags: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	








	
class latest.ipv8.messaging.anonymization.payload.DataPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to transfer raw data over a circuit.


	
msg_id = 1

	




	
names = ['circuit_id', 'dest_address', 'org_address', 'data']

	




	
format_list = ['I', 'address', 'address', 'raw']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
dest_address: latest.ipv8.types.Address

	




	
org_address: latest.ipv8.types.Address

	




	
data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.CreatePayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to initiate circuit creation.


	
msg_id = 2

	




	
names = ['circuit_id', 'identifier', 'node_public_key', 'key']

	




	
format_list = ['I', 'H', 'varlenH', 'varlenH']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
node_public_key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.CreatedPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to signal initial circuit first-hop completion.


	
msg_id = 3

	




	
names = ['circuit_id', 'identifier', 'key', 'auth', 'candidates_enc']

	




	
format_list = ['I', 'H', 'varlenH', '32s', 'raw']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
auth: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
candidates_enc: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.ExtendPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to initiate circuit extension.


	
msg_id = 4

	




	
names = ['circuit_id', 'identifier', 'node_public_key', 'key', 'node_addr']

	




	
format_list = ['I', 'H', 'varlenH', 'varlenH', 'ip_address']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
node_public_key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
node_addr: latest.ipv8.types.Address

	








	
class latest.ipv8.messaging.anonymization.payload.ExtendedPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to signal extension completion.


	
msg_id = 5

	




	
names = ['circuit_id', 'identifier', 'key', 'auth', 'candidates_enc']

	




	
format_list = ['I', 'H', 'varlenH', '32s', 'raw']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
auth: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
candidates_enc: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.PingPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to ping over a circuit.


	
msg_id = 6

	




	
names = ['circuit_id', 'identifier']

	




	
format_list = ['I', 'H']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.anonymization.payload.PongPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to pong over a circuit.


	
msg_id = 7

	




	
names = ['circuit_id', 'identifier']

	




	
format_list = ['I', 'H']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.anonymization.payload.DestroyPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to signal destruction of a circuit.


	
msg_id = 8

	




	
names = ['circuit_id', 'reason']

	




	
format_list = ['I', 'H']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
reason: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.anonymization.payload.EstablishIntroPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to initiate establishment of an introduction point.


	
msg_id = 9

	




	
names = ['circuit_id', 'identifier', 'info_hash', 'public_key']

	




	
format_list = ['I', 'H', '20s', 'varlenH']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
public_key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.IntroEstablishedPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to signal completion of introduction point establishment.


	
msg_id = 10

	




	
names = ['circuit_id', 'identifier']

	




	
format_list = ['I', 'H']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.anonymization.payload.EstablishRendezvousPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to initiate creation of a rendezvous point.


	
msg_id = 11

	




	
names = ['circuit_id', 'identifier', 'cookie']

	




	
format_list = ['I', 'H', '20s']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
cookie: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.RendezvousEstablishedPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to signal completion of a rendezvous point.


	
msg_id = 12

	




	
names = ['circuit_id', 'identifier', 'rendezvous_point_addr']

	




	
format_list = ['I', 'H', 'ip_address']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
rendezvous_point_addr: latest.ipv8.types.Address

	








	
class latest.ipv8.messaging.anonymization.payload.CreateE2EPayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Payload to initiate e2e hookup.


	
msg_id = 13

	




	
names = ['identifier', 'info_hash', 'node_public_key', 'key']

	




	
format_list = ['H', '20s', 'varlenH', 'varlenH']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
node_public_key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.CreatedE2EPayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

Payload to signal completion of e2e hookup.


	
msg_id = 14

	




	
names = ['identifier', 'key', 'auth', 'rp_info_enc']

	




	
format_list = ['H', 'varlenH', '32s', 'raw']

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
auth: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
rp_info_enc: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.LinkE2EPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to initiate completion linking of an e2e hookup.


	
msg_id = 15

	




	
names = ['circuit_id', 'identifier', 'cookie']

	




	
format_list = ['I', 'H', '20s']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
cookie: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.LinkedE2EPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to signal completion of the final linking of the e2e circuit.


	
msg_id = 16

	




	
names = ['circuit_id', 'identifier']

	




	
format_list = ['I', 'H']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.anonymization.payload.PeersRequestPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Request for peer lookup for the given info hash.


	
msg_id = 17

	




	
names = ['circuit_id', 'identifier', 'info_hash']

	




	
format_list = ['I', 'H', '20s']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.IntroductionInfo(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

Payload for introduction info.


	
names = ['address', 'key', 'seeder_pk', 'source']

	




	
format_list = ['ip_address', 'varlenH', 'varlenH', 'B']

	




	
address: latest.ipv8.types.Address

	




	
key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
seeder_pk: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
source: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.anonymization.payload.PeersResponsePayload(*args: Any, **kwargs)

	Bases: CellablePayload

Payload to respond with introduction info of peers for a given info hash.


	
msg_id = 18

	




	
names = ['circuit_id', 'identifier', 'info_hash', 'peers']

	




	
format_list = ['I', 'H', '20s', None]

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
peers: list [https://docs.python.org/3/library/stdtypes.html#list][IntroductionInfo]

	








	
class latest.ipv8.messaging.anonymization.payload.RendezvousInfo(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

Payload for rendezvous info.


	
names = ['address', 'key', 'cookie']

	




	
format_list = ['ip_address', 'varlenH', '20s']

	




	
address: latest.ipv8.types.Address

	




	
key: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
cookie: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.TestRequestPayload(*args: Any, **kwargs)

	Bases: CellablePayload

Speedtest initiation.


	
msg_id = 19

	




	
names = ['circuit_id', 'identifier', 'response_size', 'data']

	




	
format_list = ['I', 'H', 'H', 'raw']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
response_size: int [https://docs.python.org/3/library/functions.html#int]

	




	
data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.TestResponsePayload(*args: Any, **kwargs)

	Bases: CellablePayload

Speedtest response.


	
msg_id = 20

	




	
names = ['circuit_id', 'identifier', 'data']

	




	
format_list = ['I', 'H', 'raw']

	




	
circuit_id: int [https://docs.python.org/3/library/functions.html#int]

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.payload.Flags(fmt: str [https://docs.python.org/3/library/stdtypes.html#str] = '>H')

	Bases: latest.ipv8.messaging.serialization.Packer

Packer for flags (default: as a short).


	
pack(data: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack the individual flag integer values into a single integer and serialize them.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Uncompress the flags from their serialized form.










	
class latest.ipv8.messaging.anonymization.payload.CellPayload(circuit_id: int [https://docs.python.org/3/library/functions.html#int], message: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], plaintext: bool [https://docs.python.org/3/library/functions.html#bool] = False, relay_early: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Raw circuit data.


	
msg_id = 0

	




	
unwrap(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Reorder the binary format of this cell, injecting its prefix and circuit id.






	
to_bin(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Reorder the binary format of this cell, injecting its message id, circuit id and flags.






	
classmethod from_bin(packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → CellPayload

	Reconstruct a CellPayload from the given binary format, ordered using to_bin().










	
latest.ipv8.messaging.anonymization.payload.NO_CRYPTO_PACKETS
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latest.ipv8.messaging.anonymization.pex


Module Contents


Classes



	PexSettings

	Settings for the PexCommunity.



	PexCommunity

	New on-the-fly overlay for the PEX protocol.








Attributes



	PEX_VERSION

	







	
latest.ipv8.messaging.anonymization.pex.PEX_VERSION = 1

	




	
class latest.ipv8.messaging.anonymization.pex.PexSettings

	Bases: latest.ipv8.community.CommunitySettings

Settings for the PexCommunity.


	
info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.anonymization.pex.PexCommunity(settings: PexSettings)

	Bases: latest.ipv8.community.Community

New on-the-fly overlay for the PEX protocol.


	
property done: bool [https://docs.python.org/3/library/functions.html#bool]

	Check if we have introduction points left.






	
get_intro_points() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint]

	Get a list of the most recent introduction points that were discovered using PexCommunity.
:return : list of IntroductionPoint objects.






	
start_announce(seeder_pk: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Start announcing yourself as an introduction point for a certain seeder.


	Parameters:

	seeder_pk – public key of the seeder (in binary format).










	
stop_announce(seeder_pk: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Stop announcing yourself as an introduction point for a certain seeder.
:param seeder_pk: public key of the seeder (in binary format).






	
process_extra_bytes(peer: latest.ipv8.peer.Peer, extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Unpack any introduction points piggybacked onto the introduction requests and responses.






	
introduction_request_callback(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionRequestPayload | latest.ipv8.messaging.payload.NewIntroductionRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when an introduction request comes in.






	
introduction_response_callback(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionResponsePayload | latest.ipv8.messaging.payload.NewIntroductionResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when an introduction response comes in.






	
create_introduction_request(socket_address: latest.ipv8.types.Address, extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'', new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False, prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Piggyback introduction points onto introduction requests.






	
create_introduction_response(lan_socket_address: latest.ipv8.types.Address, socket_address: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int], introduction: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None, extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'', prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Piggyback introduction points onto introduction responses.






	
send_ping(peer: latest.ipv8.peer.Peer) → None [https://docs.python.org/3/library/constants.html#None]

	Send a ping messages to a peer.






	
get_seeder_pks() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack the known seeder public keys (up to 10) as bytes.
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latest.ipv8.messaging.anonymization.tunnel


Module Contents


Classes



	Hop

	Hop contains all information needed to add/remove a single layer of



	RoutingObject

	Statistics for a tunnel to a peer over a circuit (base class for circuits, exit sockets, and relay routes).



	Circuit

	A peer-to-peer encrypted communication channel, consisting of 0 or more hops (intermediate peers).



	RelayRoute

	Relay object containing the destination circuit, socket address and whether it is online or not.



	RendezvousPoint

	Rendezvous for circuits to link up.



	IntroductionPoint

	A point of introduction, available for linking up.



	Swarm

	A group of circuit exits that organizes around an SHA-1.








Attributes



	FORWARD

	



	BACKWARD

	



	PEER_SOURCE_UNKNOWN

	



	PEER_SOURCE_DHT

	



	PEER_SOURCE_PEX

	



	PEER_FLAG_RELAY

	



	PEER_FLAG_EXIT_BT

	



	PEER_FLAG_EXIT_IPV8

	



	PEER_FLAG_SPEED_TEST

	



	CIRCUIT_TYPE_DATA

	



	CIRCUIT_TYPE_IP_SEEDER

	



	CIRCUIT_TYPE_RP_SEEDER

	



	CIRCUIT_TYPE_RP_DOWNLOADER

	



	CIRCUIT_STATE_READY

	



	CIRCUIT_STATE_EXTENDING

	



	CIRCUIT_STATE_CLOSING

	



	CIRCUIT_ID_PORT

	



	PING_INTERVAL

	



	DESTROY_REASON_UNKNOWN

	



	DESTROY_REASON_SHUTDOWN

	



	DESTROY_REASON_UNNEEDED

	







	
latest.ipv8.messaging.anonymization.tunnel.FORWARD = 0

	




	
latest.ipv8.messaging.anonymization.tunnel.BACKWARD = 1

	




	
latest.ipv8.messaging.anonymization.tunnel.PEER_SOURCE_UNKNOWN = 0

	




	
latest.ipv8.messaging.anonymization.tunnel.PEER_SOURCE_DHT = 1

	




	
latest.ipv8.messaging.anonymization.tunnel.PEER_SOURCE_PEX = 2

	




	
latest.ipv8.messaging.anonymization.tunnel.PEER_FLAG_RELAY = 1

	




	
latest.ipv8.messaging.anonymization.tunnel.PEER_FLAG_EXIT_BT = 2

	




	
latest.ipv8.messaging.anonymization.tunnel.PEER_FLAG_EXIT_IPV8 = 4

	




	
latest.ipv8.messaging.anonymization.tunnel.PEER_FLAG_SPEED_TEST = 8

	




	
latest.ipv8.messaging.anonymization.tunnel.CIRCUIT_TYPE_DATA = 'DATA'

	




	
latest.ipv8.messaging.anonymization.tunnel.CIRCUIT_TYPE_IP_SEEDER = 'IP_SEEDER'

	




	
latest.ipv8.messaging.anonymization.tunnel.CIRCUIT_TYPE_RP_SEEDER = 'RP_SEEDER'

	




	
latest.ipv8.messaging.anonymization.tunnel.CIRCUIT_TYPE_RP_DOWNLOADER = 'RP_DOWNLOADER'

	




	
latest.ipv8.messaging.anonymization.tunnel.CIRCUIT_STATE_READY = 'READY'

	




	
latest.ipv8.messaging.anonymization.tunnel.CIRCUIT_STATE_EXTENDING = 'EXTENDING'

	




	
latest.ipv8.messaging.anonymization.tunnel.CIRCUIT_STATE_CLOSING = 'CLOSING'

	




	
latest.ipv8.messaging.anonymization.tunnel.CIRCUIT_ID_PORT = 1024

	




	
latest.ipv8.messaging.anonymization.tunnel.PING_INTERVAL = 7.5

	




	
latest.ipv8.messaging.anonymization.tunnel.DESTROY_REASON_UNKNOWN = 1

	




	
latest.ipv8.messaging.anonymization.tunnel.DESTROY_REASON_SHUTDOWN = 2

	




	
latest.ipv8.messaging.anonymization.tunnel.DESTROY_REASON_UNNEEDED = 4

	




	
class latest.ipv8.messaging.anonymization.tunnel.Hop

	Hop contains all information needed to add/remove a single layer of
onion encryption and send it to the next target.


	
property address: latest.ipv8.types.Address

	Get the address of this hop.






	
property public_key: latest.ipv8.keyvault.public.libnaclkey.LibNaCLPK

	Get the public key instance of the hop.






	
property public_key_bin: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	The hop’s public_key bytes.






	
property mid: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get the SHA-1 of the hop’s public key.






	
peer: latest.ipv8.peer.Peer

	




	
keys: latest.ipv8.messaging.anonymization.crypto.SessionKeys | None [https://docs.python.org/3/library/constants.html#None]

	




	
flags: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]] | None [https://docs.python.org/3/library/constants.html#None]

	




	
dh_first_part: latest.ipv8.keyvault.public.libnaclkey.LibNaCLPK | None [https://docs.python.org/3/library/constants.html#None]

	




	
dh_secret: latest.ipv8.keyvault.private.libnaclkey.LibNaCLSK | None [https://docs.python.org/3/library/constants.html#None]

	








	
class latest.ipv8.messaging.anonymization.tunnel.RoutingObject(circuit_id: int [https://docs.python.org/3/library/functions.html#int])

	Statistics for a tunnel to a peer over a circuit (base class for circuits, exit sockets, and relay routes).


	
beat_heart() → None [https://docs.python.org/3/library/constants.html#None]

	Notify this object that the tunnel was active.










	
class latest.ipv8.messaging.anonymization.tunnel.Circuit(circuit_id: int [https://docs.python.org/3/library/functions.html#int], goal_hops: int [https://docs.python.org/3/library/functions.html#int] = 0, ctype: str [https://docs.python.org/3/library/stdtypes.html#str] = CIRCUIT_TYPE_DATA, required_exit: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None, info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: RoutingObject

A peer-to-peer encrypted communication channel, consisting of 0 or more hops (intermediate peers).


	
property hs_session_keys: latest.ipv8.messaging.anonymization.crypto.SessionKeys | None [https://docs.python.org/3/library/constants.html#None]

	Get the session keys for hidden services (if any).






	
property hop: Hop

	Return the first hop of the circuit.






	
property hops: Sequence[Hop]

	Return a read only tuple version of the hop-list of this circuit.






	
property exit_flags: list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	Get the flags of the last hop in our circuit.






	
property state: str [https://docs.python.org/3/library/stdtypes.html#str]

	The circuit state.


	This can be either:
	
	CIRCUIT_STATE_CLOSING


	CIRCUIT_STATE_EXTENDING


	CIRCUIT_STATE_READY













	
add_hop(hop: Hop) → None [https://docs.python.org/3/library/constants.html#None]

	Adds a hop to the circuits hop collection.






	
close(closing_info: str [https://docs.python.org/3/library/stdtypes.html#str] = '') → None [https://docs.python.org/3/library/constants.html#None]

	Sets the state of the circuit to CIRCUIT_STATE_CLOSING. This ensures that this circuit
will not be used to contact new peers.










	
class latest.ipv8.messaging.anonymization.tunnel.RelayRoute(circuit_id: int [https://docs.python.org/3/library/functions.html#int], hop: Hop, direction: int [https://docs.python.org/3/library/functions.html#int], rendezvous_relay: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: RoutingObject

Relay object containing the destination circuit, socket address and whether it is online or not.






	
class latest.ipv8.messaging.anonymization.tunnel.RendezvousPoint(circuit: Circuit, cookie: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Rendezvous for circuits to link up.






	
class latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint(peer: latest.ipv8.peer.Peer, seeder_pk: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], source: int [https://docs.python.org/3/library/functions.html#int] = PEER_SOURCE_UNKNOWN, last_seen: float [https://docs.python.org/3/library/functions.html#float] | None [https://docs.python.org/3/library/constants.html#None] = None)

	A point of introduction, available for linking up.


	
__eq__(other: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if another object is equal to this intro point.






	
__hash__() → int [https://docs.python.org/3/library/functions.html#int]

	Each intro point is unique to its peer and seeder’s public key.






	
to_dict() → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str] | int [https://docs.python.org/3/library/functions.html#int]] | str [https://docs.python.org/3/library/stdtypes.html#str] | int [https://docs.python.org/3/library/functions.html#int]]

	Convert this intro point to a flat dict.










	
class latest.ipv8.messaging.anonymization.tunnel.Swarm(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], hops: int [https://docs.python.org/3/library/functions.html#int], lookup_func: Callable[[bytes [https://docs.python.org/3/library/stdtypes.html#bytes], IntroductionPoint | None [https://docs.python.org/3/library/constants.html#None], int [https://docs.python.org/3/library/functions.html#int]], asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future][list [https://docs.python.org/3/library/stdtypes.html#list][IntroductionPoint]]], seeder_sk: latest.ipv8.keyvault.private.libnaclkey.LibNaCLSK | None [https://docs.python.org/3/library/constants.html#None] = None, max_ip_age: float [https://docs.python.org/3/library/functions.html#float] = 180.0, min_dht_lookup_interval: float [https://docs.python.org/3/library/functions.html#float] = 300.0, max_dht_lookup_interval: float [https://docs.python.org/3/library/functions.html#float] = 120.0)

	A group of circuit exits that organizes around an SHA-1.


	
property seeding: bool [https://docs.python.org/3/library/functions.html#bool]

	Whether we are seeding data in this swarm.






	
property _active_circuits: list [https://docs.python.org/3/library/stdtypes.html#list][Circuit]

	




	
add_connection(rp_circuit: Circuit, intro_point_used: IntroductionPoint) → None [https://docs.python.org/3/library/constants.html#None]

	Add a newly known circuit to this swarm.






	
remove_connection(rp_circuit: Circuit) → bool [https://docs.python.org/3/library/functions.html#bool]

	Remove the given circuit from this swarm, if we manage it.

This does not close the circuit.






	
has_connection(seeder_pk: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the given public key is in the swarm.






	
get_num_connections() → int [https://docs.python.org/3/library/functions.html#int]

	Get the number of circuits we have in this swarm.






	
get_num_connections_incomplete() → int [https://docs.python.org/3/library/functions.html#int]

	Get the number of circuits we don’t have yet, but know of, in this swarm.






	
add_intro_point(ip: IntroductionPoint) → IntroductionPoint

	Add an available introduction point to this swarm.

Returns the introduction point we should use (not necessarily the one we just added).






	
remove_old_intro_points() → None [https://docs.python.org/3/library/constants.html#None]

	Cleanup old introduction points.






	
remove_intro_point(ip: IntroductionPoint) → None [https://docs.python.org/3/library/constants.html#None]

	Remove the given introduction point from this swarm.






	
async lookup(target: IntroductionPoint | None [https://docs.python.org/3/library/constants.html#None] = None) → list [https://docs.python.org/3/library/stdtypes.html#list][IntroductionPoint] | None [https://docs.python.org/3/library/constants.html#None]

	Lookup introduction points, possibly those that match the given introduction point.






	
get_num_seeders() → int [https://docs.python.org/3/library/functions.html#int]

	Get the number of different seeder public keys in this swarm.






	
get_total_up() → int [https://docs.python.org/3/library/functions.html#int]

	Get the total number of bytes uploaded in this swarm.






	
get_total_down() → int [https://docs.python.org/3/library/functions.html#int]

	Get the total number of bytes downloaded from this swarm.
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latest.ipv8.messaging.anonymization.utils


Module Contents


Functions



	run_speed_test(→ dict[str, int | float])

	Test a circuit's speed.







	
async latest.ipv8.messaging.anonymization.utils.run_speed_test(tc: latest.ipv8.messaging.anonymization.community.TunnelCommunity, circuit: latest.ipv8.messaging.anonymization.tunnel.Circuit, request_size: int [https://docs.python.org/3/library/functions.html#int], response_size: int [https://docs.python.org/3/library/functions.html#int], num_requests: int [https://docs.python.org/3/library/functions.html#int], window: int [https://docs.python.org/3/library/functions.html#int] = 50) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int] | float [https://docs.python.org/3/library/functions.html#float]]

	Test a circuit’s speed.
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latest.ipv8.messaging.interfaces


Subpackages



	latest.ipv8.messaging.interfaces.dispatcher
	latest.ipv8.messaging.interfaces.dispatcher.endpoint





	latest.ipv8.messaging.interfaces.lan_addresses
	latest.ipv8.messaging.interfaces.lan_addresses.any_os
	latest.ipv8.messaging.interfaces.lan_addresses.any_os.getaddrinfo

	latest.ipv8.messaging.interfaces.lan_addresses.any_os.netifaces

	latest.ipv8.messaging.interfaces.lan_addresses.any_os.testnet1





	latest.ipv8.messaging.interfaces.lan_addresses.unix
	latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs

	latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl





	latest.ipv8.messaging.interfaces.lan_addresses.windows
	latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses





	latest.ipv8.messaging.interfaces.lan_addresses.addressprovider

	latest.ipv8.messaging.interfaces.lan_addresses.importshield

	latest.ipv8.messaging.interfaces.lan_addresses.interfaces





	latest.ipv8.messaging.interfaces.udp
	latest.ipv8.messaging.interfaces.udp.endpoint











Submodules



	latest.ipv8.messaging.interfaces.endpoint

	latest.ipv8.messaging.interfaces.network_stats

	latest.ipv8.messaging.interfaces.statistics_endpoint
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Submodules



	latest.ipv8.messaging.interfaces.dispatcher.endpoint
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latest.ipv8.messaging.interfaces.dispatcher.endpoint


Module Contents


Classes



	DispatcherEndpoint

	An Endpoint implementation to dispatch to other Endpoint implementations.








Functions



	guess_interface(→ str | None)

	Attempt to guess the interface for the given address.








Attributes



	INTERFACES

	The INTERFACES dictionary describes the mapping of interface names to interface classes.



	PREFERENCE_ORDER

	The PREFERENCE_ORDER list describes the order of preference for the available interfaces.



	FAST_ADDR_TO_INTERFACE

	The FAST_ADDR_TO_INTERFACE is an internal DispatcherEndpoint mapping, to quickly route information.







	
latest.ipv8.messaging.interfaces.dispatcher.endpoint.INTERFACES

	The INTERFACES dictionary describes the mapping of interface names to interface classes.






	
latest.ipv8.messaging.interfaces.dispatcher.endpoint.PREFERENCE_ORDER = ['UDPIPv4', 'UDPIPv6']

	The PREFERENCE_ORDER list describes the order of preference for the available interfaces.
For example, ["UDPIPv4", "UDPIPv6"] means: use IPv4 over IPv6, if it is available.






	
latest.ipv8.messaging.interfaces.dispatcher.endpoint.FAST_ADDR_TO_INTERFACE: dict [https://docs.python.org/3/library/stdtypes.html#dict][type [https://docs.python.org/3/library/functions.html#type], str [https://docs.python.org/3/library/stdtypes.html#str]]

	The FAST_ADDR_TO_INTERFACE is an internal DispatcherEndpoint mapping, to quickly route information.
For addresses which do not use these classes the slower guess_interface will be used.






	
latest.ipv8.messaging.interfaces.dispatcher.endpoint.guess_interface(socket_address: Any) → str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None]

	Attempt to guess the interface for the given address.

If the given address is a tuple of a valid IPv4 address string and a port this returns “UDPIPv4”.
If the given address is a tuple of a valid IPv6 address string and a port this returns “UDPIPv6”.
Otherwise, this returns None.






	
class latest.ipv8.messaging.interfaces.dispatcher.endpoint.DispatcherEndpoint(interfaces: list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]], **kwargs)

	Bases: latest.ipv8.messaging.interfaces.endpoint.Endpoint

An Endpoint implementation to dispatch to other Endpoint implementations.

The added complexity is as follows:



	Receiving of packets is hooked directly into the sub-Endpoints, no speed is lost.


	Sending packets will be directed to the appropriate interface. If an address object class is not defined in
FAST_ADDR_TO_INTERFACE, this will have to use guess_interface.


	Adding and removing listeners will have to be forwarded to all sub-Endpoints.








	
property bytes_up: int [https://docs.python.org/3/library/functions.html#int]

	Get the number of bytes sent over this endpoint.






	
property bytes_down: int [https://docs.python.org/3/library/functions.html#int]

	Get the number of bytes received over this endpoint.






	
add_listener(listener: latest.ipv8.messaging.interfaces.endpoint.EndpointListener) → None [https://docs.python.org/3/library/constants.html#None]

	Reroute a listener to all the interfaces we dispatch to.






	
add_prefix_listener(listener: latest.ipv8.messaging.interfaces.endpoint.EndpointListener, prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Reroute a prefix listener to all the interfaces we dispatch to.






	
remove_listener(listener: latest.ipv8.messaging.interfaces.endpoint.EndpointListener) → None [https://docs.python.org/3/library/constants.html#None]

	Remove a listener from all the interfaces we dispatch to.






	
notify_listeners(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Dispatch a new packet to all interfaces.






	
assert_open() → None [https://docs.python.org/3/library/constants.html#None]

	Perform an assert that we are opened.






	
is_open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if we have ANY open interface.






	
get_address(interface: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → ipv8.types.Address

	Get the most likely interface for our interfaces.






	
send(socket_address: ipv8.types.Address, packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], interface: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Send a packet to a given address over the most likely interface, or a given interface.






	
async open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Open all interfaces.






	
async close() → None [https://docs.python.org/3/library/constants.html#None]

	Close all interfaces.






	
reset_byte_counters() → None [https://docs.python.org/3/library/constants.html#None]

	Reset our counters.
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latest.ipv8.messaging.interfaces.endpoint


Module Contents


Classes



	Endpoint

	Interface for sending messages over the Internet.



	EndpointListener

	Handler for messages coming in through an Endpoint.







	
class latest.ipv8.messaging.interfaces.endpoint.Endpoint(prefixlen: int [https://docs.python.org/3/library/functions.html#int] = 22)

	Interface for sending messages over the Internet.


	
add_listener(listener: EndpointListener) → None [https://docs.python.org/3/library/constants.html#None]

	Add an EndpointListener to our listeners.


	Raises:

	IllegalEndpointListenerError if the provided listener is not an EndpointListener










	
add_prefix_listener(listener: EndpointListener, prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Add an EndpointListener to our listeners, only triggers on packets with a specific prefix.


	Raises:

	IllegalEndpointListenerError if the provided listener is not an EndpointListener










	
remove_listener(listener: EndpointListener) → None [https://docs.python.org/3/library/constants.html#None]

	Remove a listener from our listeners, if it is registered.






	
_deliver_later(listener: EndpointListener, packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Ensure that the listener is still loaded when delivering the packet later.






	
notify_listeners(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Send data to all listeners.






	
abstract assert_open() → None [https://docs.python.org/3/library/constants.html#None]

	Crash with an exception (explaining the situation) if this endpoint is not opened.


	Raises:

	Exception [https://docs.python.org/3/library/exceptions.html#Exception] – if this endpoint is not open.










	
abstract is_open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether this endpoint is open.






	
abstract get_address() → latest.ipv8.types.Address

	Get the MOST LIKELY external address for this endpoint. This is often wrong!






	
abstract send(socket_address: latest.ipv8.types.Address, packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Try to send data to some address. No delivery guarantees.






	
abstract async open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Attempt to open this endpoint and return if this was successful.






	
abstract close() → None [https://docs.python.org/3/library/constants.html#None] | Awaitable

	Close this endpoint as quick as possible.






	
abstract reset_byte_counters() → None [https://docs.python.org/3/library/constants.html#None]

	Reset any internal byte counting mechanisms.










	
class latest.ipv8.messaging.interfaces.endpoint.EndpointListener(endpoint: Endpoint, main_thread: bool [https://docs.python.org/3/library/functions.html#bool] = True)

	Handler for messages coming in through an Endpoint.


	
property my_estimated_lan: latest.ipv8.types.Address

	Estimate our LAN address and port.

If the endpoint is closed this returns (“::1”, 0) for IPv6 and (“0.0.0.0”, 0) otherwise.
If the endpoint is open and we have no idea what our address is, attempt to estimate it.
Otherwise, return the current value of the estimated LAN address and port.






	
property use_main_thread: bool [https://docs.python.org/3/library/functions.html#bool]

	Does the callback of this listener need to be executed on the main thread.






	
property is_ipv6_listener: bool [https://docs.python.org/3/library/functions.html#bool]

	Whether we are on an IPv6 address.






	
abstract on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when data is received on this endpoint.


	Parameters:

	packet – the received packet, in (source, binary string) format.










	
_is_ipv6_address(address: str [https://docs.python.org/3/library/stdtypes.html#str]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether the supplied address is IPv6.






	
_address_in_subnet(address: str [https://docs.python.org/3/library/stdtypes.html#str], subnet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int]]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Checks whether a given address is in a given subnet.


	Parameters:

	
	address – an ip v4 address as a string formatted as four pairs of decimals separated by dots


	subnet – a tuple consisting of the main address of the subnet formatted as above, and the subnet








formatted as an int with the number of significant bits in the address.
:return: True if the address is in the subnet, False otherwise






	
address_in_lan_subnets(address: str [https://docs.python.org/3/library/stdtypes.html#str]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether the given address exists in any common lan subnet.






	
address_is_lan(address: str [https://docs.python.org/3/library/stdtypes.html#str]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether the given address is a lan address.






	
get_ipv6_address() → latest.ipv8.types.Address

	Get the IPv6 address of our endpoint.






	
_get_lan_address(bootstrap: bool [https://docs.python.org/3/library/functions.html#bool] = False) → latest.ipv8.types.Address

	Attempt to get the newest lan ip of this machine.






	
_guess_lan_address(addresses: Iterable[str [https://docs.python.org/3/library/stdtypes.html#str]]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Chooses the most likely Interface instance out of INTERFACES to use as our LAN address.










	
exception latest.ipv8.messaging.interfaces.endpoint.IllegalEndpointListenerError(other: object [https://docs.python.org/3/library/functions.html#object])

	Bases: RuntimeError [https://docs.python.org/3/library/exceptions.html#RuntimeError]

Exception raised when an EndpointListener instance was expected, but not supplied.






	
exception latest.ipv8.messaging.interfaces.endpoint.EndpointClosedException(endpoint: Endpoint)

	Bases: Exception [https://docs.python.org/3/library/exceptions.html#Exception]

Exception raised when an endpoint is expected to be open, but is closed.






	
exception latest.ipv8.messaging.interfaces.endpoint.DataTooBigException(size: int [https://docs.python.org/3/library/functions.html#int], max_size: int [https://docs.python.org/3/library/functions.html#int])

	Bases: Exception [https://docs.python.org/3/library/exceptions.html#Exception]

Exception raised when the data being sent exceeds the maximum size.






	
exception latest.ipv8.messaging.interfaces.endpoint.IllegalDestination

	Bases: Exception [https://docs.python.org/3/library/exceptions.html#Exception]

Exception raised when trying to send to the 0 address.
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latest.ipv8.messaging.interfaces.lan_addresses


Subpackages



	latest.ipv8.messaging.interfaces.lan_addresses.any_os
	latest.ipv8.messaging.interfaces.lan_addresses.any_os.getaddrinfo

	latest.ipv8.messaging.interfaces.lan_addresses.any_os.netifaces

	latest.ipv8.messaging.interfaces.lan_addresses.any_os.testnet1





	latest.ipv8.messaging.interfaces.lan_addresses.unix
	latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs

	latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl





	latest.ipv8.messaging.interfaces.lan_addresses.windows
	latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses











Submodules



	latest.ipv8.messaging.interfaces.lan_addresses.addressprovider

	latest.ipv8.messaging.interfaces.lan_addresses.importshield

	latest.ipv8.messaging.interfaces.lan_addresses.interfaces
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latest.ipv8.messaging.interfaces.lan_addresses.addressprovider


Module Contents


Classes



	AddressProvider

	Interface for OS-specific methods of finding local interfaces addresses.







	
class latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider(verbose: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

Interface for OS-specific methods of finding local interfaces addresses.


	
on_exception() → None [https://docs.python.org/3/library/constants.html#None]

	Called by provider implementations that encounter an Exception.






	
discover_addresses(min_interval: float [https://docs.python.org/3/library/functions.html#float] = 10.0) → None [https://docs.python.org/3/library/constants.html#None]

	Discovers the LAN addresses using this provider. The addresses are only discovered if
the previous call was more than min_interval seconds ago. The most recent results
can be retrieved through get_addresses_buffered().


	Parameters:

	min_interval – Minimum time in seconds between discoveries.










	
abstract get_addresses() → Set[str [https://docs.python.org/3/library/stdtypes.html#str]]

	Get a set of LAN addresses using this provider.






	
get_addresses_buffered() → Set[str [https://docs.python.org/3/library/stdtypes.html#str]]

	Return the known addresses from when discover_addresses() was last successfully called.
If discovery hasn’t been performed yet, do so now.














            

          

      

      

    

  

  
    
    

    latest.ipv8.messaging.interfaces.lan_addresses.any_os
    

    

    
 
  

    
      
          
            
  
latest.ipv8.messaging.interfaces.lan_addresses.any_os


Submodules



	latest.ipv8.messaging.interfaces.lan_addresses.any_os.getaddrinfo

	latest.ipv8.messaging.interfaces.lan_addresses.any_os.netifaces

	latest.ipv8.messaging.interfaces.lan_addresses.any_os.testnet1
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latest.ipv8.messaging.interfaces.lan_addresses.any_os.getaddrinfo


Module Contents


Classes



	SocketGetAddrInfo

	Use the socket library to discover interface addresses.







	
class latest.ipv8.messaging.interfaces.lan_addresses.any_os.getaddrinfo.SocketGetAddrInfo(verbose: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider

Use the socket library to discover interface addresses.


	
get_addresses() → set [https://docs.python.org/3/library/stdtypes.html#set]

	Attempt to use getaddrinfo() to retrieve addresses.
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latest.ipv8.messaging.interfaces.lan_addresses.any_os.netifaces


Module Contents


Classes



	Netifaces

	Use the netifaces library to discover local interface addresses.








Attributes



	NETMASK0_V6

	







	
latest.ipv8.messaging.interfaces.lan_addresses.any_os.netifaces.NETMASK0_V6

	




	
class latest.ipv8.messaging.interfaces.lan_addresses.any_os.netifaces.Netifaces(verbose: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider

Use the netifaces library to discover local interface addresses.


	
get_addresses() → set [https://docs.python.org/3/library/stdtypes.html#set]

	Use netifaces.ifaddresses to retrieve addresses.
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latest.ipv8.messaging.interfaces.lan_addresses.any_os.testnet1


Module Contents


Classes



	TestNet1

	Use the TEST-NET-1 address to discover local interface addresses.







	
class latest.ipv8.messaging.interfaces.lan_addresses.any_os.testnet1.TestNet1(verbose: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider

Use the TEST-NET-1 address to discover local interface addresses.


	
get_addresses() → set [https://docs.python.org/3/library/stdtypes.html#set]

	Contact TEST-NET-1 to retrieve addresses.
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latest.ipv8.messaging.interfaces.lan_addresses.importshield


Module Contents


Classes



	Platform

	Platform identifier to select where providers should be run.



	conditional_import_shield

	Protect against imports in a context that could segfault when imported in the wrong OS.







	
class latest.ipv8.messaging.interfaces.lan_addresses.importshield.Platform(*args, **kwds)

	Bases: enum.Enum [https://docs.python.org/3/library/enum.html#enum.Enum]

Platform identifier to select where providers should be run.


	
ANY

	




	
NONE = 0

	




	
WINDOWS = 'Windows'

	




	
LINUX = 'Linux'

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.importshield.conditional_import_shield(platf: Platform = Platform.ANY, verbose: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: contextlib.AbstractContextManager [https://docs.python.org/3/library/contextlib.html#contextlib.AbstractContextManager]

Protect against imports in a context that could segfault when imported in the wrong OS.

This context manager provides two things:



	Conditional imports based on platform (platform.system()).


	Exception handling and logging.








	
__enter__() → conditional_import_shield

	When we enter the context, check if we are running on the right platform.

If we are not on the right platform, we temporarily sabotage the module’s import system.






	
__exit__(exctype: type [https://docs.python.org/3/library/functions.html#type][BaseException [https://docs.python.org/3/library/exceptions.html#BaseException]] | None [https://docs.python.org/3/library/constants.html#None], excinst: BaseException [https://docs.python.org/3/library/exceptions.html#BaseException] | None [https://docs.python.org/3/library/constants.html#None], exctb: types.TracebackType [https://docs.python.org/3/library/types.html#types.TracebackType] | None [https://docs.python.org/3/library/constants.html#None]) → bool [https://docs.python.org/3/library/functions.html#bool]

	When we exit the context, unsabotage the import system and log any exceptions.
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latest.ipv8.messaging.interfaces.lan_addresses.interfaces


Module Contents


Functions



	get_providers(...)

	Construct the ``AddressProvider``s that are applicable for this platform.



	get_lan_addresses(→ list[str])

	Attempt to find the LAN addresses of this machine using whatever means available.







	
latest.ipv8.messaging.interfaces.lan_addresses.interfaces.get_providers() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider]

	Construct the ``AddressProvider``s that are applicable for this platform.






	
latest.ipv8.messaging.interfaces.lan_addresses.interfaces.get_lan_addresses() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Attempt to find the LAN addresses of this machine using whatever means available.
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latest.ipv8.messaging.interfaces.lan_addresses.unix


Submodules



	latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs

	latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl
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latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs


Module Contents


Classes



	sockaddr_in

	IPv4 address struct.



	sockaddr_in6

	IPv6 address struct.



	sockaddr

	Unknown address struct, can be sockaddr_in or sockaddr_in6.



	ifa_ifu

	Union to capture both broadcast addresses and "normal" addresses.



	ifaddrs

	Stub for pointers to the next ifaddrs struct.



	GetIfAddrs

	Attempt to find local addresses using the getifaddrs system call.








Attributes



	libc

	



	NETMASK0_V4

	



	NETMASK0_V6

	







	
latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.libc

	




	
latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.NETMASK0_V4

	




	
latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.NETMASK0_V6

	




	
class latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.sockaddr_in

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

IPv4 address struct.


	
_fields_ = [('sin_family',), ('sin_port',), ('sin_addr',), ('sin_zero',)]

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.sockaddr_in6

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

IPv6 address struct.


	
_fields_ = [('sin6_family',), ('sin6_port',), ('sin6_flowinfo',), ('sin6_addr',), ('sin6_scope_id',)]

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.sockaddr

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Unknown address struct, can be sockaddr_in or sockaddr_in6.


	
_fields_ = [('sa_family',), ('sa_data',)]

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.ifa_ifu

	Bases: ctypes.Union [https://docs.python.org/3/library/ctypes.html#ctypes.Union]

Union to capture both broadcast addresses and “normal” addresses.


	
_fields_ = [('ifu_broadaddr',), ('ifu_dstaddr',)]

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.ifaddrs

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Stub for pointers to the next ifaddrs struct.






	
class latest.ipv8.messaging.interfaces.lan_addresses.unix.getifaddrs.GetIfAddrs(verbose: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider

Attempt to find local addresses using the getifaddrs system call.


	
get_addresses() → set [https://docs.python.org/3/library/stdtypes.html#set]

	Attempt to use getifaddrs() to retrieve addresses.
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latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl


Module Contents


Classes



	Ioctl

	Attempt to find local addresses using the ioctl system call.








Functions



	ioctl(→ bytes)

	Stub for the ioctl call's types.








Attributes



	SIOCGIFADDR

	



	FMT_SOCKADDR

	



	FMT_FAMILY

	







	
latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl.ioctl(__fd: int [https://docs.python.org/3/library/functions.html#int], __request: int [https://docs.python.org/3/library/functions.html#int], __arg: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], __mutate_flag: bool [https://docs.python.org/3/library/functions.html#bool] = ...) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Stub for the ioctl call’s types.






	
latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl.SIOCGIFADDR = 35093

	




	
latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl.FMT_SOCKADDR = '16sH14s'

	




	
latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl.FMT_FAMILY = 'H'

	




	
class latest.ipv8.messaging.interfaces.lan_addresses.unix.ioctl.Ioctl(verbose: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider

Attempt to find local addresses using the ioctl system call.


	
get_addresses() → set [https://docs.python.org/3/library/stdtypes.html#set]

	Attempt to use ioctl() to retrieve addresses.

Note: SIOCGIFADDR only supports AF_INET.
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latest.ipv8.messaging.interfaces.lan_addresses.windows


Submodules



	latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses
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latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses


Module Contents


Classes



	WinDLL

	Stub for WinDLL instance types.



	SOCKADDR_IN

	IPv4 address struct.



	SOCKADDR_IN6

	IPv6 address struct.



	SOCKET_ADDRESS

	Unknown address struct, can be SOCKADDR_IN or SOCKADDR_IN6.



	IP_ADAPTER_GATEWAY_ADDRESS_LH

	Struct for gateway address info linked lists.



	IP_ADAPTER_WINS_SERVER_ADDRESS_LH

	Struct for win server address info linked lists.



	IP_ADAPTER_PREFIX_XP

	Struct for adapter address info linked lists.



	IP_ADAPTER_DNS_SERVER_ADDRESS_XP

	Struct for dns address info linked lists.



	IP_ADAPTER_MULTICAST_ADDRESS_XP

	Struct for adapter multicast address info (deprecated Windows XP format) linked lists.



	IP_ADAPTER_ANYCAST_ADDRESS_XP

	Struct for adapter anycast address info (deprecated Windows XP format) linked lists.



	IP_ADAPTER_UNICAST_ADDRESS_LH

	Struct for adapter unicast address info linked lists.



	IP_ADAPTER_DNS_SUFFIX

	Struct stub for DNS suffixes.



	IF_LUID

	Struct for LUID info.



	IP_ADAPTER_ADDRESSES_LH

	Struct for GetAdaptersAddresses return values.



	GetAdaptersAddresses

	Attempt to find local addresses using the GetAdaptersAddresses system call.








Attributes



	actual_kernel32

	



	AF_UNSPEC

	



	GAA_FLAG_INCLUDE_PREFIX

	



	ERROR_BUFFER_OVERFLOW

	



	MAX_ADAPTER_ADDRESS_LENGTH

	



	MAX_DHCPV6_DUID_LENGTH

	



	MAX_DNS_SUFFIX_STRING_LENGTH

	



	IF_INDEX

	



	IFTYPE

	



	IF_OPER_STATUS

	



	IP_DAD_STATE

	



	IP_PREFIX_ORIGIN

	



	IP_SUFFIX_ORIGIN

	



	LPSOCKADDR

	



	NET_IF_COMPARTMENT_ID

	



	NET_IF_CONNECTION_TYPE

	



	NET_IF_NETWORK_GUID

	



	TUNNEL_TYPE

	



	_GetAdaptersAddresses

	



	HeapAlloc

	



	GetProcessHeap

	



	HeapFree

	







	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.WinDLL(name, mode=DEFAULT_MODE, handle=None, use_errno=False, use_last_error=False, winmode=None)

	Bases: ctypes.CDLL [https://docs.python.org/3/library/ctypes.html#ctypes.CDLL]

Stub for WinDLL instance types.


	
class _HeapAlloc

	Bases: Protocol, SupportsInt

Base class for protocol classes.

Protocol classes are defined as:

class Proto(Protocol):
    def meth(self) -> int:
        ...





Such classes are primarily used with static type checkers that recognize
structural subtyping (static duck-typing).

For example:

class C:
    def meth(self) -> int:
        return 0

def func(x: Proto) -> int:
    return x.meth()

func(C())  # Passes static type check





See PEP 544 for details. Protocol classes decorated with
@typing.runtime_checkable act as simple-minded runtime protocols that check
only the presence of given attributes, ignoring their type signatures.
Protocol classes can be generic, they are defined as:

class GenProto(Protocol[T]):
    def meth(self) -> T:
        ...






	
restype: type [https://docs.python.org/3/library/functions.html#type][ctypes.wintypes.LPVOID]

	




	
argtypes: list [https://docs.python.org/3/library/stdtypes.html#list]

	




	
__call__(hHeap: ctypes.c_void_p [https://docs.python.org/3/library/ctypes.html#ctypes.c_void_p], dwFlags: ctypes.wintypes.DWORD, dwBytes: ctypes.c_size_t [https://docs.python.org/3/library/ctypes.html#ctypes.c_size_t]) → ctypes._Pointer [https://docs.python.org/3/library/ctypes.html#ctypes._Pointer]

	








	
class _GetProcessHeap

	Bases: Protocol, SupportsInt

Base class for protocol classes.

Protocol classes are defined as:

class Proto(Protocol):
    def meth(self) -> int:
        ...





Such classes are primarily used with static type checkers that recognize
structural subtyping (static duck-typing).

For example:

class C:
    def meth(self) -> int:
        return 0

def func(x: Proto) -> int:
    return x.meth()

func(C())  # Passes static type check





See PEP 544 for details. Protocol classes decorated with
@typing.runtime_checkable act as simple-minded runtime protocols that check
only the presence of given attributes, ignoring their type signatures.
Protocol classes can be generic, they are defined as:

class GenProto(Protocol[T]):
    def meth(self) -> T:
        ...






	
restype: type [https://docs.python.org/3/library/functions.html#type][ctypes.wintypes.HANDLE]

	




	
argtypes: list [https://docs.python.org/3/library/stdtypes.html#list]

	




	
__call__() → ctypes._Pointer [https://docs.python.org/3/library/ctypes.html#ctypes._Pointer]

	








	
class _HeapFree

	Bases: Protocol, SupportsInt

Base class for protocol classes.

Protocol classes are defined as:

class Proto(Protocol):
    def meth(self) -> int:
        ...





Such classes are primarily used with static type checkers that recognize
structural subtyping (static duck-typing).

For example:

class C:
    def meth(self) -> int:
        return 0

def func(x: Proto) -> int:
    return x.meth()

func(C())  # Passes static type check





See PEP 544 for details. Protocol classes decorated with
@typing.runtime_checkable act as simple-minded runtime protocols that check
only the presence of given attributes, ignoring their type signatures.
Protocol classes can be generic, they are defined as:

class GenProto(Protocol[T]):
    def meth(self) -> T:
        ...






	
restype: type [https://docs.python.org/3/library/functions.html#type][ctypes.wintypes.BOOL]

	




	
argtypes: list [https://docs.python.org/3/library/stdtypes.html#list]

	




	
__call__(hHeap: ctypes.c_void_p [https://docs.python.org/3/library/ctypes.html#ctypes.c_void_p], dwFlags: ctypes.wintypes.DWORD, lpMem: ctypes._Pointer [https://docs.python.org/3/library/ctypes.html#ctypes._Pointer]) → ctypes._Pointer [https://docs.python.org/3/library/ctypes.html#ctypes._Pointer]

	








	
HeapAlloc: WinDLL._HeapAlloc

	




	
GetProcessHeap: WinDLL._GetProcessHeap

	




	
HeapFree: WinDLL._HeapFree

	








	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.actual_kernel32

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.AF_UNSPEC

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.GAA_FLAG_INCLUDE_PREFIX

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.ERROR_BUFFER_OVERFLOW = 111

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.MAX_ADAPTER_ADDRESS_LENGTH = 8

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.MAX_DHCPV6_DUID_LENGTH = 130

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.MAX_DNS_SUFFIX_STRING_LENGTH = 256

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IF_INDEX

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IFTYPE

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IF_OPER_STATUS

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_DAD_STATE

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_PREFIX_ORIGIN

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_SUFFIX_ORIGIN

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.LPSOCKADDR

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.NET_IF_COMPARTMENT_ID

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.NET_IF_CONNECTION_TYPE

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.NET_IF_NETWORK_GUID

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.TUNNEL_TYPE

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses._GetAdaptersAddresses

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.HeapAlloc

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.GetProcessHeap

	




	
latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.HeapFree

	




	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.SOCKADDR_IN

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

IPv4 address struct.


	
_fields_ = [('sin_family',), ('sin_port',), ('sin_addr',), ('sin_zero',)]

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.SOCKADDR_IN6

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

IPv6 address struct.


	
_fields_ = [('sin6_family',), ('sin6_port',), ('sin6_flowinfo',), ('sin6_addr',), ('sin6_scope_id',)]

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.SOCKET_ADDRESS

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Unknown address struct, can be SOCKADDR_IN or SOCKADDR_IN6.


	
_fields_ = [('lpSockaddr',), ('iSockaddrLength',)]

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_ADAPTER_GATEWAY_ADDRESS_LH

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct for gateway address info linked lists.


	
class _u1

	Bases: ctypes.Union [https://docs.python.org/3/library/ctypes.html#ctypes.Union]

Union base class


	
class _s1

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Structure base class


	
_fields_ = [('Length',), ('Reserved',)]

	








	
_fields_ = [('Alignment',), ('__s1',)]

	












	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_ADAPTER_WINS_SERVER_ADDRESS_LH

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct for win server address info linked lists.


	
class _u1

	Bases: ctypes.Union [https://docs.python.org/3/library/ctypes.html#ctypes.Union]

Union base class


	
class _s1

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Structure base class


	
_fields_ = [('Length',), ('Reserved',)]

	








	
_fields_ = [('Alignment',), ('__s1',)]

	












	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_ADAPTER_PREFIX_XP

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct for adapter address info linked lists.


	
class _u1

	Bases: ctypes.Union [https://docs.python.org/3/library/ctypes.html#ctypes.Union]

Union base class


	
class _s1

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Structure base class


	
_fields_ = [('Length',), ('Flags',)]

	








	
_fields_ = [('Alignment',), ('__s1',)]

	












	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_ADAPTER_DNS_SERVER_ADDRESS_XP

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct for dns address info linked lists.


	
class _u1

	Bases: ctypes.Union [https://docs.python.org/3/library/ctypes.html#ctypes.Union]

Union base class


	
class _s1

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Structure base class


	
_fields_ = [('Length',), ('Reserved',)]

	








	
_fields_ = [('Alignment',), ('__s1',)]

	












	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_ADAPTER_MULTICAST_ADDRESS_XP

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct for adapter multicast address info (deprecated Windows XP format) linked lists.


	
class _u1

	Bases: ctypes.Union [https://docs.python.org/3/library/ctypes.html#ctypes.Union]

Union base class


	
class _s1

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Structure base class


	
_fields_ = [('Length',), ('Flags',)]

	








	
_fields_ = [('Alignment',), ('__s1',)]

	












	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_ADAPTER_ANYCAST_ADDRESS_XP

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct for adapter anycast address info (deprecated Windows XP format) linked lists.


	
class _u1

	Bases: ctypes.Union [https://docs.python.org/3/library/ctypes.html#ctypes.Union]

Union base class


	
class _s1

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Structure base class


	
_fields_ = [('Length',), ('Flags',)]

	








	
_fields_ = [('Alignment',), ('__s1',)]

	












	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_ADAPTER_UNICAST_ADDRESS_LH

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct for adapter unicast address info linked lists.


	
class _u1

	Bases: ctypes.Union [https://docs.python.org/3/library/ctypes.html#ctypes.Union]

Union base class


	
class _s1

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Structure base class


	
_fields_ = [('Length',), ('Flags',)]

	








	
_fields_ = [('Alignment',), ('__s1',)]

	












	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_ADAPTER_DNS_SUFFIX

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct stub for DNS suffixes.






	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IF_LUID

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct for LUID info.


	
_fields_ = [('LowPart',), ('HighPart',)]

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.IP_ADAPTER_ADDRESSES_LH

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Struct for GetAdaptersAddresses return values.


	
class _u1

	Bases: ctypes.Union [https://docs.python.org/3/library/ctypes.html#ctypes.Union]

Union base class


	
class _s1

	Bases: ctypes.Structure [https://docs.python.org/3/library/ctypes.html#ctypes.Structure]

Structure base class


	
_fields_ = [('Length',), ('IfIndex',)]

	








	
_fields_ = [('Alignment',), ('__s1',)]

	








	
__slots__ = ['__u1', 'Next', 'AdapterName', 'FirstUnicastAddress', 'FirstAnycastAddress',...

	








	
class latest.ipv8.messaging.interfaces.lan_addresses.windows.GetAdaptersAddresses.GetAdaptersAddresses(verbose: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider

Attempt to find local addresses using the GetAdaptersAddresses system call.


	
get_addresses() → set [https://docs.python.org/3/library/stdtypes.html#set]

	Call GetAdaptersAddresses() to retrieve addresses.
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latest.ipv8.messaging.interfaces.network_stats


Module Contents


Classes



	NetworkStat

	Represents an individual network statistic. This is used to compose the overall community statistics.







	
class latest.ipv8.messaging.interfaces.network_stats.NetworkStat(identifier: int [https://docs.python.org/3/library/functions.html#int])

	Represents an individual network statistic. This is used to compose the overall community statistics.


	Includes the following properties for the given statistic:
	
	identifier: char


	num_up: integer


	num_down: integer


	bytes_up: integer


	bytes_down: integer


	first_measured_up: float


	first_measured_down: float


	last_measured_up: float


	last_measured_down: float









	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	Message identifier.






	
num_up: int [https://docs.python.org/3/library/functions.html#int] = 0

	Number of messages sent.






	
num_down: int [https://docs.python.org/3/library/functions.html#int] = 0

	Number of messages received.






	
bytes_up: int [https://docs.python.org/3/library/functions.html#int] = 0

	Number of bytes sent.






	
bytes_down: int [https://docs.python.org/3/library/functions.html#int] = 0

	Number of bytes received.






	
first_measured_up: float [https://docs.python.org/3/library/functions.html#float] = 0

	Timestamp of the first message sent.






	
first_measured_down: float [https://docs.python.org/3/library/functions.html#float] = 0

	Timestamp of the first message received.






	
last_measured_up: float [https://docs.python.org/3/library/functions.html#float] = 0

	Timestamp of the most recent message sent.






	
last_measured_down: float [https://docs.python.org/3/library/functions.html#float] = 0

	Timestamp of the most recent message received.






	
add_sent_stat(timestamp: float [https://docs.python.org/3/library/functions.html#float], num_bytes: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a message of a given number of bytes is sent at a given timestamp.






	
add_received_stat(timestamp: float [https://docs.python.org/3/library/functions.html#float], num_bytes: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a message of a given number of bytes is received at a given timestamp.






	
to_dict() → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int] | float [https://docs.python.org/3/library/functions.html#float]]

	Convert this statistic to a plain dictionary.






	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Create a short string representation of this statistic for debugging.
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latest.ipv8.messaging.interfaces.statistics_endpoint


Module Contents


Classes



	StatisticsEndpoint

	This class is responsible for keeping stats regarding community.







	
class latest.ipv8.messaging.interfaces.statistics_endpoint.StatisticsEndpoint(endpoint: latest.ipv8.types.Endpoint)

	Bases: latest.ipv8.messaging.interfaces.endpoint.EndpointListener

This class is responsible for keeping stats regarding community.
The stats are basically of the messages that the community can handle.

This endpoint acts both as wrapper for IPv8 Endpoint, and EndpointListener.
It inherits from EndpointListener directly and implements on_packet(self, packet)
to measure statistics about received data. But, all the functionality of Endpoint
itself is delegated to the existing IPv8 UDPEndpoint.


	
IDS_INTRODUCTION = [245, 246]

	




	
IDS_PUNCTURE = [249, 250]

	




	
IDS_DEPRECATED = [235, 236, 237, 238, 239, 240, 241, 242, 243, 244, 247, 248, 251, 252, 253, 254, 255]

	




	
__getattribute__(item: str [https://docs.python.org/3/library/stdtypes.html#str]) → Any

	Forward any non-intercepted call from this decorator directly to the underlying endpoint.






	
send(socket_address: latest.ipv8.types.Address, packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Send the packet to an address and update our stats if we are tracking the packet’s prefix.






	
enable_community_statistics(community_prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], enabled: bool [https://docs.python.org/3/library/functions.html#bool]) → None [https://docs.python.org/3/library/constants.html#None]

	Start tracking stats for packets with the given prefix.






	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a packet is received through our underlying endpoint.






	
add_sent_stat(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], identifier: int [https://docs.python.org/3/library/functions.html#int], num_bytes: int [https://docs.python.org/3/library/functions.html#int], timestamp: float [https://docs.python.org/3/library/functions.html#float] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Update the sending stats of a given prefix and message identifier.






	
add_received_stat(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], identifier: int [https://docs.python.org/3/library/functions.html#int], num_bytes: int [https://docs.python.org/3/library/functions.html#int], timestamp: float [https://docs.python.org/3/library/functions.html#float] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Update the receiving stats of a given prefix and message identifier.






	
get_statistics(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → dict [https://docs.python.org/3/library/stdtypes.html#dict][int [https://docs.python.org/3/library/functions.html#int], latest.ipv8.messaging.interfaces.network_stats.NetworkStat]

	Get the message statistics per message identifier for the given prefix.






	
get_aggregate_statistics(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int] | float [https://docs.python.org/3/library/functions.html#float]]

	Add all the individual message statistics together for a given prefix.






	
get_message_sent(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], include_introduction: bool [https://docs.python.org/3/library/functions.html#bool] = False, include_puncture: bool [https://docs.python.org/3/library/functions.html#bool] = False, include_deprecated: bool [https://docs.python.org/3/library/functions.html#bool] = False) → int [https://docs.python.org/3/library/functions.html#int]

	Calculate the number of sent messages for a given community prefix.






	
get_message_received(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], include_introduction: bool [https://docs.python.org/3/library/functions.html#bool] = False, include_puncture: bool [https://docs.python.org/3/library/functions.html#bool] = False, include_deprecated: bool [https://docs.python.org/3/library/functions.html#bool] = False) → int [https://docs.python.org/3/library/functions.html#int]

	Calculate the number of received messages for a given community prefix.






	
get_bytes_sent(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], include_introduction: bool [https://docs.python.org/3/library/functions.html#bool] = False, include_puncture: bool [https://docs.python.org/3/library/functions.html#bool] = False, include_deprecated: bool [https://docs.python.org/3/library/functions.html#bool] = False) → int [https://docs.python.org/3/library/functions.html#int]

	Calculate the number of sent bytes for a given community prefix.






	
get_bytes_received(prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], include_introduction: bool [https://docs.python.org/3/library/functions.html#bool] = False, include_puncture: bool [https://docs.python.org/3/library/functions.html#bool] = False, include_deprecated: bool [https://docs.python.org/3/library/functions.html#bool] = False) → int [https://docs.python.org/3/library/functions.html#int]

	Calculate the number of received bytes for a given community prefix.






	
is_excluded(identifier: int [https://docs.python.org/3/library/functions.html#int], include_introduction: bool [https://docs.python.org/3/library/functions.html#bool], include_puncture: bool [https://docs.python.org/3/library/functions.html#bool], include_deprecated: bool [https://docs.python.org/3/library/functions.html#bool]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether a given message identifier should be counted with the given filters.
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latest.ipv8.messaging.interfaces.udp


Submodules



	latest.ipv8.messaging.interfaces.udp.endpoint
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latest.ipv8.messaging.interfaces.udp.endpoint


Module Contents


Classes



	UDPv4Address

	An IPv4 address intended for UDP communication.



	UDPv4LANAddress

	An IPv4 address intended for UDP communication over lan networks.



	UDPv6Address

	An IPv6 address intended for UDP communication.



	DomainAddress

	A host-port combination for DNS servers.



	UDPEndpoint

	Endpoint that binds UDP (over IPv4 by default).



	UDPv6Endpoint

	UDPEndpoint subclass that binds to IPv6 instead of IPv4.







	
class latest.ipv8.messaging.interfaces.udp.endpoint.UDPv4Address

	Bases: NamedTuple

An IPv4 address intended for UDP communication.


	
ip: str [https://docs.python.org/3/library/stdtypes.html#str]

	




	
port: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.interfaces.udp.endpoint.UDPv4LANAddress

	Bases: NamedTuple

An IPv4 address intended for UDP communication over lan networks.


	
ip: str [https://docs.python.org/3/library/stdtypes.html#str]

	




	
port: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.interfaces.udp.endpoint.UDPv6Address

	Bases: NamedTuple

An IPv6 address intended for UDP communication.


	
ip: str [https://docs.python.org/3/library/stdtypes.html#str]

	




	
port: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.interfaces.udp.endpoint.DomainAddress

	Bases: NamedTuple

A host-port combination for DNS servers.


	
host: str [https://docs.python.org/3/library/stdtypes.html#str]

	




	
port: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.interfaces.udp.endpoint.UDPEndpoint(port: int [https://docs.python.org/3/library/functions.html#int] = 0, ip: str [https://docs.python.org/3/library/stdtypes.html#str] = '0.0.0.0')

	Bases: latest.ipv8.messaging.interfaces.endpoint.Endpoint, asyncio.DatagramProtocol [https://docs.python.org/3/library/asyncio-protocol.html#asyncio.DatagramProtocol]

Endpoint that binds UDP (over IPv4 by default).


	
SOCKET_FAMILY

	




	
datagram_received(datagram: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], addr: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int]]) → None [https://docs.python.org/3/library/constants.html#None]

	Process incoming data.






	
send(socket_address: ipv8.types.Address, packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Send a packet to a given address.


	Parameters:

	socket_address – Tuple of (IP, port) which indicates the destination of the packet.










	
log_error(message: str [https://docs.python.org/3/library/stdtypes.html#str], level: int [https://docs.python.org/3/library/functions.html#int] = logging.WARNING) → None [https://docs.python.org/3/library/constants.html#None]

	Log a message using our own logger instance.






	
async open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Open the Endpoint.


	Returns:

	True is the Endpoint was successfully opened, False otherwise.










	
assert_open() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we are opened by the programmer and if the underlying transport is fully open.






	
close() → None [https://docs.python.org/3/library/constants.html#None]

	Closes the Endpoint.






	
get_address() → ipv8.types.Address

	Get the address for this Endpoint.






	
is_open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the underlying socket is open.






	
reset_byte_counters() → None [https://docs.python.org/3/library/constants.html#None]

	Set bytes_up and bytes_down to 0.










	
class latest.ipv8.messaging.interfaces.udp.endpoint.UDPv6Endpoint(port: int [https://docs.python.org/3/library/functions.html#int] = 0, ip: str [https://docs.python.org/3/library/stdtypes.html#str] = '::')

	Bases: UDPEndpoint

UDPEndpoint subclass that binds to IPv6 instead of IPv4.


	
SOCKET_FAMILY

	




	
datagram_received(datagram: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], addr: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int]]) → None [https://docs.python.org/3/library/constants.html#None]

	Process incoming data.
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latest.ipv8.messaging.lazy_payload


Module Contents


Classes



	VariablePayload

	A Payload instance which mimics a struct. Useful for when you want a less verbose way to specify Payloads.








Functions



	vp_compile(→ type[T])

	JIT Compilation of a VariablePayload definition.







	
class latest.ipv8.messaging.lazy_payload.VariablePayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.serialization.Payload

A Payload instance which mimics a struct. Useful for when you want a less verbose way to specify Payloads.

This class requires you to only specify your format in:



	<MyPayload>.format_list : a list of Serializer format specifications


	<MyPayload>.names : the field names to use for the given formats







For instance:



	class MyPayload(VariablePayload):
	format_list = [‘?’]
names = [“is_this_a_boolean”]








If you require field-specific pack/unpack operations you can specify them using the fix_pack_* and
fix_unpack_* methods.
Custom packing and unpacking rules can be useful for compression methods like socket.inet_aton, which you only
want to apply when actually sending over the wire.


	
names: list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]] = []

	




	
classmethod from_unpack_list(*args: Any) → VariablePayload

	Given a list of raw arguments, initialize a new cls instance.

If this class has special rules for certain fields, apply them.






	
static _to_packlist_fmt(fmt: latest.ipv8.messaging.serialization.FormatListType) → str [https://docs.python.org/3/library/stdtypes.html#str]

	




	
_fix_pack(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → Any

	Check if there are custom rules for sending this field.






	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert the VariablePayload to a Serializable pack list.
This method will automatically pull from the available format names and set instance fields.


	Returns:

	the pack list














	
latest.ipv8.messaging.lazy_payload.vp_compile(vp_definition: type [https://docs.python.org/3/library/functions.html#type][T]) → type [https://docs.python.org/3/library/functions.html#type][T]

	JIT Compilation of a VariablePayload definition.
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latest.ipv8.messaging.payload


Module Contents


Classes



	IntroductionRequestPayload

	Payload sent to peers that we are not connected to yet but have been punctured for us.



	NewIntroductionRequestPayload

	New introduction request that supports non-IPv4 addresses.



	IntroductionResponsePayload

	Response to introduction requests.



	NewIntroductionResponsePayload

	New introduction response that supports non-IPv4 addresses.



	PunctureRequestPayload

	Payload to ask someone to puncture a third party for us.



	NewPunctureRequestPayload

	New puncture request that supports non-IPv4 addresses.



	PuncturePayload

	Attempt to puncture a NAT layer.



	NewPuncturePayload

	New puncture payload that supports non-IPv4 addresses.








Functions



	encode_connection_type(→ tuple[int, int])

	Convert a type string to a tuple.



	decode_connection_type(→ str)

	Convert connection type flags to a type string.







	
latest.ipv8.messaging.payload.encode_connection_type(type: str [https://docs.python.org/3/library/stdtypes.html#str]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][int [https://docs.python.org/3/library/functions.html#int], int [https://docs.python.org/3/library/functions.html#int]]

	Convert a type string to a tuple.






	
latest.ipv8.messaging.payload.decode_connection_type(bit_0: int [https://docs.python.org/3/library/functions.html#int], bit_1: int [https://docs.python.org/3/library/functions.html#int]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Convert connection type flags to a type string.






	
class latest.ipv8.messaging.payload.IntroductionRequestPayload(destination_address: latest.ipv8.types.Address, source_lan_address: latest.ipv8.types.Address, source_wan_address: latest.ipv8.types.Address, advice: bool [https://docs.python.org/3/library/functions.html#bool], connection_type: str [https://docs.python.org/3/library/stdtypes.html#str], identifier: int [https://docs.python.org/3/library/functions.html#int], extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], supports_new_style: bool [https://docs.python.org/3/library/functions.html#bool] = True)

	Bases: latest.ipv8.messaging.serialization.Payload

Payload sent to peers that we are not connected to yet but have been punctured for us.


	
msg_id = 246

	




	
format_list = ['ipv4', 'ipv4', 'ipv4', 'bits', 'H', 'raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a pack list.






	
classmethod from_unpack_list(destination_address: latest.ipv8.types.Address, source_lan_address: latest.ipv8.types.Address, source_wan_address: latest.ipv8.types.Address, connection_type_0: bool [https://docs.python.org/3/library/functions.html#bool], connection_type_1: bool [https://docs.python.org/3/library/functions.html#bool], supports_new_style: bool [https://docs.python.org/3/library/functions.html#bool], dflag1: bool [https://docs.python.org/3/library/functions.html#bool], dflag2: bool [https://docs.python.org/3/library/functions.html#bool], tunnel: bool [https://docs.python.org/3/library/functions.html#bool], sync: bool [https://docs.python.org/3/library/functions.html#bool], advice: bool [https://docs.python.org/3/library/functions.html#bool], identifier: int [https://docs.python.org/3/library/functions.html#int], extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → IntroductionRequestPayload

	Unpack a payload from the given data.










	
class latest.ipv8.messaging.payload.NewIntroductionRequestPayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

New introduction request that supports non-IPv4 addresses.


	
msg_id = 234

	




	
format_list = ['ip_address', 'ip_address', 'ip_address', 'H', 'bits', 'raw']

	




	
names = ['destination_address', 'source_lan_address', 'source_wan_address', 'identifier',...

	




	
destination_address: latest.ipv8.types.Address

	




	
source_lan_address: latest.ipv8.types.Address

	




	
source_wan_address: latest.ipv8.types.Address

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
connection_type_0: int [https://docs.python.org/3/library/functions.html#int]

	




	
connection_type_1: int [https://docs.python.org/3/library/functions.html#int]

	




	
supports_new_style: int [https://docs.python.org/3/library/functions.html#int]

	




	
dflag1: int [https://docs.python.org/3/library/functions.html#int]

	




	
dflag2: int [https://docs.python.org/3/library/functions.html#int]

	




	
tunnel: int [https://docs.python.org/3/library/functions.html#int]

	




	
sync: int [https://docs.python.org/3/library/functions.html#int]

	




	
advice: int [https://docs.python.org/3/library/functions.html#int]

	




	
extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.payload.IntroductionResponsePayload(destination_address: latest.ipv8.types.Address, source_lan_address: latest.ipv8.types.Address, source_wan_address: latest.ipv8.types.Address, lan_introduction_address: latest.ipv8.types.Address, wan_introduction_address: latest.ipv8.types.Address, connection_type: str [https://docs.python.org/3/library/stdtypes.html#str], identifier: int [https://docs.python.org/3/library/functions.html#int], extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], supports_new_style: bool [https://docs.python.org/3/library/functions.html#bool] = True, intro_supports_new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False, peer_limit_reached: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.messaging.serialization.Payload

Response to introduction requests.


	
msg_id = 245

	




	
format_list = ['ipv4', 'ipv4', 'ipv4', 'ipv4', 'ipv4', 'bits', 'H', 'raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a pack list.






	
classmethod from_unpack_list(destination_address: latest.ipv8.types.Address, source_lan_address: latest.ipv8.types.Address, source_wan_address: latest.ipv8.types.Address, introduction_lan_address: latest.ipv8.types.Address, introduction_wan_address: latest.ipv8.types.Address, connection_type_0: bool [https://docs.python.org/3/library/functions.html#bool], connection_type_1: bool [https://docs.python.org/3/library/functions.html#bool], dflag0: bool [https://docs.python.org/3/library/functions.html#bool], supports_new_style: bool [https://docs.python.org/3/library/functions.html#bool], intro_supports_new_style: bool [https://docs.python.org/3/library/functions.html#bool], peer_limit_reached: bool [https://docs.python.org/3/library/functions.html#bool], dflag4: bool [https://docs.python.org/3/library/functions.html#bool], dflag5: bool [https://docs.python.org/3/library/functions.html#bool], identifier: int [https://docs.python.org/3/library/functions.html#int], extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → IntroductionResponsePayload

	Convert the raw data to a payload.










	
class latest.ipv8.messaging.payload.NewIntroductionResponsePayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

New introduction response that supports non-IPv4 addresses.


	
msg_id = 233

	




	
format_list = ['ip_address', 'ip_address', 'ip_address', 'ip_address', 'ip_address', 'H', 'bits', 'raw']

	




	
names = ['destination_address', 'source_lan_address', 'source_wan_address', 'lan_introduction_address',...

	




	
destination_address: latest.ipv8.types.Address

	




	
source_lan_address: latest.ipv8.types.Address

	




	
source_wan_address: latest.ipv8.types.Address

	




	
lan_introduction_address: latest.ipv8.types.Address

	




	
wan_introduction_address: latest.ipv8.types.Address

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	




	
intro_supports_new_style: bool [https://docs.python.org/3/library/functions.html#bool]

	




	
flag1: int [https://docs.python.org/3/library/functions.html#int]

	




	
flag2: int [https://docs.python.org/3/library/functions.html#int]

	




	
flag3: int [https://docs.python.org/3/library/functions.html#int]

	




	
flag4: int [https://docs.python.org/3/library/functions.html#int]

	




	
flag5: int [https://docs.python.org/3/library/functions.html#int]

	




	
flag6: int [https://docs.python.org/3/library/functions.html#int]

	




	
flag7: int [https://docs.python.org/3/library/functions.html#int]

	




	
extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.messaging.payload.PunctureRequestPayload(lan_walker_address: latest.ipv8.types.Address, wan_walker_address: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int])

	Bases: latest.ipv8.messaging.serialization.Payload

Payload to ask someone to puncture a third party for us.


	
msg_id = 250

	




	
format_list = ['ipv4', 'ipv4', 'H']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a pack list.






	
classmethod from_unpack_list(lan_walker_address: latest.ipv8.types.Address, wan_walker_address: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int]) → PunctureRequestPayload

	Create a payload from the given data.










	
class latest.ipv8.messaging.payload.NewPunctureRequestPayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

New puncture request that supports non-IPv4 addresses.


	
msg_id = 232

	




	
format_list = ['ip_address', 'ip_address', 'H']

	




	
names = ['lan_walker_address', 'wan_walker_address', 'identifier']

	




	
lan_walker_address: latest.ipv8.types.Address

	




	
wan_walker_address: latest.ipv8.types.Address

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.messaging.payload.PuncturePayload(source_lan_address: latest.ipv8.types.Address, source_wan_address: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int])

	Bases: latest.ipv8.messaging.serialization.Payload

Attempt to puncture a NAT layer.


	
msg_id = 249

	




	
format_list = ['ipv4', 'ipv4', 'H']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a pack list.






	
classmethod from_unpack_list(lan_walker_address: latest.ipv8.types.Address, wan_walker_address: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int]) → PuncturePayload

	Conver the given data to a payload.










	
class latest.ipv8.messaging.payload.NewPuncturePayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayloadWID

New puncture payload that supports non-IPv4 addresses.


	
msg_id = 231

	




	
format_list = ['ip_address', 'ip_address', 'H']

	




	
names = ['source_lan_address', 'source_wan_address', 'identifier']

	




	
source_lan_address: latest.ipv8.types.Address

	




	
source_wan_address: latest.ipv8.types.Address

	




	
identifier: int [https://docs.python.org/3/library/functions.html#int]
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latest.ipv8.messaging.payload_dataclass


Module Contents


Functions



	type_from_format(→ TypeVar)

	Convert a Serializer format directive to a type usable with @dataclass.



	dataclass(...)

	Equivalent to @dataclass, but also makes the wrapped class a VariablePayload.







	
latest.ipv8.messaging.payload_dataclass.type_from_format(fmt: str [https://docs.python.org/3/library/stdtypes.html#str]) → TypeVar

	Convert a Serializer format directive to a type usable with @dataclass.






	
latest.ipv8.messaging.payload_dataclass.dataclass(cls: type [https://docs.python.org/3/library/functions.html#type] | None [https://docs.python.org/3/library/constants.html#None] = None, *, init: bool [https://docs.python.org/3/library/functions.html#bool] = True, repr: bool [https://docs.python.org/3/library/functions.html#bool] = True, eq: bool [https://docs.python.org/3/library/functions.html#bool] = True, order: bool [https://docs.python.org/3/library/functions.html#bool] = False, unsafe_hash: bool [https://docs.python.org/3/library/functions.html#bool] = False, frozen: bool [https://docs.python.org/3/library/functions.html#bool] = False, msg_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None) → functools.partial[Type[latest.ipv8.messaging.lazy_payload.VariablePayload]] | Type[latest.ipv8.messaging.lazy_payload.VariablePayload]

	Equivalent to @dataclass, but also makes the wrapped class a VariablePayload.

See dataclasses.dataclass for argument descriptions.
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latest.ipv8.messaging.payload_headers


Module Contents


Classes



	BinMemberAuthenticationPayload

	Public key (bytes) storage payload.



	GlobalTimeDistributionPayload

	Payload to communicate (and synchronize) Lamport timestamps.







	
class latest.ipv8.messaging.payload_headers.BinMemberAuthenticationPayload(public_key_bin: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Bases: latest.ipv8.messaging.payload.Payload

Public key (bytes) storage payload.


	
format_list = ['varlenH']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a pack list.






	
classmethod from_unpack_list(public_key_bin: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → BinMemberAuthenticationPayload

	Read the serialized key material into a payload.










	
class latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload(global_time: int [https://docs.python.org/3/library/functions.html#int])

	Bases: latest.ipv8.messaging.payload.Payload

Payload to communicate (and synchronize) Lamport timestamps.


	
format_list = ['Q']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Convert this payload to a pack list.






	
classmethod from_unpack_list(global_time: int [https://docs.python.org/3/library/functions.html#int]) → GlobalTimeDistributionPayload

	Read the serialized time into a payload.
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latest.ipv8.messaging.serialization


Module Contents


Classes



	Packer

	A class that can pack and unpack objects to and from bytes.



	NestedPayload

	This is a special type of format. Allowing for nested packing.



	Bits

	A packer for bits into a byte.



	Raw

	Paste/unpack the remaining input without (un)packing.



	VarLen

	Pack/unpack from an encoded length + data string.



	VarLenUtf8

	Pack/unpack from an unencoded utf8 length + data string.



	IPv4

	Pack/unpack an IPv4 address.



	Address

	Any address format: IPv4, IPv6 or host format.



	ListOf

	A list of a given packer.



	DefaultArray

	A format known to the array module (like 'I', 'B', etc.).



	DefaultStruct

	A format known to the struct module (like 'I', '20s', etc.).



	Serializer

	The class performing serialization of Serializable objects.



	Serializable

	Interface for serializable objects.



	Payload

	A serializable that has extra printing functionality.








Attributes



	ADDRESS_TYPE_IPV4

	



	ADDRESS_TYPE_DOMAIN_NAME

	



	ADDRESS_TYPE_IPV6

	



	FormatListType

	



	T

	



	A

	



	SelfS

	



	S

	



	default_serializer

	







	
latest.ipv8.messaging.serialization.ADDRESS_TYPE_IPV4 = 1

	




	
latest.ipv8.messaging.serialization.ADDRESS_TYPE_DOMAIN_NAME = 2

	




	
latest.ipv8.messaging.serialization.ADDRESS_TYPE_IPV6 = 3

	




	
latest.ipv8.messaging.serialization.FormatListType

	




	
exception latest.ipv8.messaging.serialization.PackError

	Bases: RuntimeError [https://docs.python.org/3/library/exceptions.html#RuntimeError]

A given message format could not be packed to bytes or unpacked from bytes.






	
latest.ipv8.messaging.serialization.T

	




	
latest.ipv8.messaging.serialization.A

	




	
class latest.ipv8.messaging.serialization.Packer

	Bases: Generic[T, A]

A class that can pack and unpack objects to and from bytes.


	
abstract pack(data: T) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack the given data.






	
abstract unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: A) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack an object from the given data buffer and return the new offset in the data buffer.










	
class latest.ipv8.messaging.serialization.NestedPayload(serializer: Serializer)

	Bases: Packer

This is a special type of format. Allowing for nested packing.

You can specify which serializable to use by specifying its class in the format_list of the parent Serializable.

For example, nesting a Serializable of class B in class A:

class A(Serializable):
    format_list = [B]

def __init__(self, b_instance):
    pass

def to_pack_list(self):
    return [("payload", B())]

@classmethod
def from_unpack_list(cls, *args):
    return A(*args)






	
pack(serializable: Serializable) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack some serializable.


	Parameters:

	serializable – the Serializable instance which we should serialize.



	Returns:

	the serialized data










	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: type [https://docs.python.org/3/library/functions.html#type][Serializable]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack a Serializable using a class definition for some given data and offset.
This is a special unpack_from which also takes a payload class.


	Parameters:

	
	data – the data to unpack from


	offset – the offset in the list of data to unpack from


	unpack_list – the list to which to append the Serializable


	args – a list of one Serializable class to unpack to






	Returns:

	the new offset














	
class latest.ipv8.messaging.serialization.Bits

	Bases: Packer

A packer for bits into a byte.


	
pack(*data: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack multiple bits into a single byte.


	Parameters:

	*data – bit values












	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack multiple bits from a single byte. The resulting bits are appended to unpack_list.


	Returns:

	the new offset














	
class latest.ipv8.messaging.serialization.Raw

	Bases: Packer

Paste/unpack the remaining input without (un)packing.


	
pack(packable: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Forward the packable without doing anything to it.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Match everything remaining in the data as a bytes string.










	
class latest.ipv8.messaging.serialization.VarLen(length_format: str [https://docs.python.org/3/library/stdtypes.html#str], base: int [https://docs.python.org/3/library/functions.html#int] = 1)

	Bases: Packer

Pack/unpack from an encoded length + data string.


	
pack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Prefix the length of the given data to it and return the result.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack from VarLen packed data.










	
class latest.ipv8.messaging.serialization.VarLenUtf8(length_format: str [https://docs.python.org/3/library/stdtypes.html#str], base: int [https://docs.python.org/3/library/functions.html#int] = 1)

	Bases: VarLen

Pack/unpack from an unencoded utf8 length + data string.


	
pack(data: str [https://docs.python.org/3/library/stdtypes.html#str]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack a UTF-8 string.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack an encoded UTF-8 string.










	
class latest.ipv8.messaging.serialization.IPv4

	Bases: Packer

Pack/unpack an IPv4 address.


	
pack(data: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int]]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack an IPv4 address to bytes.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack a packed IPv4 address.










	
class latest.ipv8.messaging.serialization.Address(ip_only: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: Packer

Any address format: IPv4, IPv6 or host format.


	
pack(address: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int]]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack a generic address as bytes.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack a generic address from bytes.










	
class latest.ipv8.messaging.serialization.ListOf(packer: Packer, length_format: str [https://docs.python.org/3/library/stdtypes.html#str] = '>B')

	Bases: Packer

A list of a given packer.


	
pack(data: list [https://docs.python.org/3/library/stdtypes.html#list]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Feed a list of objects to the registered packer.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack a list of objects from the data.










	
class latest.ipv8.messaging.serialization.DefaultArray(format_str: str [https://docs.python.org/3/library/stdtypes.html#str], length_format: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: Packer

A format known to the array module (like ‘I’, ‘B’, etc.).

Also adds support for ‘?’.


	
pack(data: list [https://docs.python.org/3/library/stdtypes.html#list]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack a list of items by forwarding them to array.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack a list of items from the known array format.










	
class latest.ipv8.messaging.serialization.DefaultStruct(format_str: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: Packer

A format known to the struct module (like ‘I’, ’20s’, etc.).


	
pack(*data: list [https://docs.python.org/3/library/stdtypes.html#list]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack a list of items by forwarding them to struct.






	
unpack(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int], unpack_list: list [https://docs.python.org/3/library/stdtypes.html#list], *args: object [https://docs.python.org/3/library/functions.html#object]) → int [https://docs.python.org/3/library/functions.html#int]

	Unpack a list of items from the known struct format.










	
class latest.ipv8.messaging.serialization.Serializer

	The class performing serialization of Serializable objects.


	
get_available_formats() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Get all available packing formats.






	
get_packer_for(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → Packer

	Get a packer by name.






	
add_packer(name: str [https://docs.python.org/3/library/stdtypes.html#str], packer: Packer) → None [https://docs.python.org/3/library/constants.html#None]

	Register a new packer with a certain name.


	Parameters:

	
	name – the name to register


	packer – the packer to use for it













	
pack(fmt: str [https://docs.python.org/3/library/stdtypes.html#str], item: object [https://docs.python.org/3/library/functions.html#object]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Pack data without using a Serializable. Using a Serializable is the preferred method.


	Parameters:

	
	fmt – the name of the packer to use while packing


	item – object to pack






	Returns:

	the packed data










	
unpack(fmt: FormatListType, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int] = 0) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][object [https://docs.python.org/3/library/functions.html#object], int [https://docs.python.org/3/library/functions.html#int]]

	Unpack data without using a Serializable. Using a Serializable is the preferred method.


	Parameters:

	
	fmt – the name of the packer to use while unpacking


	data – bytes to unpack






	Returns:

	the unpacked object










	
pack_serializable(serializable: Serializable) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize a single Serializable instance.


	Parameters:

	serializable (Serializable) – the Serializable to pack



	Returns:

	the serialized object










	
pack_serializable_list(serializables: collections.abc.Sequence [https://docs.python.org/3/library/collections.abc.html#collections.abc.Sequence][Serializable]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Serialize a list of Serializable instances.


	Parameters:

	serializables ([Serializable]) – the Serializables to pack



	Returns:

	the serialized list










	
unpack_serializable(serializable: type [https://docs.python.org/3/library/functions.html#type][S], data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int] = 0) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][S, int [https://docs.python.org/3/library/functions.html#int]]

	Use the formats specified in a serializable object and unpack to it.


	Parameters:

	
	serializable – the serializable classes to get the format from and unpack to


	data – the data to unpack from


	offset – the optional offset to unpack data from













	
unpack_serializable_list(serializables: collections.abc.Sequence [https://docs.python.org/3/library/collections.abc.html#collections.abc.Sequence][type [https://docs.python.org/3/library/functions.html#type][Serializable]], data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], offset: int [https://docs.python.org/3/library/functions.html#int] = 0, consume_all: bool [https://docs.python.org/3/library/functions.html#bool] = True) → list [https://docs.python.org/3/library/stdtypes.html#list][Serializable | bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Use the formats specified in a list of serializable objects and unpack to them.


	Parameters:

	
	serializables – the serializable classes to get the format from and unpack to


	data – the data to unpack from


	offset – position at which to start reading from data


	consume_all – if having a non-empty remainder should throw an error






	Raises:

	
	PackError – if the data could not be fit into the specified serializables


	PackError – if consume_all is True and not all of the data was consumed when parsing the serializables






	Returns:

	the list of Serializable instances














	
latest.ipv8.messaging.serialization.SelfS

	




	
class latest.ipv8.messaging.serialization.Serializable

	Interface for serializable objects.


	
format_list: list [https://docs.python.org/3/library/stdtypes.html#list][FormatListType] = []

	




	
abstract to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Serialize this object to a Serializer pack list.

E.g.:
[(format1, data1), (format2, data2), (format3, data3), ..]






	
abstract classmethod from_unpack_list(*args: Any, **kwargs) → SelfS

	Create a new Serializable object from a list of unpacked variables.










	
latest.ipv8.messaging.serialization.S

	




	
class latest.ipv8.messaging.serialization.Payload

	Bases: Serializable, abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

A serializable that has extra printing functionality.


	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	The string representation of this payload.










	
latest.ipv8.messaging.serialization.default_serializer
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latest.ipv8.overlay


Module Contents


Classes



	Settings

	Overlay settings, extensible for Overlay subclasses.



	Overlay

	Interface for an Internet overlay.








Attributes



	SettingsClass

	







	
class latest.ipv8.overlay.Settings

	Bases: types.SimpleNamespace [https://docs.python.org/3/library/types.html#types.SimpleNamespace]

Overlay settings, extensible for Overlay subclasses.


	
community_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	The byte-string used to identify this overlay.






	
my_peer: latest.ipv8.types.Peer

	The (private key) peer of this peer.






	
endpoint: latest.ipv8.types.Endpoint

	The endpoint to use for messaging.






	
network: latest.ipv8.peerdiscovery.network.Network

	The network graph backend.










	
latest.ipv8.overlay.SettingsClass

	




	
class latest.ipv8.overlay.Overlay(settings: SettingsClass)

	Bases: latest.ipv8.messaging.interfaces.endpoint.EndpointListener, latest.ipv8.taskmanager.TaskManager, Generic[SettingsClass]

Interface for an Internet overlay.


	
property global_time: int [https://docs.python.org/3/library/functions.html#int]

	The lamport timestamp of this overlay.






	
settings_class: type [https://docs.python.org/3/library/functions.html#type][SettingsClass]

	




	
async discover_lan_addresses() → None [https://docs.python.org/3/library/constants.html#None]

	Called for discovering LAN addresses.






	
async unload() → None [https://docs.python.org/3/library/constants.html#None]

	Called when this overlay needs to shut down.






	
get_serializer() → latest.ipv8.messaging.serialization.Serializer

	Get a Serializer for this Overlay.






	
abstract on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when data is received on this endpoint.


	Parameters:

	packet – the received packet, in (source, binary string) format.










	
claim_global_time() → int [https://docs.python.org/3/library/functions.html#int]

	Increments the current global time by one and returns this value.






	
update_global_time(global_time: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Increase the local global time if the given GLOBAL_TIME is larger.






	
get_available_strategies() → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy]]

	Supply custom DiscoveryStrategies for use with this Overlay.
This is used by the configuration system to allow for non-globally defined strategies.


	Returns:

	a dictionary of names and DiscoveryStrategy subclass classes



	Return type:

	{str: class<DiscoveryStrategy>}










	
bootstrap() → None [https://docs.python.org/3/library/constants.html#None]

	Perform introduction logic to get into the network.






	
abstract walk_to(address: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Puncture the NAT of an address.


	Parameters:

	address – the address to walk to (ip, port)










	
abstract get_new_introduction(from_peer: latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Get a new IP address to walk to from a random, or selected peer.


	Parameters:

	from_peer – the peer to ask for an introduction










	
abstract get_peers() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Peer]

	Get the peers for this specific overlay.


	Returns:

	the peers in the Network that use this overlay










	
abstract get_walkable_addresses() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Address]

	Get the list of IPv4 addresses we can walk to on this overlay.


	Returns:

	a list of IPv4 addresses



	Return type:

	[(str [https://docs.python.org/3/library/stdtypes.html#str], int [https://docs.python.org/3/library/functions.html#int])]










	
get_peer_for_introduction(exclude: latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None]

	Get a peer for introduction.


	Param:

	exclude: optionally specify a peer that is not considered eligible for introduction



	Returns:

	a Peer to send an introduction request to, or None if there are no available
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latest.ipv8.peer


Module Contents


Classes



	DirtyDict

	Dictionary that becomes dirty when elements are changed.



	Peer

	A public key that has additional information attached to it (like an IP address, measured RTT, etc.).







	
class latest.ipv8.peer.DirtyDict(**kwargs)

	Bases: dict [https://docs.python.org/3/library/stdtypes.html#dict]

Dictionary that becomes dirty when elements are changed.


	
__setitem__(key: Any, value: Any) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when an item is set to a value. This dirties the dict.






	
update(mapping: collections.abc.Mapping [https://docs.python.org/3/library/collections.abc.html#collections.abc.Mapping], **kwargs) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when another mapping is merged into this dict. This dirties the dict.






	
clear() → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when all items are removed. This dirties the dict.






	
pop(key: Any) → Any

	Callback for when a particular item is popped. This dirties the dict.






	
popitem() → Any

	Callback for when an item is popped. This dirties the dict.










	
class latest.ipv8.peer.Peer(key: latest.ipv8.keyvault.keys.Key | bytes [https://docs.python.org/3/library/stdtypes.html#bytes], address: latest.ipv8.types.Address | None [https://docs.python.org/3/library/constants.html#None] = None, intro: bool [https://docs.python.org/3/library/functions.html#bool] = True)

	A public key that has additional information attached to it (like an IP address, measured RTT, etc.).


	
property addresses: dict [https://docs.python.org/3/library/stdtypes.html#dict][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Address], latest.ipv8.types.Address]

	Retrieve the addresses belonging to this Peer.

You are not allowed to set this addresses dict for a Peer manually.
You can change the dictionary itself by setting its items or calling its functions, for example update().






	
property address: latest.ipv8.types.Address

	Retrieve the preferred address for this Peer.

If you want to manually select the interface, use the .addresses dictionary instead.






	
INTERFACE_ORDER

	




	
add_address(value: Any) → None [https://docs.python.org/3/library/constants.html#None]

	Add a known address for this Peer.

Any object can form an address, but only one type of address can be used per object type.
For example (normally A, B and C are namedtuple types):



	Adding instances A(1), B(2) leads to addresses {A: A(1), B: B(2)}


	Adding instances A(1), B(2), A(3) leads to addresses {A: A(3), B: B(2)}












	
_update_preferred_address() → None [https://docs.python.org/3/library/constants.html#None]

	Update the current address to be the most preferred.






	
get_median_ping() → float [https://docs.python.org/3/library/functions.html#float] | None [https://docs.python.org/3/library/constants.html#None]

	Get the median ping time of this peer.


	Returns:

	the median ping or None if no measurements were performed yet



	Return type:

	float [https://docs.python.org/3/library/functions.html#float] or None










	
get_average_ping() → float [https://docs.python.org/3/library/functions.html#float] | None [https://docs.python.org/3/library/constants.html#None]

	Get the average ping time of this peer.


	Returns:

	the average ping or None if no measurements were performed yet



	Return type:

	float [https://docs.python.org/3/library/functions.html#float] or None










	
update_clock(timestamp: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Update the Lamport timestamp for this peer. The Lamport clock dictates that the current timestamp is
the maximum of the last known and the most recently delivered timestamp. This is useful when messages
are delivered asynchronously.

We also keep a real time timestamp of the last received message for timeout purposes.


	Parameters:

	timestamp – a received timestamp










	
get_lamport_timestamp() → int [https://docs.python.org/3/library/functions.html#int]

	Get the Lamport timestamp of this peer.






	
__hash__() → int [https://docs.python.org/3/library/functions.html#int]

	Generate a hash based on the mid of this peer.






	
__eq__(other: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the other instance is a peer with the same public key.






	
__ne__(other: object [https://docs.python.org/3/library/functions.html#object]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the other instance is NOT a peer with the same public key.






	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Represent this peer as a human-readable string.
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latest.ipv8.peerdiscovery


Submodules



	latest.ipv8.peerdiscovery.churn

	latest.ipv8.peerdiscovery.community

	latest.ipv8.peerdiscovery.discovery

	latest.ipv8.peerdiscovery.network

	latest.ipv8.peerdiscovery.payload
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latest.ipv8.peerdiscovery.churn


Module Contents


Classes



	RandomChurn

	Select random peers, ping them if inactive, remove them if unresponsive.







	
class latest.ipv8.peerdiscovery.churn.RandomChurn(overlay: latest.ipv8.types.Overlay, sample_size: int [https://docs.python.org/3/library/functions.html#int] = 8, ping_interval: float [https://docs.python.org/3/library/functions.html#float] = 10.0, inactive_time: float [https://docs.python.org/3/library/functions.html#float] = 27.5, drop_time: float [https://docs.python.org/3/library/functions.html#float] = 57.5)

	Bases: latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy[latest.ipv8.types.Overlay]

Select random peers, ping them if inactive, remove them if unresponsive.


	
should_drop(peer: latest.ipv8.types.Peer) → bool [https://docs.python.org/3/library/functions.html#bool]

	Have we passed the time before we consider this peer to be unreachable.






	
is_inactive(peer: latest.ipv8.types.Peer) → bool [https://docs.python.org/3/library/functions.html#bool]

	Have we passed the time before we consider this peer to be inactive.






	
take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Select a new (set of) peer(s) to investigate liveness for.
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latest.ipv8.peerdiscovery.community


Module Contents


Classes



	PeriodicSimilarity

	Periodically send a request for similar Communities to a random peer.



	PingRequestCache

	Cache for ping measurements to a peer.



	DiscoveryCommunity

	Community for peers to more quickly discover peers in other communities.







	
class latest.ipv8.peerdiscovery.community.PeriodicSimilarity(overlay: DiscoveryCommunity)

	Bases: latest.ipv8.peerdiscovery.churn.DiscoveryStrategy

Periodically send a request for similar Communities to a random peer.


	
take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Select a random peer, at most every second, to send a similarity request to.










	
class latest.ipv8.peerdiscovery.community.PingRequestCache(request_cache: latest.ipv8.requestcache.RequestCache, identifier: int [https://docs.python.org/3/library/functions.html#int], peer: latest.ipv8.peer.Peer, start_time: float [https://docs.python.org/3/library/functions.html#float])

	Bases: latest.ipv8.requestcache.NumberCache

Cache for ping measurements to a peer.


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	After 5 seconds, consider the peer unreachable.






	
name = 'discoverypingcache'

	




	
finish() → None [https://docs.python.org/3/library/constants.html#None]

	Complete the ping measurement by adding it to a peer’s pings.






	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	If we can’t reach a peer, we assume accidental packet drop. Actually dropping the peer is left to the churn.










	
class latest.ipv8.peerdiscovery.community.DiscoveryCommunity(settings: latest.ipv8.community.CommunitySettings)

	Bases: latest.ipv8.community.Community

Community for peers to more quickly discover peers in other communities.

Peers exchange the community ids they are part of with each other.


	
version = b'\x02'

	




	
community_id

	




	
get_available_strategies() → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.peerdiscovery.churn.DiscoveryStrategy]]

	Expose strategies for periodically checking similarity and unreachable peer churn.






	
async unload() → None [https://docs.python.org/3/library/constants.html#None]

	Unload the pending ping cache and then shut down the pending tasks.






	
on_old_introduction_request(source_address: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	A backward-compatible (2014) introduction request handler.

The old logic flow was to first try to unpack the special DiscoveryCommunity intro request and then fall
back to the actual intro request payload.






	
introduction_response_callback(peer: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.messaging.payload.IntroductionResponsePayload | latest.ipv8.messaging.payload.NewIntroductionResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	If a peer sent us a response, send them a request for similarity.






	
send_similarity_request(address: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Send a request for similarity with our communities.






	
on_similarity_request(node: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.peerdiscovery.payload.SimilarityRequestPayload) → None [https://docs.python.org/3/library/constants.html#None]

	We received a request for similarity (overlap with another peer’s communities).

We update the known community ids for this peer and we send a response that contains our own ids.






	
on_similarity_response(node: latest.ipv8.peer.Peer, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.peerdiscovery.payload.SimilarityResponsePayload) → None [https://docs.python.org/3/library/constants.html#None]

	We received a response to our request for similarity.






	
on_ping(source_address: latest.ipv8.types.Address, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.peerdiscovery.payload.PingPayload) → None [https://docs.python.org/3/library/constants.html#None]

	We received a ping, send a pong back.

For backward compatibility, this message is unsigned.






	
on_pong(source_address: latest.ipv8.types.Address, dist: latest.ipv8.messaging.payload_headers.GlobalTimeDistributionPayload, payload: latest.ipv8.peerdiscovery.payload.PongPayload, cache: PingRequestCache) → None [https://docs.python.org/3/library/constants.html#None]

	We got a valid pong to our existing ping (retrieve_cache ensures this), finish the request in the cache handler.


	Note: For backward compatibility, this message is UNSIGNED. The only thing guaranteeing that the response
	is not faked, is its nonce.










	
get_my_overlays(peer: latest.ipv8.peer.Peer) → list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Get the known community ids that we are a part of.






	
custom_pack(peer: latest.ipv8.peer.Peer, msg_num: int [https://docs.python.org/3/library/functions.html#int], payloads: Sequence[latest.ipv8.messaging.serialization.Serializable]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	You can have different key material for different communities. So, in order for you to cross-communicate,
you should sign messages with the key material that is used by a particular community.






	
create_similarity_request(peer: latest.ipv8.peer.Peer) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a similarity request message to send to the given peer.






	
create_similarity_response(identifier: int [https://docs.python.org/3/library/functions.html#int], peer: latest.ipv8.peer.Peer) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a response message to a similarity request from a given peer.






	
send_ping(peer: latest.ipv8.peer.Peer) → None [https://docs.python.org/3/library/constants.html#None]

	Send a ping message to the given peer.






	
create_pong(identifier: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Create a pong message for the given identifier.
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latest.ipv8.peerdiscovery.discovery


Module Contents


Classes



	DiscoveryStrategy

	Strategy for discovering peers in a network.



	RandomWalk

	Walk randomly through the network.



	EdgeWalk

	Walk through the network by using edges.








Attributes



	_OT

	







	
latest.ipv8.peerdiscovery.discovery._OT

	




	
class latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy(overlay: _OT)

	Bases: Generic[_OT]

Strategy for discovering peers in a network.


	
abstract take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when an IPv8 tick occurs (defaults to roughly every 0.5 seconds).






	
get_peer_count() → int [https://docs.python.org/3/library/functions.html#int]

	Determine the current number of peers. This is used by IPv8 to determine whether to call this strategy.

If self.overlay is not None, we expect it to have a get_peers() -> list[Peer] method.










	
class latest.ipv8.peerdiscovery.discovery.RandomWalk(overlay: latest.ipv8.types.Overlay, timeout: float [https://docs.python.org/3/library/functions.html#float] = 3.0, window_size: int [https://docs.python.org/3/library/functions.html#int] = 5, reset_chance: int [https://docs.python.org/3/library/functions.html#int] = 50, target_interval: int [https://docs.python.org/3/library/functions.html#int] = 0)

	Bases: DiscoveryStrategy[latest.ipv8.types.Overlay]

Walk randomly through the network.


	
take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Walk to random walkable peer.










	
class latest.ipv8.peerdiscovery.discovery.EdgeWalk(overlay: latest.ipv8.types.Overlay, edge_length: int [https://docs.python.org/3/library/functions.html#int] = 4, neighborhood_size: int [https://docs.python.org/3/library/functions.html#int] = 6, edge_timeout: float [https://docs.python.org/3/library/functions.html#float] = 3.0)

	Bases: DiscoveryStrategy[latest.ipv8.types.Overlay]

Walk through the network by using edges.

This will perform a depth-first search in the network starting from your direct neighborhood.
When a certain depth is reached, we teleport home and start again from our neighborhood.


	
get_available_root() → latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None]

	Get a root, if it exists, which is not busy constructing an edge for us.






	
take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Attempt to grow an edge.
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latest.ipv8.peerdiscovery.network


Module Contents


Classes



	WalkableAddress

	A walkable address.



	PeerObserver

	An observer that gets called back when a peer is added or removed from the Network.



	Network

	A class that stores Peer instances and their various states and interconnections.








Attributes



	MID

	



	PublicKeyMat

	



	Service

	



	ServiceSet

	







	
latest.ipv8.peerdiscovery.network.MID

	




	
latest.ipv8.peerdiscovery.network.PublicKeyMat

	




	
latest.ipv8.peerdiscovery.network.Service

	




	
latest.ipv8.peerdiscovery.network.ServiceSet

	




	
class latest.ipv8.peerdiscovery.network.WalkableAddress

	Bases: NamedTuple

A walkable address.


	
introduced_by: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
services: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None]

	




	
new_style: bool [https://docs.python.org/3/library/functions.html#bool]

	








	
class latest.ipv8.peerdiscovery.network.PeerObserver

	An observer that gets called back when a peer is added or removed from the Network.


	
abstract on_peer_added(peer: latest.ipv8.types.Peer) → None [https://docs.python.org/3/library/constants.html#None]

	A given peer was added to the Network.






	
abstract on_peer_removed(peer: latest.ipv8.types.Peer) → None [https://docs.python.org/3/library/constants.html#None]

	A given peer was removed from the Network.










	
class latest.ipv8.peerdiscovery.network.Network

	A class that stores Peer instances and their various states and interconnections.


	
_all_addresses: dict [https://docs.python.org/3/library/stdtypes.html#dict][latest.ipv8.types.Address, WalkableAddress]

	All known IP:port addresses, mapped to (introduction peer, services, new_style).






	
verified_peers: set [https://docs.python.org/3/library/stdtypes.html#set][latest.ipv8.types.Peer]

	All verified Peer objects (Peer.address must be in _all_addresses).






	
verified_by_public_key_bin: dict [https://docs.python.org/3/library/stdtypes.html#dict][PublicKeyMat, latest.ipv8.types.Peer]

	Map of known public keys to Peer objects.






	
graph_lock

	Lock for all updates of the peer pool.






	
blacklist: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Address] = []

	Peers we should not add to the network (e.g., bootstrap peers), by address.






	
blacklist_mids: list [https://docs.python.org/3/library/stdtypes.html#list][MID] = []

	Peers we should not add to the network (e.g., bootstrap peers), by mid.






	
services_per_peer: dict [https://docs.python.org/3/library/stdtypes.html#dict][PublicKeyMat, ServiceSet]

	Map of advertised services (set) per peer.






	
service_overlays: dict [https://docs.python.org/3/library/stdtypes.html#dict][Service, latest.ipv8.types.Overlay]

	Map of service identifiers to local overlays.






	
reverse_ip_lookup: collections.OrderedDict [https://docs.python.org/3/library/collections.html#collections.OrderedDict][latest.ipv8.types.Address, latest.ipv8.types.Peer]

	Cache of IP:port -> Peer. This is a cache rather than a normal dictionary (the addresses of a peer are
temporal and can grow infinitely): we rotate out old information to avoid a memory leak.






	
reverse_intro_lookup: collections.OrderedDict [https://docs.python.org/3/library/collections.html#collections.OrderedDict][latest.ipv8.types.Peer, list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Address]]

	Map of Peer -> [IP:port], reversing the information from _all_addresses. This is a cache rather than a
normal dictionary (the addresses of a peer are temporal and can grow infinitely): we rotate out old
information to avoid a memory leak.






	
reverse_service_lookup: collections.OrderedDict [https://docs.python.org/3/library/collections.html#collections.OrderedDict][Service, list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Peer]]

	Cache of service_id -> [Peer]. This is a cache rather than a normal dictionary (the services of a peer may
be temporal and can grow infinitely): we rotate out old information to avoid a memory leak.






	
peer_observers: set [https://docs.python.org/3/library/stdtypes.html#set][PeerObserver]

	Set of observers for peer addition and removal.






	
is_new_style(address: latest.ipv8.types.Address) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if an address supports new-style introduction requests and responses.


	Parameters:

	address – the address to check for.



	Returns:

	True iff the address is both known and known to support new-style introductions.










	
discover_address(peer: latest.ipv8.types.Peer, address: latest.ipv8.types.Address, service: Service | None [https://docs.python.org/3/library/constants.html#None] = None, new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → None [https://docs.python.org/3/library/constants.html#None]

	A peer has introduced us to another IP address.


	Parameters:

	
	peer – the peer that performed the introduction.


	address – the introduced address.


	service – the service through which we discovered the peer.


	new_style – the introduced address uses new introduction logic.













	
discover_services(peer: latest.ipv8.types.Peer, services: Iterable) → None [https://docs.python.org/3/library/constants.html#None]

	A peer has advertised some services he can use.


	Parameters:

	
	peer – the peer to update the services for.


	services – the list of services to register.













	
add_verified_peer(peer: latest.ipv8.types.Peer) → None [https://docs.python.org/3/library/constants.html#None]

	The holepunching layer has a new peer for us.


	Parameters:

	peer – the new peer.










	
register_service_provider(service_id: Service, overlay: latest.ipv8.types.Overlay) → None [https://docs.python.org/3/library/constants.html#None]

	Register an overlay to provide a certain service id.


	Parameters:

	
	service_id – the name/id of the service.


	overlay – the actual service.













	
get_peers_for_service(service_id: Service) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Peer]

	Get peers which support a certain service.


	Parameters:

	service_id – the service name/id to fetch peers for.










	
get_services_for_peer(peer: latest.ipv8.types.Peer) → set [https://docs.python.org/3/library/stdtypes.html#set][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]

	Get the known services supported by a peer.


	Parameters:

	peer – the peer to check services for.










	
get_walkable_addresses(service_id: Service | None [https://docs.python.org/3/library/constants.html#None] = None, old_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Address]

	Get all addresses ready to be walked to.


	Parameters:

	
	service_id – the service_id to filter on.


	old_style – only return addresses that are not new-style.













	
get_verified_by_address(address: latest.ipv8.types.Address) → latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None]

	Get a verified Peer by its IP address.

If multiple Peers use the same IP address, this method returns only one of these peers.


	Parameters:

	address – the (IP, port) tuple to search for



	Returns:

	the Peer object for this address or None










	
get_verified_by_public_key_bin(public_key_bin: PublicKeyMat) → latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None]

	Get a verified Peer by its public key bin.


	Parameters:

	public_key_bin – the string representation of the public key



	Returns:

	the Peer object for this public_key_bin or None










	
get_introductions_from(peer: latest.ipv8.types.Peer) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Address]

	Get the addresses introduced to us by a certain peer.


	Parameters:

	peer – the peer to get the introductions for



	Returns:

	a list of the introduced addresses (ip, port)










	
remove_by_address(address: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Remove all walkable addresses and verified peers using a certain IP address.


	Parameters:

	address – the (ip, port) address to remove










	
remove_peer(peer: latest.ipv8.types.Peer) → None [https://docs.python.org/3/library/constants.html#None]

	Remove a verified peer.


	Parameters:

	peer – the Peer to remove










	
snapshot() → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get a snapshot of all verified peers.


	Returns:

	the serialization (bytes) of all verified peers










	
load_snapshot(snapshot: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Load a snapshot into the walkable addresses.

This method will prefer returning no peers over throwing an Exception.


	Parameters:

	snapshot – the snapshot (created by snapshot())










	
add_peer_observer(observer: PeerObserver) → None [https://docs.python.org/3/library/constants.html#None]

	Add a peer observer to notify about peer addition and removal.


	Parameters:

	observer – the observer to register.



	Returns:

	None










	
remove_peer_observer(observer: PeerObserver) → None [https://docs.python.org/3/library/constants.html#None]

	Remove a registered peer observer. It will no longer receive notifications.


	Parameters:

	observer – the observer to unregister.



	Returns:

	None
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latest.ipv8.peerdiscovery.payload


Module Contents


Classes



	SimilarityRequestPayload

	Payload to request overlap with our own Community instances.



	SimilarityResponsePayload

	Payload to respond with overlap with our own Community instances.



	PingPayload

	Payload used to ask for a pong.



	PongPayload

	Payload used to answer a ping.



	DiscoveryIntroductionRequestPayload

	Custom introduction request override for Dispersy backward compatibility.







	
class latest.ipv8.peerdiscovery.payload.SimilarityRequestPayload(identifier: int [https://docs.python.org/3/library/functions.html#int], lan_address: latest.ipv8.types.Address, wan_address: latest.ipv8.types.Address, connection_type: str [https://docs.python.org/3/library/stdtypes.html#str], preference_list: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]])

	Bases: latest.ipv8.messaging.payload.Payload

Payload to request overlap with our own Community instances.


	
msg_id = 1

	




	
format_list = ['H', 'ipv4', 'ipv4', 'bits', 'raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Pack our values.






	
classmethod from_unpack_list(identifier: int [https://docs.python.org/3/library/functions.html#int], lan_address: latest.ipv8.types.Address, wan_address: latest.ipv8.types.Address, connection_type_0: int [https://docs.python.org/3/library/functions.html#int], connection_type_1: int [https://docs.python.org/3/library/functions.html#int], dflag0: int [https://docs.python.org/3/library/functions.html#int], dflag1: int [https://docs.python.org/3/library/functions.html#int], dflag2: int [https://docs.python.org/3/library/functions.html#int], dflag3: int [https://docs.python.org/3/library/functions.html#int], dflag4: int [https://docs.python.org/3/library/functions.html#int], dflag5: int [https://docs.python.org/3/library/functions.html#int], preference_list: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → SimilarityRequestPayload

	Unpack a SimilarityRequestPayload.










	
class latest.ipv8.peerdiscovery.payload.SimilarityResponsePayload(identifier: int [https://docs.python.org/3/library/functions.html#int], preference_list: list [https://docs.python.org/3/library/stdtypes.html#list][bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], tb_overlap: list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], int [https://docs.python.org/3/library/functions.html#int]]])

	Bases: latest.ipv8.messaging.payload.Payload

Payload to respond with overlap with our own Community instances.


	
msg_id = 2

	




	
format_list = ['H', 'varlenHx20', 'raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Pack our values.






	
classmethod from_unpack_list(identifier: int [https://docs.python.org/3/library/functions.html#int], preference_list: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], tb_overlap: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → SimilarityResponsePayload

	Unpack a SimilarityResponsePayload.










	
class latest.ipv8.peerdiscovery.payload.PingPayload(identifier: int [https://docs.python.org/3/library/functions.html#int])

	Bases: latest.ipv8.messaging.payload.Payload

Payload used to ask for a pong.


	
msg_id = 3

	




	
format_list = ['H']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Pack our values.






	
classmethod from_unpack_list(identifier: int [https://docs.python.org/3/library/functions.html#int]) → PingPayload

	Unpack a PingPayload.










	
class latest.ipv8.peerdiscovery.payload.PongPayload(identifier: int [https://docs.python.org/3/library/functions.html#int])

	Bases: PingPayload

Payload used to answer a ping.


	
msg_id = 4

	








	
class latest.ipv8.peerdiscovery.payload.DiscoveryIntroductionRequestPayload(introduce_to: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], destination_address: latest.ipv8.types.Address, source_lan_address: latest.ipv8.types.Address, source_wan_address: latest.ipv8.types.Address, advice: bool [https://docs.python.org/3/library/functions.html#bool], connection_type: str [https://docs.python.org/3/library/stdtypes.html#str], identifier: int [https://docs.python.org/3/library/functions.html#int], extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Bases: latest.ipv8.messaging.payload.IntroductionRequestPayload

Custom introduction request override for Dispersy backward compatibility.


	
format_list = ['c20s', 'ipv4', 'ipv4', 'ipv4', 'bits', 'H', 'raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Pack our values.






	
classmethod from_unpack_list(introduce_to: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], destination_address: latest.ipv8.types.Address, source_lan_address: latest.ipv8.types.Address, source_wan_address: latest.ipv8.types.Address, connection_type_0: int [https://docs.python.org/3/library/functions.html#int], connection_type_1: int [https://docs.python.org/3/library/functions.html#int], dflag0: bool [https://docs.python.org/3/library/functions.html#bool], dflag1: bool [https://docs.python.org/3/library/functions.html#bool], dflag2: bool [https://docs.python.org/3/library/functions.html#bool], tunnel: bool [https://docs.python.org/3/library/functions.html#bool], _: bool [https://docs.python.org/3/library/functions.html#bool], advice: bool [https://docs.python.org/3/library/functions.html#bool], identifier: bool [https://docs.python.org/3/library/functions.html#bool], extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → DiscoveryIntroductionRequestPayload

	Unpack a DiscoveryIntroductionRequestPayload.
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latest.ipv8.requestcache


Module Contents


Classes



	NumberCache

	A cache for state information that is uniquely identified by a prefix and a number.



	RandomNumberCache

	A cache with a randomly generated number.



	CacheWithName

	All caches with a name attribute.



	NumberCacheWithName

	A NumberCache with a name attribute.



	RandomNumberCacheWithName

	A RandomNumberCache with a name attribute.



	RequestCache

	Manager for NumberCache caches.








Attributes



	CacheTypeVar

	



	ACT

	







	
class latest.ipv8.requestcache.NumberCache(request_cache: RequestCache, prefix: str [https://docs.python.org/3/library/stdtypes.html#str], number: int [https://docs.python.org/3/library/functions.html#int])

	A cache for state information that is uniquely identified by a prefix and a number.


	
property managed_futures: list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future], object [https://docs.python.org/3/library/functions.html#object] | None [https://docs.python.org/3/library/constants.html#None]]]

	Get a list of all managed futures.






	
property prefix: str [https://docs.python.org/3/library/stdtypes.html#str]

	Get the prefix of this cache type.






	
property number: int [https://docs.python.org/3/library/functions.html#int]

	Get the unique number of this cache.






	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	The delay until this cache should be timed out.






	
register_future(future: asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future], on_timeout: object [https://docs.python.org/3/library/functions.html#object] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Register a future for this Cache that will be canceled when this Cache times out.


	Parameters:

	
	future – the future to register for this instance


	on_timeout – The value to which the future is to be set when a timeout occurs. If the value is an
instance of Exception, future.set_exception will be called instead of future.set_result













	
abstract on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	The logic to call when this cache times out.






	
__str__() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Convert this cache to a printable string.










	
class latest.ipv8.requestcache.RandomNumberCache(request_cache: RequestCache, prefix: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: NumberCache

A cache with a randomly generated number.


	
classmethod find_unclaimed_identifier(request_cache: RequestCache, prefix: str [https://docs.python.org/3/library/stdtypes.html#str]) → int [https://docs.python.org/3/library/functions.html#int]

	Generate a random number for use with this cache.










	
class latest.ipv8.requestcache.CacheWithName

	Bases: typing_extensions.Protocol

All caches with a name attribute.


	
name: str [https://docs.python.org/3/library/stdtypes.html#str]

	








	
latest.ipv8.requestcache.CacheTypeVar

	




	
latest.ipv8.requestcache.ACT

	




	
class latest.ipv8.requestcache.NumberCacheWithName(request_cache: RequestCache, prefix: str [https://docs.python.org/3/library/stdtypes.html#str], number: int [https://docs.python.org/3/library/functions.html#int])

	Bases: NumberCache, CacheWithName, abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

A NumberCache with a name attribute.






	
class latest.ipv8.requestcache.RandomNumberCacheWithName(request_cache: RequestCache, prefix: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: RandomNumberCache, CacheWithName, abc.ABC [https://docs.python.org/3/library/abc.html#abc.ABC]

A RandomNumberCache with a name attribute.






	
class latest.ipv8.requestcache.RequestCache

	Bases: latest.ipv8.taskmanager.TaskManager

Manager for NumberCache caches.


	
_timeout_override: float [https://docs.python.org/3/library/functions.html#float] | None [https://docs.python.org/3/library/constants.html#None]

	If not None, this specifies the timeout to use instead of the one defined in
the timeout_delay of a NumberCache.
This is used internally for passthrough(), don’t modify this directly!






	
_timeout_filters: Iterable[type [https://docs.python.org/3/library/functions.html#type][NumberCache]] | None [https://docs.python.org/3/library/constants.html#None]

	If not None, this specifies the NumberCache (sub)classes to apply the
timeout override for.
This is used internally for passthrough(), don’t modify this directly!






	
add(cache: ACT) → ACT | None [https://docs.python.org/3/library/constants.html#None]

	Add CACHE into this RequestCache instance.

Returns CACHE when CACHE.identifier was not yet added, otherwise returns None.






	
has(prefix: str [https://docs.python.org/3/library/stdtypes.html#str], number: int [https://docs.python.org/3/library/functions.html#int]) → bool [https://docs.python.org/3/library/functions.html#bool]

	
has(prefix: type [https://docs.python.org/3/library/functions.html#type][CacheTypeVar], number: int [https://docs.python.org/3/library/functions.html#int]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Returns True when IDENTIFIER is part of this RequestCache.






	
get(prefix: str [https://docs.python.org/3/library/stdtypes.html#str], number: int [https://docs.python.org/3/library/functions.html#int]) → NumberCache | None [https://docs.python.org/3/library/constants.html#None]

	
get(prefix: type [https://docs.python.org/3/library/functions.html#type][CacheTypeVar], number: int [https://docs.python.org/3/library/functions.html#int]) → CacheTypeVar | None [https://docs.python.org/3/library/constants.html#None]

	Returns the Cache associated with IDENTIFIER when it exists, otherwise returns None.






	
pop(prefix: str [https://docs.python.org/3/library/stdtypes.html#str], number: int [https://docs.python.org/3/library/functions.html#int]) → NumberCache

	
pop(prefix: type [https://docs.python.org/3/library/functions.html#type][CacheTypeVar], number: int [https://docs.python.org/3/library/functions.html#int]) → CacheTypeVar

	Returns the Cache associated with IDENTIFIER, and removes it from this RequestCache, when it exists, otherwise
raises a KeyError exception.






	
passthrough(cls_filter: type [https://docs.python.org/3/library/functions.html#type][NumberCache] | None [https://docs.python.org/3/library/constants.html#None] = None, *filters: type [https://docs.python.org/3/library/functions.html#type][NumberCache], timeout: float [https://docs.python.org/3/library/functions.html#float] = 0.0) → Generator

	A contextmanager that overwrites the timeout_delay of added NumberCaches in its scope.
This can be used to shorten or eliminate timeouts of external code.

—
Example 1: Eliminating timeouts, regardless of cache.timeout_delay
—


with request_cache.passthrough():
    request_cache.add(cache)  # This will instantly timeout (once the main thread is yielded).

with request_cache.passthrough():
    # Any internal call to request_cache.add() will also be instantly timed out.
    await some_function_that_uses_request_cache()








—
Example 2: Modifying timeouts, regardless of cache.timeout_delay
—


with request_cache.passthrough(timeout=0.1):
    request_cache.add(cache)  # This will timeout after 0.1 seconds.








—
Example 3: Filtering for specific classes
—


# Only MyCacheClass, MyOtherCacheClass, YetAnotherCacheClass will have their timeout changed to 4 seconds.
with request_cache.passthrough(MyCacheClass, MyOtherCacheClass, YetAnotherCacheClass, timeout=4.0):
    request_cache.add(cache)









	Parameters:

	
	cls_filter – An optional class filter to specify which classes the timeout override needs to apply to.


	filters – Additional class filters to specify which classes the timeout override needs to apply to.


	timeout – The timeout in seconds to use for the NumberCache instances this applies to.






	Returns:

	A context manager (compatible with with).










	
_on_timeout(cache: NumberCache) → None [https://docs.python.org/3/library/constants.html#None]

	Called CACHE.timeout_delay seconds after CACHE was added to this RequestCache.

_on_timeout is called for every Cache, except when it has been popped before the timeout expires.  When called
_on_timeout will CACHE.on_timeout().






	
_create_identifier(number: int [https://docs.python.org/3/library/functions.html#int], prefix: str [https://docs.python.org/3/library/stdtypes.html#str]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	




	
clear() → list [https://docs.python.org/3/library/stdtypes.html#list][asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]]

	Clear the cache, canceling all pending tasks.






	
async shutdown() → None [https://docs.python.org/3/library/constants.html#None]

	Clear the cache, cancel all pending tasks and disallow new caches being added.
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latest.ipv8.taskmanager


Module Contents


Classes



	TaskManager

	Provides a set of tools to maintain a list of asyncio Tasks that are to be








Functions



	task(→ Callable)

	Register a TaskManager function as an anonymous task and return the Task







	
latest.ipv8.taskmanager.task(func: Callable) → Callable

	Register a TaskManager function as an anonymous task and return the Task
object so that it can be awaited if needed. Any exceptions will be logged.
Note that if awaited, exceptions will still need to be handled.






	
class latest.ipv8.taskmanager.TaskManager

	Provides a set of tools to maintain a list of asyncio Tasks that are to be
executed during the lifetime of an arbitrary object, usually getting killed with it.


	
_check_tasks() → None [https://docs.python.org/3/library/constants.html#None]

	




	
replace_task(name: Hashable, *args: Any, **kwargs) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Replace named task with the new one, cancelling the old one in the process.






	
register_task(name: Hashable, task: Callable | Coroutine | asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future], *args: Any, delay: float [https://docs.python.org/3/library/functions.html#float] | None [https://docs.python.org/3/library/constants.html#None] = None, interval: float [https://docs.python.org/3/library/functions.html#float] | None [https://docs.python.org/3/library/constants.html#None] = None, ignore: Sequence[type [https://docs.python.org/3/library/functions.html#type] | BaseException [https://docs.python.org/3/library/exceptions.html#BaseException]] = ()) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Register a Task/(coroutine)function so it can be canceled at shutdown time or by name.






	
register_anonymous_task(basename: str [https://docs.python.org/3/library/stdtypes.html#str], task: Callable | Coroutine | asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future], *args: Any, **kwargs) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Wrapper for register_task to derive a unique name from the basename.






	
register_executor_task(name: str [https://docs.python.org/3/library/stdtypes.html#str], func: Callable, *args: Any, executor: concurrent.futures.ThreadPoolExecutor [https://docs.python.org/3/library/concurrent.futures.html#concurrent.futures.ThreadPoolExecutor] | None [https://docs.python.org/3/library/constants.html#None] = None, anon: bool [https://docs.python.org/3/library/functions.html#bool] = False, **kwargs) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Run a synchronous function on the Asyncio threadpool. This function does not work with async functions.






	
cancel_pending_task(name: Hashable) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Cancels the named task.






	
cancel_all_pending_tasks() → list [https://docs.python.org/3/library/stdtypes.html#list][asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]]

	Cancels all the registered tasks.
This usually should be called when stopping or destroying the object so no tasks are left floating around.






	
is_pending_task_active(name: Hashable) → bool [https://docs.python.org/3/library/functions.html#bool]

	Return a boolean determining if a task is active.






	
get_task(name: Hashable) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future] | None [https://docs.python.org/3/library/constants.html#None]

	Return a task if it exists. Otherwise, return None.






	
get_tasks() → list [https://docs.python.org/3/library/stdtypes.html#list][asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]]

	Returns a list of all registered tasks, excluding tasks the are created by the TaskManager itself.






	
get_anonymous_tasks(base_name: str [https://docs.python.org/3/library/stdtypes.html#str]) → list [https://docs.python.org/3/library/stdtypes.html#list][asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]]

	Return all tasks with a given base name.

Note that this method will return ALL tasks that start with the given base name, including non-anonymous ones.






	
async wait_for_tasks() → None [https://docs.python.org/3/library/constants.html#None]

	Waits until all registered tasks are done.






	
async shutdown_task_manager() → None [https://docs.python.org/3/library/constants.html#None]

	Clear the task manager, cancel all pending tasks and disallow new tasks being added.
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latest.ipv8.test


Subpackages



	latest.ipv8.test.REST
	latest.ipv8.test.REST.rest_base

	latest.ipv8.test.REST.test_attestation_endpoint

	latest.ipv8.test.REST.test_identity_endpoint

	latest.ipv8.test.REST.test_isolation_endpoint

	latest.ipv8.test.REST.test_network_endpoint

	latest.ipv8.test.REST.test_overlays_endpoint





	latest.ipv8.test.attestation
	latest.ipv8.test.attestation.identity
	latest.ipv8.test.attestation.identity.test_identity

	latest.ipv8.test.attestation.identity.test_manager





	latest.ipv8.test.attestation.tokentree
	latest.ipv8.test.attestation.tokentree.test_token

	latest.ipv8.test.attestation.tokentree.test_tree





	latest.ipv8.test.attestation.wallet
	latest.ipv8.test.attestation.wallet.bonehexact

	latest.ipv8.test.attestation.wallet.irmaexact

	latest.ipv8.test.attestation.wallet.pengbaorange

	latest.ipv8.test.attestation.wallet.primitives

	latest.ipv8.test.attestation.wallet.test_attestation_community









	latest.ipv8.test.bootstrapping
	latest.ipv8.test.bootstrapping.dispersy
	latest.ipv8.test.bootstrapping.dispersy.test_bootstrapper









	latest.ipv8.test.dht
	latest.ipv8.test.dht.base

	latest.ipv8.test.dht.test_churn

	latest.ipv8.test.dht.test_community

	latest.ipv8.test.dht.test_discovery

	latest.ipv8.test.dht.test_provider

	latest.ipv8.test.dht.test_routing

	latest.ipv8.test.dht.test_storage

	latest.ipv8.test.dht.test_trie





	latest.ipv8.test.keyvault
	latest.ipv8.test.keyvault.test_crypto

	latest.ipv8.test.keyvault.test_serialization

	latest.ipv8.test.keyvault.test_signature





	latest.ipv8.test.messaging
	latest.ipv8.test.messaging.anonymization
	latest.ipv8.test.messaging.anonymization.mock

	latest.ipv8.test.messaging.anonymization.test_community

	latest.ipv8.test.messaging.anonymization.test_datachecker

	latest.ipv8.test.messaging.anonymization.test_exit_socket

	latest.ipv8.test.messaging.anonymization.test_hiddenservices





	latest.ipv8.test.messaging.interfaces
	latest.ipv8.test.messaging.interfaces.dispatcher

	latest.ipv8.test.messaging.interfaces.lan_addresses

	latest.ipv8.test.messaging.interfaces.udp

	latest.ipv8.test.messaging.interfaces.test_network_stats

	latest.ipv8.test.messaging.interfaces.test_statistics_endpoint





	latest.ipv8.test.messaging.test_lazy_payload

	latest.ipv8.test.messaging.test_payload_dataclass

	latest.ipv8.test.messaging.test_serialization





	latest.ipv8.test.mocking
	latest.ipv8.test.mocking.community

	latest.ipv8.test.mocking.discovery

	latest.ipv8.test.mocking.endpoint

	latest.ipv8.test.mocking.exit_socket

	latest.ipv8.test.mocking.ipv8





	latest.ipv8.test.peerdiscovery
	latest.ipv8.test.peerdiscovery.test_churn

	latest.ipv8.test.peerdiscovery.test_community

	latest.ipv8.test.peerdiscovery.test_edge_discovery

	latest.ipv8.test.peerdiscovery.test_network

	latest.ipv8.test.peerdiscovery.test_random_discovery











Submodules



	latest.ipv8.test.base

	latest.ipv8.test.test_community

	latest.ipv8.test.test_configuration

	latest.ipv8.test.test_database

	latest.ipv8.test.test_loader

	latest.ipv8.test.test_peer

	latest.ipv8.test.test_requestcache

	latest.ipv8.test.test_taskmanager
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latest.ipv8.test.REST


Submodules



	latest.ipv8.test.REST.rest_base

	latest.ipv8.test.REST.test_attestation_endpoint

	latest.ipv8.test.REST.test_identity_endpoint

	latest.ipv8.test.REST.test_isolation_endpoint

	latest.ipv8.test.REST.test_network_endpoint

	latest.ipv8.test.REST.test_overlays_endpoint
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latest.ipv8.test.REST.rest_base


Module Contents


Classes



	IPv8Transport

	Transport to route over the fake IPv8 internet instead of the actual Internet.



	MockServer

	Fake server to hijack TCP sessions and route them over the IPv8 fake internet.



	MockedSite

	Pretend to host a TCP site (actually UDP over fake IPv8 internet).



	MockedRESTManager

	Hook a fake site into the real rest manager.



	MockRestIPv8

	Manager for IPv8 related objects during REST tests.



	MockConnector

	Connector that routes over the fake IPv8 internet.



	RESTTestBase

	HTTP request superclass, which defines the common behavior between the different types of HTTP REST requests.







	
class latest.ipv8.test.REST.rest_base.IPv8Transport(callback: Callable[[bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], None [https://docs.python.org/3/library/constants.html#None]], host: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None, port: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None, server_port: int [https://docs.python.org/3/library/functions.html#int] = 80)

	Bases: asyncio.Transport [https://docs.python.org/3/library/asyncio-protocol.html#asyncio.Transport], latest.ipv8.messaging.interfaces.endpoint.EndpointListener

Transport to route over the fake IPv8 internet instead of the actual Internet.


	
is_closing() → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether we are in the process of shutting down.






	
is_reading() → bool [https://docs.python.org/3/library/functions.html#bool]

	Whether we are open.






	
close() → None [https://docs.python.org/3/library/constants.html#None]

	Close our transport.






	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when the fake IPv8 internet sends us a message.

We forward this call to the registered callback.






	
write(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Write to the other end of this transport.










	
class latest.ipv8.test.REST.rest_base.MockServer(server: aiohttp.web_server.Server)

	Fake server to hijack TCP sessions and route them over the IPv8 fake internet.


	
START_PORT = 80

	




	
close() → None [https://docs.python.org/3/library/constants.html#None]

	Close this fake server (no action required).






	
shutdown(timeout: float [https://docs.python.org/3/library/functions.html#float]) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future][bool [https://docs.python.org/3/library/functions.html#bool]]

	Shut down this fake server (no action required).






	
received_data(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Forward all received data to our handler.










	
class latest.ipv8.test.REST.rest_base.MockedSite(runner: BaseRunner, host: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None, port: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None] = None, *, shutdown_timeout: float [https://docs.python.org/3/library/functions.html#float] = 60.0, ssl_context: ssl.SSLContext [https://docs.python.org/3/library/ssl.html#ssl.SSLContext] | None [https://docs.python.org/3/library/constants.html#None] = None, backlog: int [https://docs.python.org/3/library/functions.html#int] = 128, reuse_address: bool [https://docs.python.org/3/library/functions.html#bool] | None [https://docs.python.org/3/library/constants.html#None] = None, reuse_port: bool [https://docs.python.org/3/library/functions.html#bool] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: aiohttp.web.TCPSite

Pretend to host a TCP site (actually UDP over fake IPv8 internet).


	
async start() → None [https://docs.python.org/3/library/constants.html#None]

	Start our nefarious rerouting.






	
async stop() → None [https://docs.python.org/3/library/constants.html#None]

	The wait_for implementation of our super does not work.

Instead, we perform our own light-weight shutdown.










	
class latest.ipv8.test.REST.rest_base.MockedRESTManager(session: object [https://docs.python.org/3/library/functions.html#object], root_endpoint_class: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.REST.base_endpoint.BaseEndpoint] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: latest.ipv8.REST.rest_manager.RESTManager

Hook a fake site into the real rest manager.


	
async start_site(runner: aiohttp.web_runner.BaseRunner, host: str [https://docs.python.org/3/library/stdtypes.html#str], port: int [https://docs.python.org/3/library/functions.html#int], ssl_context: ssl.SSLContext [https://docs.python.org/3/library/ssl.html#ssl.SSLContext] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	Start accepting connections to the REST API.










	
class latest.ipv8.test.REST.rest_base.MockRestIPv8(crypto_curve: str [https://docs.python.org/3/library/stdtypes.html#str], overlay_classes: list [https://docs.python.org/3/library/stdtypes.html#list][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community]], settings: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.community.CommunitySettings])

	Manager for IPv8 related objects during REST tests.

Note that this is not the same as an IPv8 instance, neither is it the same as a MockIPv8 instance! However, many of
the same functionalities are offered.


	
get_overlay(overlay_cls: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community]) → latest.ipv8.types.Community | None [https://docs.python.org/3/library/constants.html#None]

	Get any loaded overlay instance from a given class type, if it exists.






	
add_strategy(overlay: latest.ipv8.types.Community, strategy: latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy, target_peers: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Register a strategy to call every tick unless a target number of peers has been reached.
If the target_peers is equal to -1, the strategy is always called.






	
unload_overlay(instance: latest.ipv8.types.Community) → Awaitable

	Unregister and unload a given community instance.






	
async produce_anonymized_endpoint() → latest.ipv8.messaging.anonymization.endpoint.TunnelEndpoint

	Create an anonymized endpoint.






	
async start_api() → None [https://docs.python.org/3/library/constants.html#None]

	Start the REST API.






	
async stop() → None [https://docs.python.org/3/library/constants.html#None]

	Stop serving the REST API.










	
class latest.ipv8.test.REST.rest_base.MockConnector(*, keepalive_timeout: object [https://docs.python.org/3/library/functions.html#object] | None [https://docs.python.org/3/library/constants.html#None] | float [https://docs.python.org/3/library/functions.html#float] = sentinel, force_close: bool [https://docs.python.org/3/library/functions.html#bool] = False, limit: int [https://docs.python.org/3/library/functions.html#int] = 100, limit_per_host: int [https://docs.python.org/3/library/functions.html#int] = 0, enable_cleanup_closed: bool [https://docs.python.org/3/library/functions.html#bool] = False, loop: asyncio.AbstractEventLoop [https://docs.python.org/3/library/asyncio-eventloop.html#asyncio.AbstractEventLoop] | None [https://docs.python.org/3/library/constants.html#None] = None, timeout_ceil_threshold: float [https://docs.python.org/3/library/functions.html#float] = 5)

	Bases: aiohttp.BaseConnector

Connector that routes over the fake IPv8 internet.


	
async _create_connection(req: aiohttp.ClientRequest, traces: list [https://docs.python.org/3/library/stdtypes.html#list][aiohttp.tracing.Trace], timeout: aiohttp.ClientTimeout) → aiohttp.client_proto.ResponseHandler

	








	
class latest.ipv8.test.REST.rest_base.RESTTestBase(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

HTTP request superclass, which defines the common behavior between the different types of HTTP REST requests.


	
async initialize(overlay_classes: list [https://docs.python.org/3/library/stdtypes.html#list][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community]], node_count: int [https://docs.python.org/3/library/functions.html#int], settings: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.community.CommunitySettings]) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize a given number of nodes with instances of the given Community classes.






	
async create_node(settings: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.community.CommunitySettings]) → MockRestIPv8

	Create a new MockRestIPv8 and start its REST API.






	
node(i: int [https://docs.python.org/3/library/functions.html#int]) → MockRestIPv8

	MockRestIPv8 is not actually a MockIPv8. So, we bend the rules here a little bit.






	
async introduce_nodes() → None [https://docs.python.org/3/library/constants.html#None]

	Have each node send an introduction request to each other node.






	
async make_request(node: MockRestIPv8, endpoint: str [https://docs.python.org/3/library/stdtypes.html#str], request_type: str [https://docs.python.org/3/library/stdtypes.html#str], arguments: dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]] | None [https://docs.python.org/3/library/constants.html#None] = None, json_response: bool [https://docs.python.org/3/library/functions.html#bool] = True, json: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, expected_status: int [https://docs.python.org/3/library/functions.html#int] = 200) → Any

	Forward an HTTP request of the specified type to a url, with the specified set of arguments.


	Parameters:

	
	node – the destination node


	endpoint – the endpoint of this request (i.e. http://<interface>:<port>/<endpoint>)


	request_type – the type of request (GET, POST, PUT, DELETE, etc.)


	arguments – the arguments to be attached to the request. This should be a dictionary or None


	json_response – whether the response is expected to be JSON


	json – a JSON-serializable dictionary that is sent when making the request


	expected_status – the status code returned in the response, defaults to 200






	Returns:

	a dictionary object with the response
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latest.ipv8.test.REST.test_attestation_endpoint


Module Contents


Classes



	TestAttestationEndpoint

	Class for testing the REST API of the AttestationEndpoint.







	
class latest.ipv8.test.REST.test_attestation_endpoint.TestAttestationEndpoint

	Bases: latest.ipv8.test.REST.rest_base.RESTTestBase

Class for testing the REST API of the AttestationEndpoint.


	
async setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a new memory-based identity manager and set up the necessary communities.






	
async make_outstanding(node: latest.ipv8.test.REST.rest_base.MockRestIPv8) → list [https://docs.python.org/3/library/stdtypes.html#list][Sequence[str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]]]

	Forward a request for outstanding attestation requests.






	
async make_verification_output(node: latest.ipv8.test.REST.rest_base.MockRestIPv8) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], list [https://docs.python.org/3/library/stdtypes.html#list][Sequence[str [https://docs.python.org/3/library/stdtypes.html#str], float [https://docs.python.org/3/library/functions.html#float]]]]

	Forward a request for the verification outputs.






	
async make_peers(node: latest.ipv8.test.REST.rest_base.MockRestIPv8) → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Forward a request for the known peers in the network.






	
async make_attributes(node: latest.ipv8.test.REST.rest_base.MockRestIPv8) → list [https://docs.python.org/3/library/stdtypes.html#list][Sequence[str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str] | int [https://docs.python.org/3/library/functions.html#int]], str [https://docs.python.org/3/library/stdtypes.html#str]]]

	Forward a request for the attributes of a peer.






	
async wait_for_attributes(node: latest.ipv8.test.REST.rest_base.MockRestIPv8) → list [https://docs.python.org/3/library/stdtypes.html#list][Sequence[str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str] | int [https://docs.python.org/3/library/functions.html#int]], str [https://docs.python.org/3/library/stdtypes.html#str]]]

	Forward a request for the attributes of a peer.






	
async make_drop_identity(node: latest.ipv8.test.REST.rest_base.MockRestIPv8) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], bool [https://docs.python.org/3/library/functions.html#bool]]

	Forward a request for dropping a peer’s identity.






	
async make_outstanding_verify(node: latest.ipv8.test.REST.rest_base.MockRestIPv8) → list [https://docs.python.org/3/library/stdtypes.html#list][Sequence[str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]]]

	Forward a request which requests information on the outstanding verify requests.






	
async make_attestation_request(node: latest.ipv8.test.REST.rest_base.MockRestIPv8, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], mid: str [https://docs.python.org/3/library/stdtypes.html#str], metadata: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], bool [https://docs.python.org/3/library/functions.html#bool]]

	Forward a request for the attestation of an attribute.






	
async make_attest(node: latest.ipv8.test.REST.rest_base.MockRestIPv8, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], attribute_value: list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]], mid: str [https://docs.python.org/3/library/stdtypes.html#str]) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], bool [https://docs.python.org/3/library/functions.html#bool]]

	Forward a request which attests an attestation request.






	
async make_verify(node: latest.ipv8.test.REST.rest_base.MockRestIPv8, attribute_hash: str [https://docs.python.org/3/library/stdtypes.html#str], attribute_values: str [https://docs.python.org/3/library/stdtypes.html#str], mid: str [https://docs.python.org/3/library/stdtypes.html#str]) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], bool [https://docs.python.org/3/library/functions.html#bool]]

	Forward a request which demands the verification of an attestation.






	
async make_allow_verify(node: latest.ipv8.test.REST.rest_base.MockRestIPv8, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], mid: str [https://docs.python.org/3/library/stdtypes.html#str]) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], bool [https://docs.python.org/3/library/functions.html#bool]]

	Forward a request which requests that verifications be allowed for a particular peer for a particular attribute.






	
async create_attestation_request(node: latest.ipv8.test.REST.rest_base.MockRestIPv8, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], metadata: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Request all known peers to attest to the node’s given attribute name.






	
async wait_for_peers(node: latest.ipv8.test.REST.rest_base.MockRestIPv8) → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Wait until this peer receives a non-empty list of fellow peers in the network.






	
async wait_for_outstanding_requests(node: latest.ipv8.test.REST.rest_base.MockRestIPv8) → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]]]

	Wait until this peer receives a non-empty list of outstanding attestation requests.






	
async attest_all_outstanding_requests(node: latest.ipv8.test.REST.rest_base.MockRestIPv8, attribute_name: str [https://docs.python.org/3/library/stdtypes.html#str], attribute_value: str [https://docs.python.org/3/library/stdtypes.html#str]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], str [https://docs.python.org/3/library/stdtypes.html#str], str [https://docs.python.org/3/library/stdtypes.html#str]]], list [https://docs.python.org/3/library/stdtypes.html#list][dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], bool [https://docs.python.org/3/library/functions.html#bool]]]]

	Forward an attestation for each of the outstanding attestation requests.


	Returns:

	a list of the outstanding requests and their (empty if successful) request responses










	
async verify_all_attestations(node: latest.ipv8.test.REST.rest_base.MockRestIPv8, peer_mids: Collection[bytes [https://docs.python.org/3/library/stdtypes.html#bytes]], attribute_hash: str [https://docs.python.org/3/library/stdtypes.html#str], attribute_values: str [https://docs.python.org/3/library/stdtypes.html#str]) → list [https://docs.python.org/3/library/stdtypes.html#list][dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], bool [https://docs.python.org/3/library/functions.html#bool]]]

	Forward an attestation verification for a set of attestations.


	Parameters:

	peer_mids – the set of peer mids to which a verification request will be sent



	Returns:

	the verification responses, as returned by the well-known peer. Ideally these should be all empty










	
async test_get_peers_request() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (GET: peers request) type.






	
async test_get_outstanding_requests() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (GET: outstanding) request type.






	
async test_get_verification_output() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (GET: verification output) request type.






	
async test_get_outstanding_verify() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (GET: outstanding verify) request type.






	
async test_get_attributes() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (GET: attributes) request type.






	
async test_get_drop_identity() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (GET: drop identity) request type.






	
async test_post_attestation_request() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (POST: request) request type.






	
async test_post_attest() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (POST: attest) request type.






	
async test_post_verify() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (POST: verify) request type.






	
async test_post_allow_verify() → None [https://docs.python.org/3/library/constants.html#None]

	Test the (POST: allow verify) request type.
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latest.ipv8.test.REST.test_identity_endpoint


Module Contents


Classes



	MockPseudonymFolderManager

	Mock the OS file system using a dictionary as to mock files in a folder.



	TestIdentityEndpoint

	Class for testing the REST API of the IdentityEndpoint.







	
class latest.ipv8.test.REST.test_identity_endpoint.MockPseudonymFolderManager

	Bases: latest.ipv8.attestation.communication_manager.PseudonymFolderManager

Mock the OS file system using a dictionary as to mock files in a folder.


	
get_or_create_private_key(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → latest.ipv8.types.PrivateKey

	Generate or load a new key in memory.






	
remove_pseudonym_file(name: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Remove the given “folder” in the dictionary, i.e., a key.






	
list_pseudonym_files() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Retrieve the “folders”, i.e., keys, in the fake file structure.










	
class latest.ipv8.test.REST.test_identity_endpoint.TestIdentityEndpoint

	Bases: latest.ipv8.test.REST.rest_base.RESTTestBase

Class for testing the REST API of the IdentityEndpoint.


	
async setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up an identity community, memory identity manager and memory pseudonym folder manager.






	
create_settings() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.attestation.identity.community.IdentitySettings]

	Create settings for any node.






	
async create_node(settings: list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.community.CommunitySettings]) → latest.ipv8.test.REST.rest_base.MockRestIPv8

	We load each node i with a pseudonym my_peer{i}, which is the default IPv8 my_peer key.






	
communication_manager(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.attestation.communication_manager.CommunicationManager

	Shortcut to the communication manager of node i.






	
async introduce_pseudonyms() → None [https://docs.python.org/3/library/constants.html#None]

	Figure out the ephemeral communities of each node and introduce them to each other.






	
async wait_for(*args: Any, **kwargs) → Any

	Fire a make request and keep repeating this request until a non-empty response is returned.






	
async wait_for_requests(*args: Any, **kwargs) → Any

	Fire a make request and keep repeating this request until a response with the key “requests” is returned.






	
async test_list_pseudonyms_empty() → None [https://docs.python.org/3/library/constants.html#None]

	Check that we do not start with any pseudonyms.






	
async test_list_schemas() → None [https://docs.python.org/3/library/constants.html#None]

	Check that the endpoint reports the available schemas correctly.






	
async test_list_pseudonyms_one() → None [https://docs.python.org/3/library/constants.html#None]

	Check that a loaded pseudonym is reported as such.






	
async test_list_pseudonyms_many() → None [https://docs.python.org/3/library/constants.html#None]

	Check that all loaded pseudonyms are reported as such.






	
async test_list_public_key_one() → None [https://docs.python.org/3/library/constants.html#None]

	Check that we retrieve the pseudonym public key correctly.






	
async test_list_public_key_many() → None [https://docs.python.org/3/library/constants.html#None]

	Check that we retrieve the pseudonym public key correctly.






	
async test_list_peers() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peers are correctly listed.






	
async test_list_unload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a pseudonym stops communicating on unload.






	
async test_list_credentials_empty() → None [https://docs.python.org/3/library/constants.html#None]

	Check that we retrieve credentials correctly, if none exist.






	
async test_request_attestation() → None [https://docs.python.org/3/library/constants.html#None]

	Check that requesting an attestation works.






	
async test_request_attestation_metadata() → None [https://docs.python.org/3/library/constants.html#None]

	Check that requesting an attestation with metadata works.






	
async test_attest() → None [https://docs.python.org/3/library/constants.html#None]

	Check that attesting to an attestation request with metadata works.






	
async test_verify() → None [https://docs.python.org/3/library/constants.html#None]

	Check that verifying a credential works.






	
async test_disallow_verify() → None [https://docs.python.org/3/library/constants.html#None]

	Check that no verification is performed, if not allowed.
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latest.ipv8.test.REST.test_isolation_endpoint


Module Contents


Classes



	MockSettings

	Mock tunnel settings.



	MockTunnelCommunity

	Fake TunnelCommunity just for circuit management.



	TestIsolationEndpoint

	Tests for REST requests to the isolation endpoint.







	
class latest.ipv8.test.REST.test_isolation_endpoint.MockSettings

	Mock tunnel settings.






	
class latest.ipv8.test.REST.test_isolation_endpoint.MockTunnelCommunity

	Bases: latest.ipv8.messaging.anonymization.community.TunnelCommunity, latest.ipv8.test.mocking.community.MockCommunity

Fake TunnelCommunity just for circuit management.






	
class latest.ipv8.test.REST.test_isolation_endpoint.TestIsolationEndpoint

	Bases: latest.ipv8.test.REST.rest_base.RESTTestBase

Tests for REST requests to the isolation endpoint.


	
FAKE_BOOTSTRAP_ADDRESS = ('127.0.0.1', 0)

	




	
async setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up with a fake tunnel community.






	
bootstrap_addresses() → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Address]

	Get the bootstrapper ip addresses.






	
async test_no_ip() → None [https://docs.python.org/3/library/constants.html#None]

	Test if requests that do not specify an IP are rejected.






	
async test_no_port() → None [https://docs.python.org/3/library/constants.html#None]

	Test if requests that do not specify a port are rejected.






	
async test_no_choice() → None [https://docs.python.org/3/library/constants.html#None]

	Test if requests that do not specify a to add either an exit node or a bootstrap server.






	
async test_add_bootstrap() → None [https://docs.python.org/3/library/constants.html#None]

	Check if bootstrap nodes are correctly added.

A successfully added bootstrap node is walked to.






	
async test_add_exit() → None [https://docs.python.org/3/library/constants.html#None]

	Check if exit nodes are correctly added.

A successfully added exit node is walked to.
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latest.ipv8.test.REST.test_network_endpoint


Module Contents


Classes



	TestNetworkEndpoint

	Tests related to the network REST endpoint.







	
class latest.ipv8.test.REST.test_network_endpoint.TestNetworkEndpoint

	Bases: latest.ipv8.test.REST.rest_base.RESTTestBase

Tests related to the network REST endpoint.


	
mock_peer

	




	
mock_b64mid

	




	
mock_b64pubkey

	




	
async setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a single node.






	
async test_no_peers() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the network endpoint returns no peers if it has no peers.






	
async test_one_peer_no_services() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the network endpoint returns its one known peer with no services.






	
async test_one_peer_one_service() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the network endpoint returns its one known peer with one service.






	
async test_one_peer_multiple_services() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the network endpoint returns its one known peer with multiple services.






	
async test_multiple_peers_multiple_services() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the network endpoint returns multiple peers with distinct services.
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latest.ipv8.test.REST.test_overlays_endpoint


Module Contents


Classes



	MockCommunity2

	Empty Community for testing.



	TestOverlaysEndpoint

	Tests for REST requests to the overlays endpoint.








Functions



	hexlify(→ str)

	Convert a utf-8 string into a utf-8 hex string.







	
latest.ipv8.test.REST.test_overlays_endpoint.hexlify(value: str [https://docs.python.org/3/library/stdtypes.html#str]) → str [https://docs.python.org/3/library/stdtypes.html#str]

	Convert a utf-8 string into a utf-8 hex string.






	
class latest.ipv8.test.REST.test_overlays_endpoint.MockCommunity2

	Bases: latest.ipv8.test.mocking.community.MockCommunity

Empty Community for testing.


	
community_id = b'DifferentCommunityID'

	








	
class latest.ipv8.test.REST.test_overlays_endpoint.TestOverlaysEndpoint

	Bases: latest.ipv8.test.REST.rest_base.RESTTestBase

Tests for REST requests to the overlays endpoint.


	
async setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up a single node.






	
mount_statistics(i: int [https://docs.python.org/3/library/functions.html#int], add_mock_community: bool [https://docs.python.org/3/library/functions.html#bool] = True) → None [https://docs.python.org/3/library/constants.html#None]

	Add a statistics endpoint to the given node id and possibly load a mock community.






	
add_mock_community(i: int [https://docs.python.org/3/library/functions.html#int], overlay_class: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.test.mocking.community.MockCommunity] = MockCommunity) → latest.ipv8.test.mocking.community.MockCommunity

	Add a given overlay class to the given node id.






	
async test_no_overlays() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the overlays endpoint returns no overlays if it has no overlays.






	
async test_one_overlay_no_peers() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the overlays endpoint returns one overlay if it has one overlay.






	
async test_one_overlay_one_peer() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the overlays endpoint correctly returns its one peer for its one overlay.






	
async test_one_overlay_multiple_peers() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the overlays endpoint correctly returns its peers for its one overlay.






	
async test_one_overlay_statistics() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the overlays endpoint returns overlay statistics correctly for one overlay.






	
async test_multiple_overlays() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the overlays endpoint returns multiple overlays.






	
async test_statistics_no_overlays() → None [https://docs.python.org/3/library/constants.html#None]

	Check if no statistics are returned if no overlays are loaded.






	
async test_statistics_one_overlay() → None [https://docs.python.org/3/library/constants.html#None]

	Check if statistics are returned for one loaded overlay.






	
async test_statistics_one_overlay_with_unknown() → None [https://docs.python.org/3/library/constants.html#None]

	Check if statistics are returned for one loaded overlay, with an unknown message.






	
async test_enable_stats_not_supported() → None [https://docs.python.org/3/library/constants.html#None]

	Check if stats cannot be enabled on an endpoint that is not a StatisticsEndpoint.






	
async test_enable_stats_no_enable_param() → None [https://docs.python.org/3/library/constants.html#None]

	Check if stats cannot be enabled when the “enable” parameter is missing.






	
async test_enable_stats_no_target() → None [https://docs.python.org/3/library/constants.html#None]

	Check if stats cannot be enabled without specifying what overlay(s) to use.






	
async test_enable_stats_all() → None [https://docs.python.org/3/library/constants.html#None]

	Check if stats are correctly returned for one “all” overlays.






	
async test_enable_stats_all_many() → None [https://docs.python.org/3/library/constants.html#None]

	Check if stats are correctly returned for all overlays.






	
async test_enable_stats_one_exclude() → None [https://docs.python.org/3/library/constants.html#None]

	Check if stats are correctly returned for a specific overlay, excluding another.






	
async test_enable_stats_one_include() → None [https://docs.python.org/3/library/constants.html#None]

	Check if stats are correctly returned for a specific overlay, including another.
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latest.ipv8.test.attestation


Subpackages



	latest.ipv8.test.attestation.identity
	latest.ipv8.test.attestation.identity.test_identity

	latest.ipv8.test.attestation.identity.test_manager





	latest.ipv8.test.attestation.tokentree
	latest.ipv8.test.attestation.tokentree.test_token

	latest.ipv8.test.attestation.tokentree.test_tree





	latest.ipv8.test.attestation.wallet
	latest.ipv8.test.attestation.wallet.bonehexact
	latest.ipv8.test.attestation.wallet.bonehexact.test_attestation

	latest.ipv8.test.attestation.wallet.bonehexact.test_structs





	latest.ipv8.test.attestation.wallet.irmaexact
	latest.ipv8.test.attestation.wallet.irmaexact.test_algorithm

	latest.ipv8.test.attestation.wallet.irmaexact.test_builder

	latest.ipv8.test.attestation.wallet.irmaexact.test_credential

	latest.ipv8.test.attestation.wallet.irmaexact.test_keys

	latest.ipv8.test.attestation.wallet.irmaexact.test_proofs





	latest.ipv8.test.attestation.wallet.pengbaorange
	latest.ipv8.test.attestation.wallet.pengbaorange.test_boudot





	latest.ipv8.test.attestation.wallet.primitives
	latest.ipv8.test.attestation.wallet.primitives.test_boneh

	latest.ipv8.test.attestation.wallet.primitives.test_ec

	latest.ipv8.test.attestation.wallet.primitives.test_value





	latest.ipv8.test.attestation.wallet.test_attestation_community
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latest.ipv8.test.attestation.identity


Submodules



	latest.ipv8.test.attestation.identity.test_identity

	latest.ipv8.test.attestation.identity.test_manager
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latest.ipv8.test.attestation.identity.test_identity


Module Contents


Classes



	TestIdentityCommunity

	Tests related to the identity community's behaviors.







	
class latest.ipv8.test.attestation.identity.test_identity.TestIdentityCommunity(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase[latest.ipv8.attestation.identity.community.IdentityCommunity]

Tests related to the identity community’s behaviors.


	
FAKE_HASH

	




	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create two nodes.






	
create_node(settings: latest.ipv8.community.CommunitySettings | None [https://docs.python.org/3/library/constants.html#None] = None, create_dht: bool [https://docs.python.org/3/library/functions.html#bool] = False, enable_statistics: bool [https://docs.python.org/3/library/functions.html#bool] = False) → latest.ipv8.test.base.MockIPv8

	Use a memory-based identity manager for each community.






	
async test_advertise() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a node can construct an advertisement for his attested attribute.






	
async test_advertise_twice() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a node can construct two attributes.






	
async test_advertise_big() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a node can construct an advertisement for his attested attribute, having more than 32 attributes.






	
async test_advertise_metadata() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a node can construct an advertisement for his attested attribute with metadata.






	
async test_advertise_metadata_reject() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a node cannot construct an advertisement for his attested attribute with wrong metadata.






	
async test_advertise_reject_hash() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unknown hashes are not signed.






	
async test_advertise_reject_public_key() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we don’t sign correct hashes for the wrong peer.






	
async test_advertise_reject_old() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we don’t sign old attestations.






	
async test_advertise_reject_wrong_name() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we don’t sign attestations with incorrect metadata.
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latest.ipv8.test.attestation.identity.test_manager


Module Contents


Classes



	TestIdentityManager

	Tests related to the identity manager.







	
class latest.ipv8.test.attestation.identity.test_manager.TestIdentityManager(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the identity manager.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a new identity manager for testing.






	
forget_identities() → None [https://docs.python.org/3/library/constants.html#None]

	Drop all identity information from our memory database.






	
test_create_identity() → None [https://docs.python.org/3/library/constants.html#None]

	Test if a new pseudonym is correctly created.






	
test_substantiate_empty() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an empty identity disclosure is loaded and valid.






	
test_create_credential() → None [https://docs.python.org/3/library/constants.html#None]

	Test creating a credential without attestations.






	
test_substantiate_credential_update() → None [https://docs.python.org/3/library/constants.html#None]

	Test substantiating a credential without attestations, with existing metadata.






	
test_substantiate_credential_no_metadata() → None [https://docs.python.org/3/library/constants.html#None]

	Test substantiating a credential without attestations, without metadata.


	This situation is a bit tricky:
	
	The path to the root from the one disclosed Token is valid.


	No Metadata is known for this Token and it therefore does not form a credential.













	
test_substantiate_credential_with_metadata() → None [https://docs.python.org/3/library/constants.html#None]

	Test substantiating a credential without attestations.






	
test_substantiate_credential_full() → None [https://docs.python.org/3/library/constants.html#None]

	Test substantiating a typical credential.






	
test_substantiate_credential_partial() → None [https://docs.python.org/3/library/constants.html#None]

	Test substantiating a typical credential, with partial disclosure.
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latest.ipv8.test.attestation.tokentree


Submodules



	latest.ipv8.test.attestation.tokentree.test_token

	latest.ipv8.test.attestation.tokentree.test_tree
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latest.ipv8.test.attestation.tokentree.test_token


Module Contents


Classes



	TestToken

	Tests related to tokens.







	
class latest.ipv8.test.attestation.tokentree.test_token.TestToken(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to tokens.


	
classmethod setUpClass() → None [https://docs.python.org/3/library/constants.html#None]

	Load in test data.






	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a new private key for testing.






	
test_create_private_token() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a token is correctly created with a private key.






	
test_verify_token_illegal() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a token does not verify for a different public key.






	
test_create_public_token() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a token is correctly loaded with a public key.






	
test_update_public_token() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a token with only a content hash accepts the correct content.






	
test_update_public_token_illegal() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a token with only a content hash rejects invalid content.
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latest.ipv8.test.attestation.tokentree.test_tree


Module Contents


Classes



	TestTree

	Tests related to the token tree.







	
class latest.ipv8.test.attestation.tokentree.test_tree.TestTree(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the token tree.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up a new private key for testing.






	
test_create_own_empty() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can create our own tree without content.






	
test_create_other_empty() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can create a tree without content of someone else.






	
test_own_add() → None [https://docs.python.org/3/library/constants.html#None]

	Check if content is correctly added to the tree.






	
test_other_add_insequence() → None [https://docs.python.org/3/library/constants.html#None]

	Check if content is correctly added to another’s tree, in order.






	
test_other_add_outsequence() → None [https://docs.python.org/3/library/constants.html#None]

	Check if content is not added to another’s tree if it is not linked to existing data.






	
test_other_add_outsequence_overflow() → None [https://docs.python.org/3/library/constants.html#None]

	Check if content is not added to another’s tree if it is not linked to existing data.
Remove the oldest data when too much data is pending.






	
test_other_add_duplicate() → None [https://docs.python.org/3/library/constants.html#None]

	Check if tokens are not added twice (by branch position and content hash).






	
test_other_add_duplicate_wcontent() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a token passes on its content to a duplicate entry without content.






	
test_serialize_public() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the public tree data is serialized correctly.






	
test_serialize_public_partial() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the public tree data is partially serialized correctly.






	
test_unserialize_public() → None [https://docs.python.org/3/library/constants.html#None]

	Check if serialized public tree data can be paired with its source data.
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latest.ipv8.test.attestation.wallet


Subpackages



	latest.ipv8.test.attestation.wallet.bonehexact
	latest.ipv8.test.attestation.wallet.bonehexact.test_attestation

	latest.ipv8.test.attestation.wallet.bonehexact.test_structs





	latest.ipv8.test.attestation.wallet.irmaexact
	latest.ipv8.test.attestation.wallet.irmaexact.test_algorithm

	latest.ipv8.test.attestation.wallet.irmaexact.test_builder

	latest.ipv8.test.attestation.wallet.irmaexact.test_credential

	latest.ipv8.test.attestation.wallet.irmaexact.test_keys

	latest.ipv8.test.attestation.wallet.irmaexact.test_proofs





	latest.ipv8.test.attestation.wallet.pengbaorange
	latest.ipv8.test.attestation.wallet.pengbaorange.test_boudot





	latest.ipv8.test.attestation.wallet.primitives
	latest.ipv8.test.attestation.wallet.primitives.test_boneh

	latest.ipv8.test.attestation.wallet.primitives.test_ec

	latest.ipv8.test.attestation.wallet.primitives.test_value











Submodules



	latest.ipv8.test.attestation.wallet.test_attestation_community
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Submodules



	latest.ipv8.test.attestation.wallet.bonehexact.test_attestation

	latest.ipv8.test.attestation.wallet.bonehexact.test_structs
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latest.ipv8.test.attestation.wallet.bonehexact.test_attestation


Module Contents


Classes



	TestAttestation

	Tests related to boneh attestations.







	
class latest.ipv8.test.attestation.wallet.bonehexact.test_attestation.TestAttestation(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to boneh attestations.


	
private_key

	




	
test_generate_minverse_group() → None [https://docs.python.org/3/library/constants.html#None]

	Check if additive inverse group generation modulo (p + 1) is correct.






	
test_attest() → None [https://docs.python.org/3/library/constants.html#None]

	Check if Attestations can be created correctly.






	
test_empty_relativity_map() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a new relativity map is empty.






	
test_binary_relativity() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the binary relativity of several numbers is calculated correctly.






	
test_binary_relativity_match() → None [https://docs.python.org/3/library/constants.html#None]

	Check if matching percentages between maps are relatively correct.






	
test_binary_relativity_certainty() → None [https://docs.python.org/3/library/constants.html#None]

	Check if matching certainties between maps are relatively correct.






	
test_create_challenge() → None [https://docs.python.org/3/library/constants.html#None]

	Check if challenges can be created and are properly responded to.






	
test_process_challenge_response() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a map is properly updates when a challenge response comes in.
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latest.ipv8.test.attestation.wallet.bonehexact.test_structs


Module Contents


Classes



	TestStructs

	Tests related to boneh attestation structs.







	
class latest.ipv8.test.attestation.wallet.bonehexact.test_structs.TestStructs(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to boneh attestation structs.


	
test_pack_pair() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a pair of integers can be packed and unpacked correctly.






	
test_pack_pair_with_remainder() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a pair of integers can be packed and unpacked correctly with a remainder.






	
test_serialize_boneh_pk() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BonehPublicKey can be serialized and unserialized correctly.






	
test_serialize_boneh_pk_garbage() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BonehPublicKey returns None when unserializing garbage data.






	
test_serialize_boneh_pk_with_remainder() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BonehPublicKey can be serialized and unserialized correctly with remainder.






	
test_serialize_boneh_sk() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BonehPrivateKey can be serialized and unserialized correctly.






	
test_serialize_boneh_sk_with_remainder() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BonehPrivateKey can be serialized and unserialized correctly with remainder.






	
test_serialize_boneh_sk_garbage() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BonehPrivateKey returns None when unserializing garbage data.






	
test_serialize_bitpair_attestation() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BitPairAttestation can be serialized and unserialized correctly.






	
test_serialize_bitpair_attestation_with_remainder() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BitPairAttestation can be serialized and unserialized correctly with remainder.






	
test_serialize_bitpair_compress() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BitPairAttestation can be compressed for proofing.






	
test_serialize_attestation_empty() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an Attestation can be serialized and unserialized correctly with no bitpairs.






	
test_serialize_attestation_one() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an Attestation can be serialized and unserialized correctly with one bitpair.






	
test_serialize_attestation_many() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an Attestation can be serialized and unserialized correctly with twenty bitpairs.
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Submodules



	latest.ipv8.test.attestation.wallet.irmaexact.test_algorithm

	latest.ipv8.test.attestation.wallet.irmaexact.test_builder

	latest.ipv8.test.attestation.wallet.irmaexact.test_credential

	latest.ipv8.test.attestation.wallet.irmaexact.test_keys

	latest.ipv8.test.attestation.wallet.irmaexact.test_proofs
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latest.ipv8.test.attestation.wallet.irmaexact.test_algorithm


Module Contents


Classes



	TestAlgorithm

	Tests related to the IRMA algorithm definition.







	
class latest.ipv8.test.attestation.wallet.irmaexact.test_algorithm.TestAlgorithm(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the IRMA algorithm definition.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a dummy blob for testing.






	
test_integration() → None [https://docs.python.org/3/library/constants.html#None]

	Test whether blobs can be imported and challenged.






	
test_integration_incomplete() → None [https://docs.python.org/3/library/constants.html#None]

	Check whether blobs can be imported and partially challenged.






	
test_integration_wrong() → None [https://docs.python.org/3/library/constants.html#None]

	Check whether bad responses lead to 0% certainty.
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latest.ipv8.test.attestation.wallet.irmaexact.test_builder

Copyright (c) 2016, Maarten Everts
All rights reserved.

This source code has been ported from https://github.com/privacybydesign/gabi
The authors of this file are not -in any way- affiliated with the original authors or organizations.


Module Contents


Classes



	TestBuilder

	Tests related to the IRMA proof builder.







	
class latest.ipv8.test.attestation.wallet.irmaexact.test_builder.TestBuilder(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the IRMA proof builder.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up proof constants.






	
test_build_proofu() → None [https://docs.python.org/3/library/constants.html#None]

	Test building a proofU using the credential builder.






	
test_build_proof_list() → None [https://docs.python.org/3/library/constants.html#None]

	Test building a proofList using the credential builder.






	
test_build_proofs() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the proving a signature works.
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latest.ipv8.test.attestation.wallet.irmaexact.test_credential

Copyright (c) 2016, Maarten Everts
All rights reserved.

This source code has been ported from https://github.com/privacybydesign/gabi
The authors of this file are not -in any way- affiliated with the original authors or organizations.


Module Contents


Classes



	TestCredential

	Tests related to IRMA credentials.







	
class latest.ipv8.test.attestation.wallet.irmaexact.test_credential.TestCredential(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to IRMA credentials.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up proof constants.






	
_createCredential(context: int [https://docs.python.org/3/library/functions.html#int], secret: int [https://docs.python.org/3/library/functions.html#int], issuer: latest.ipv8.attestation.wallet.irmaexact.gabi.builder.Issuer) → latest.ipv8.attestation.wallet.irmaexact.gabi.credential.Credential | None [https://docs.python.org/3/library/constants.html#None]

	Have an issuer construct a credential for the given context and secret.






	
test_show_proof() → None [https://docs.python.org/3/library/constants.html#None]

	Test showing a partial proof.






	
test_construct_credential() → None [https://docs.python.org/3/library/constants.html#None]

	Test constructing a credential.






	
test_construct_credential_challenge() → None [https://docs.python.org/3/library/constants.html#None]

	Test constructing a credential with Challenge.






	
test_construct_credential_challenge_pcommit() → None [https://docs.python.org/3/library/constants.html#None]

	Test constructing a credential with Challenge and PCommit.






	
test_show_proof_list() → None [https://docs.python.org/3/library/constants.html#None]

	Test showing a list of proofs.






	
test_issue_and_show() → None [https://docs.python.org/3/library/constants.html#None]

	Test the full stack of issuance and showing.






	
test_issue_show_random() → None [https://docs.python.org/3/library/constants.html#None]

	Test the full stack of issuance, deriving and showing.






	
test_big_attribute() → None [https://docs.python.org/3/library/constants.html#None]

	Test if a big attribute value still works.
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latest.ipv8.test.attestation.wallet.irmaexact.test_keys

Copyright (c) 2016, Maarten Everts
All rights reserved.

This source code has been ported from https://github.com/privacybydesign/gabi
The authors of this file are not -in any way- affiliated with the original authors or organizations.


Module Contents


Classes



	TestKeys

	Tests related to IRMA keys.







	
class latest.ipv8.test.attestation.wallet.irmaexact.test_keys.TestKeys(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to IRMA keys.


	
test_generate_and_sign() → None [https://docs.python.org/3/library/constants.html#None]

	Generate a new key and sign a message, see if the signature verifies.
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latest.ipv8.test.attestation.wallet.irmaexact.test_proofs

Copyright (c) 2016, Maarten Everts
All rights reserved.

This source code has been ported from https://github.com/privacybydesign/gabi
The authors of this file are not -in any way- affiliated with the original authors or organizations.


Module Contents


Classes



	TestProofs

	Base TestCase to allow easy testing of IPv8 overlays.







	
class latest.ipv8.test.attestation.wallet.irmaexact.test_proofs.TestProofs(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Base TestCase to allow easy testing of IPv8 overlays.


	
setUp()

	Perform the base setup per unit test. Always call this before running your own setUp code!






	
test_proofu()

	Test ProofU verification.






	
test_proofs()

	Test ProofS verification.






	
test_proofd()

	Test ProofD verification.
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latest.ipv8.test.attestation.wallet.pengbaorange


Submodules



	latest.ipv8.test.attestation.wallet.pengbaorange.test_boudot
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latest.ipv8.test.attestation.wallet.pengbaorange.test_boudot


Module Contents


Classes



	TestBoudot

	Tests related to Boudot proofs.







	
class latest.ipv8.test.attestation.wallet.pengbaorange.test_boudot.TestBoudot(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to Boudot proofs.


	
pk

	




	
bitspace = 32

	




	
el

	




	
sqr

	




	
test_el_serialize() → None [https://docs.python.org/3/library/constants.html#None]

	Check if Boudot equality checks are correctly serialized.






	
test_el_equal() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Boudot commitment equality holds.






	
test_el_modify_commitment() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Boudot commitment equality fails if the commitment message changes.






	
test_el_modify_shadow_commitment() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Boudot commitment equality fails if the shadow commitment message changes.






	
test_el_modify_commitments() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Boudot commitment equality fails if the shadow+commitment messages change.






	
test_sqr() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Boudot commitment-is-square holds.






	
test_sqr_modify_commitment() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Boudot commitment-is-square fails if the commitment message changes.






	
test_sqr_modify_shadow_commitment() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Boudot commitment-is-square fails if the shadow commitment message changes.






	
test_sqr_serialize() → None [https://docs.python.org/3/library/constants.html#None]

	Check if Boudot commitment-is-square checks are correctly serialized.
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latest.ipv8.test.attestation.wallet.primitives


Submodules



	latest.ipv8.test.attestation.wallet.primitives.test_boneh

	latest.ipv8.test.attestation.wallet.primitives.test_ec

	latest.ipv8.test.attestation.wallet.primitives.test_value
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latest.ipv8.test.attestation.wallet.primitives.test_boneh


Module Contents


Classes



	TestBoneh

	Tests related to boneh paper constructions.







	
class latest.ipv8.test.attestation.wallet.primitives.test_boneh.TestBoneh(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to boneh paper constructions.


	
private_key

	




	
test_generate_prime() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the next prime (= l * n - 1 = 2 mod 3) after 10 is 29.






	
test_bilinear_group() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a bilinear group can be created.






	
test_bilinear_group_torsion_point() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a bilinear group returns 0 if there is no possible pairing.






	
test_is_good_weil_pairing() → None [https://docs.python.org/3/library/constants.html#None]

	Check if is_good_wp returns True for 26 + 17x with n = 10.






	
test_is_bad_weil_pairing() → None [https://docs.python.org/3/library/constants.html#None]

	Check if is_good_wp returns False for 0, 1 and x with n = 10.






	
test_get_good_weil_pairing() → None [https://docs.python.org/3/library/constants.html#None]

	Check if get_good_wp returns a proper Weil pairing for n = 10, p = 29.






	
test_encoding_random() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the same value is encoded with a random masking.






	
test_decoding_same() → None [https://docs.python.org/3/library/constants.html#None]

	Check if values are encoded with a random masking.






	
test_decoding_after_homomorphic_add() → None [https://docs.python.org/3/library/constants.html#None]

	Check if values can still be decrypted after a homomorphic add.






	
test_decoding_out_of_space() → None [https://docs.python.org/3/library/constants.html#None]

	Check if decode return None if the message is outside of the allowed space.






	
test_generate_keypair() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can create a new keypair.
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latest.ipv8.test.attestation.wallet.primitives.test_ec


Module Contents


Classes



	TestPairing

	Tests related to creating Weil pairings.







	
class latest.ipv8.test.attestation.wallet.primitives.test_ec.TestPairing(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to creating Weil pairings.


	
test_small_weilpairing() → None [https://docs.python.org/3/library/constants.html#None]

	Check if Weil pairing in E[4] mod 11 of (5, 4) and (5x, 4) with S=(7, 6) equals 9 + 7x.






	
test_medium_weilpairing() → None [https://docs.python.org/3/library/constants.html#None]

	Check if Weil pairing in E[408] mod 1223 of (764, 140) and (18x, 84) with S=(0, 1222) equals 438 + 50x.






	
test_oob_esum() → None [https://docs.python.org/3/library/constants.html#None]

	Check if EC sum of the point of infinity with itself is the point at infinity.






	
test_spob_esum() → None [https://docs.python.org/3/library/constants.html#None]

	Check if EC sum of the point of infinity with another point equals the other point.
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latest.ipv8.test.attestation.wallet.primitives.test_value


Module Contents


Classes



	TestFP2Value

	Tests related to p^2-Galois field values.







	
class latest.ipv8.test.attestation.wallet.primitives.test_value.TestFP2Value(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to p^2-Galois field values.


	
test_add_unary() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 2 + 5 = 7 mod 11 mod x^2 + x + 1.






	
test_add_unary_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 5 + 7 = 1 mod 11 mod x^2 + x + 1.






	
test_add_x() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 2x + 5x = 7x mod 11 mod x^2 + x + 1.






	
test_add_x_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 5x + 7x = 1x mod 11 mod x^2 + x + 1.






	
test_add_x2_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if x^2 + x^2 = 9x + 9 mod 11 mod x^2 + x + 1.






	
test_add_combined_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if x^2 + 5x + 5 + x^2 + 7x + 7 = 10x + 10 mod 11 mod x^2 + x + 1.






	
test_sub_unary() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 5 - 2 = 3 mod 11 mod x^2 + x + 1.






	
test_sub_unary_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 2 - 5 = 8 mod 11 mod x^2 + x + 1.






	
test_sub_x() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 5x - 2x = 3x mod 11 mod x^2 + x + 1.






	
test_sub_x_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 2x + 5x = 8x mod 11 mod x^2 + x + 1.






	
test_sub_x2_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if x^2 - (x^2 + 1) = 10 mod 11 mod x^2 + x + 1.






	
test_sub_combined_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if x^2 + 5x + 5 - (x^2 + 7x + 7) = 9x + 9 mod 11 mod x^2 + x + 1.






	
test_mul_unary() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 2 * 5 = 10 mod 11 mod x^2 + x + 1.






	
test_mul_unary_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 3 * 5 = 4 mod 11 mod x^2 + x + 1.






	
test_mul_x() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 2x * 5x = 10x^2 mod 11 mod x^2 + x + 1.






	
test_mul_x_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 3x * 5x = 4x^2 = 7x + 7 mod 11 mod x^2 + x + 1.






	
test_mul_combined_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (5) * (x^2 + x + 1) = 5x^2 + 5x + 5 = 0 mod 11 mod x^2 + x + 1.






	
test_div_unary() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 9 / 3 = 3 mod 11 mod x^2 + x + 1.






	
test_div_unary_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 4 / 3  = 5 mod 11 mod x^2 + x + 1.






	
test_div_x() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 9x / 3x = 3 mod 11 mod x^2 + x + 1.






	
test_div_x_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 4x / 3x = 5 mod 11 mod x^2 + x + 1.






	
test_div_combined_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (x^2 + 2x + 1) / (x + 1) = x + 1 mod 11 mod x^2 + x + 1.






	
test_intpow_unary_p2() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 2^2 = 4 mod 11 mod x^2 + x + 1.






	
test_intpow_unary_p3() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 2^3 = 8 mod 11 mod x^2 + x + 1.






	
test_intpow_unary_p4_mod() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 2^4 = 5 mod 11 mod x^2 + x + 1.






	
test_intpow_x_p2() → None [https://docs.python.org/3/library/constants.html#None]

	Check if x^2 = x^2 mod 11 mod x^2 + x + 1.






	
test_intpow_combined_p2() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (x + 1)^2 = x^2 + 2x + 1 mod 11 mod x^2 + x + 1.






	
test_intpow_negative() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (16)^-2 = 8 mod 23 mod x^2 + x + 1.






	
test_inverse() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (4/3)^-1 = 3/4 mod 11 mod x^2 + x + 1.






	
test_inverse_normalized() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (4/3)^-1 = 9 mod 11 mod x^2 + x + 1.






	
test_wp_compress_simple() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (2 + 4x)/(1 + 2x) = 2 mod 11 mod x^2 + x + 1.






	
test_wp_compress_complex() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (2 + 6x)/(1 + 2x) = 7 + 8x mod 11 mod x^2 + x + 1.






	
test_str_zero() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (0x^2 + 0x + 0)/(0x^2 + 0x + 1) is formatted as “0”.






	
test_str_nozero() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (0x^2 + x + 0)/(0x^2 + 0x + 1) is formatted as “x”.






	
test_str_nozero_div() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (0x^2 + x + 0)/(0x^2 + 0x + 2) is formatted as “(x)/(2)”.






	
test_str_positive_coefficient() → None [https://docs.python.org/3/library/constants.html#None]

	Check if (0x^2 + 2x + 0)/(0x^2 + 0x + 1) is formatted as “2x”.






	
test_eq_other() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an FP2Value doesn’t magically equal some unrelated object.
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latest.ipv8.test.attestation.wallet.test_attestation_community


Module Contents


Classes



	TestCommunity

	Tests related to the attestation community.







	
class latest.ipv8.test.attestation.wallet.test_attestation_community.TestCommunity(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase[latest.ipv8.attestation.wallet.community.AttestationCommunity]

Tests related to the attestation community.


	
private_key

	




	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create two nodes.






	
create_node(settings: latest.ipv8.community.CommunitySettings | None [https://docs.python.org/3/library/constants.html#None] = None, create_dht: bool [https://docs.python.org/3/library/functions.html#bool] = False, enable_statistics: bool [https://docs.python.org/3/library/functions.html#bool] = False) → latest.ipv8.test.base.MockIPv8

	Create a curve25519 peer with a memory database.






	
async test_request_attestation_callback() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the request_attestation callback is correctly called.






	
async test_request_attestation_twice_callback() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the request_attestation callback is correctly called twice in a row.






	
async test_request_attestation_callback_metadata() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the request_attestation callback is correctly called with metadata.






	
async test_request_attestation() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the request_attestation callback is correctly called.






	
async test_request_attestation_big() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the request_attestation callback is correctly called for id_metadata_big.






	
async test_request_attestation_range() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the request_attestation callback is correctly called for id_metadata_range_18plus.






	
async test_verify_attestation() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an attestation can be verified.






	
async test_reqandverif_attestation() → None [https://docs.python.org/3/library/constants.html#None]

	Check if requesting and verifying an attestation works.






	
async test_verify_attestation_big() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an attestation can be verified for id_metadata_big.






	
async test_verify_attestation_range() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an attestation can be verified for id_metadata_range_18plus.






	
test_load_key() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can load the community correctly after shut down.
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latest.ipv8.test.base


Module Contents


Classes



	TranslatedMockEndpointListener

	Automagically translate received packets into messages.



	TestBase

	Base TestCase to allow easy testing of IPv8 overlays.







	
class latest.ipv8.test.base.TranslatedMockEndpointListener(overlay: latest.ipv8.types.Community, message_classes: list [https://docs.python.org/3/library/stdtypes.html#list][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Payload]], message_filter: list [https://docs.python.org/3/library/stdtypes.html#list][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Payload]] | None [https://docs.python.org/3/library/constants.html#None], main_thread: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.test.mocking.endpoint.MockEndpointListener

Automagically translate received packets into messages.


	The magic depends on three assumptions:
	
	The requested overlay messages have a msg_id specified.


	The requested overlay messages can be decoded using a single Payload.


	The requested overlay messages follow the lazy_wrapper_* standard.









	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a new packet is received by an endpoint.










	
class latest.ipv8.test.base.TestBase(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: TestCaseClass, Generic[OT]

Base TestCase to allow easy testing of IPv8 overlays.


	
property __loop: asyncio.AbstractEventLoop [https://docs.python.org/3/library/asyncio-eventloop.html#asyncio.AbstractEventLoop]

	Return the asyncio event loop used for the test case.






	
__testing__ = True

	




	
__lockup_timestamp__ = 0

	




	
__asynctest_compatibility_mode__

	




	
MAX_TEST_TIME = 10

	




	
loop

	




	
__call_internal_in_context(func: Callable | Coroutine) → None [https://docs.python.org/3/library/constants.html#None]

	Call setUp or tearDown within the unittest.IsolatedAsyncioTestCase context.

This is not used for asynctest compatibility mode.






	
_callSetUp() → None [https://docs.python.org/3/library/constants.html#None]

	




	
_callTearDown() → None [https://docs.python.org/3/library/constants.html#None]

	




	
initialize(overlay_class: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community], node_count: int [https://docs.python.org/3/library/functions.html#int], settings: latest.ipv8.community.CommunitySettings | None [https://docs.python.org/3/library/constants.html#None] = None, create_dht: bool [https://docs.python.org/3/library/functions.html#bool] = False, enable_statistics: bool [https://docs.python.org/3/library/functions.html#bool] = False) → None [https://docs.python.org/3/library/constants.html#None]

	Spawn a given number of nodes with a particular overlay class and introduce them to each other.


	WARNING: Peers are directly added into each other’s Network. This skips sending messages (efficient!).
	HOWEVER, custom logic based on introduction requests and responses may therefore be skipped.










	
_patch_overlay(overlay: latest.ipv8.overlay.Overlay) → None [https://docs.python.org/3/library/constants.html#None]

	Perform patches on an overlay for testing purposes.

By default, this patches out the general try-except in the packet handler, allowing crashes.






	
patch_overlays(i: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Method to make the packet handlers of a particular node fragile.

If you want to disable fragile packet handling for an entire class over overlays, add the class to the
production_overlay_classes list.

If you want to disable fragile packet handling for a particular node, overwrite this method.






	
_cb_exception(loop: asyncio.AbstractEventLoop [https://docs.python.org/3/library/asyncio-eventloop.html#asyncio.AbstractEventLoop], context: dict [https://docs.python.org/3/library/stdtypes.html#dict]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for asyncio exceptions.

Do not call self.fail or pytest.fail or any other failure mechanism in here.
These methods work by raising an Exception, which will silently fail as this is not the main loop.






	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Perform the base setup per unit test. Always call this before running your own setUp code!






	
async tearDown() → None [https://docs.python.org/3/library/constants.html#None]

	Tear down all the overlays, remove all files and check if any errors “escaped” the unit test scope.
Always call this after your own tearDown!






	
classmethod setUpClass() → None [https://docs.python.org/3/library/constants.html#None]

	Perform the base setup for this entire test case. Always call this before running your own setUpClass code!

This code is responsible for detecting deadlocks in - and in between - tests. However, if you’re running
pytest you should use the pytest-timeout plugin instead.






	
classmethod tearDownClass() → None [https://docs.python.org/3/library/constants.html#None]

	Signal that our test case completed without incident. Always call this after your own tearDownClass!

This - indirectly - stops setUpClass() from forcibly shutting down your tests.






	
create_node(settings: latest.ipv8.community.CommunitySettings | None [https://docs.python.org/3/library/constants.html#None] = None, create_dht: bool [https://docs.python.org/3/library/functions.html#bool] = False, enable_statistics: bool [https://docs.python.org/3/library/functions.html#bool] = False) → latest.ipv8.test.mocking.ipv8.MockIPv8

	Create a new IPv8-like container to store node related information.






	
add_node_to_experiment(node: latest.ipv8.test.mocking.ipv8.MockIPv8) → None [https://docs.python.org/3/library/constants.html#None]

	Add a new node to this experiment (use create_node()).






	
static is_background_task(task: asyncio.Task [https://docs.python.org/3/library/asyncio-task.html#asyncio.Task]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the given task is to be ignored.






	
async deliver_messages(timeout: float [https://docs.python.org/3/library/functions.html#float] = 0.1) → None [https://docs.python.org/3/library/constants.html#None]

	Allow peers to communicate.


	The strategy is as follows:
	
	Measure the amount of existing asyncio tasks


	After 10 milliseconds, check if we are below 2 tasks twice in a row


	If not, go back to handling calls (step 2) or return, if the timeout has been reached









	Parameters:

	timeout – the maximum time to wait for messages to be delivered










	
async introduce_nodes() → None [https://docs.python.org/3/library/constants.html#None]

	Force all known nodes to send IntroductionRequest messages to each other.






	
temporary_directory() → str [https://docs.python.org/3/library/stdtypes.html#str]

	Create a directory that temporary files can be written to.

WARNING: If your test suite crashes, these files will be left behind (this is by design).






	
address(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.types.Address

	The endpoint address of node i.






	
endpoint(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.types.Endpoint

	The endpoint of node i.






	
key_bin(i: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	The serialized public key material of node i.






	
key_bin_private(i: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	The serialized PRIVATE key material of node i.






	
mid(i: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	The SHA-1 encoding (20 bytes) of the public key of node 1.






	
my_peer(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.peer.Peer

	The PRIVATE peer instance of node i, containing the PRIVATE KEY.

When communicating peer info between peers, you should normally use peer(i) instead.






	
network(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.peerdiscovery.network.Network

	The Network instance of node i.






	
node(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.test.mocking.ipv8.MockIPv8

	The node identified by i.






	
overlay(i: int [https://docs.python.org/3/library/functions.html#int]) → OT

	The overlay belonging to node i.






	
peer(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.peer.Peer

	A public Peer object representing node i.






	
private_key(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.types.PrivateKey

	The PRIVATE key object of node i.






	
public_key(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.types.PublicKey

	The public key object of node i.






	
assertReceivedBy(i: int [https://docs.python.org/3/library/functions.html#int], message_classes: list [https://docs.python.org/3/library/stdtypes.html#list][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Payload]], ordered: bool [https://docs.python.org/3/library/functions.html#bool] = True, message_filter: list [https://docs.python.org/3/library/stdtypes.html#list][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Payload]] | None [https://docs.python.org/3/library/constants.html#None] = None) → list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.types.Payload]

	Assert that a node i receives messages of a given type, potentially unordered or while ignoring other messages.


	Parameters:

	
	i – the node id that needs to receive messages


	message_classes – the messages classes that you expect the node to receive


	ordered – whether the message classes are received ordered or unordered


	message_filter – what message classes to store (others are silently ignored)
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latest.ipv8.test.bootstrapping.dispersy.test_bootstrapper


Module Contents


Classes



	TestDispersyBootstrapper

	Tests related to Dispersy-style bootstrapping.







	
class latest.ipv8.test.bootstrapping.dispersy.test_bootstrapper.TestDispersyBootstrapper(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to Dispersy-style bootstrapping.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a fake bootstrap server and create a bootstrapper definition for it.






	
async test_initialize() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the special bootstrap addresses are added to the overlay’s blacklist upon initialization.

We don’t test network DNS resolution here, which would contact the Internet.






	
async test_get_addresses() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the bootstrapper contacts the registered bootstrap nodes and doesn’t return manual addresses.






	
async test_get_addresses_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a second call within the timeout gets dropped.






	
async test_get_addresses_blacklist() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the get_addresses ensures bootstrap nodes are in the blacklist.






	
async test_keep_alive() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the keep_alive tries to walk to a bootstrap node to keepe the connection alive.






	
async test_keep_alive_blacklist() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the keep_alive adds walked nodes into the blacklist.






	
async test_blacklist() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the blacklist returns the added nodes in the blacklist.
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Module Contents


Classes



	TestDHTBase

	Extension to TestBase that provides common DHT shortcuts.








Attributes



	OT

	







	
latest.ipv8.test.dht.base.OT

	




	
class latest.ipv8.test.dht.base.TestDHTBase(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase[OT]

Extension to TestBase that provides common DHT shortcuts.


	
dht_node(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.dht.routing.Node

	Get the node instance of node i.






	
routing_table(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.dht.routing.RoutingTable

	Get the routing table of node i.






	
storage(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.dht.storage.Storage

	Get the storage of node i.






	
my_node_id(i: int [https://docs.python.org/3/library/functions.html#int]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Get the DHT node id of node i.
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Module Contents


Classes



	TestPingChurn

	Tests for pinging nodes in the DHT community.







	
class latest.ipv8.test.dht.test_churn.TestPingChurn

	Bases: latest.ipv8.test.dht.base.TestDHTBase[latest.ipv8.dht.community.DHTCommunity]

Tests for pinging nodes in the DHT community.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create two nodes with a ping churn strategy.






	
async test_ping_all() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a failed node without a previous response is pinged and if it responds.






	
async test_ping_all_skip() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a failed node that recently responded is not spammed with a ping.
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Module Contents


Classes



	TestDHTCommunity

	Tests for the DHT Community.



	TestDHTCommunityXL

	Fat tests for the DHT Community.







	
class latest.ipv8.test.dht.test_community.TestDHTCommunity

	Bases: latest.ipv8.test.dht.base.TestDHTBase[latest.ipv8.dht.community.DHTCommunity]

Tests for the DHT Community.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Setup with two nodes.






	
create_node(*args, **kwargs) → latest.ipv8.test.mocking.ipv8.MockIPv8

	Create a new node that runs the DHTCommunity with a curve25519 key.






	
async test_routing_table() → None [https://docs.python.org/3/library/constants.html#None]

	Test if the routing table is properly updated.






	
async test_ping_pong() → None [https://docs.python.org/3/library/constants.html#None]

	Tests if pings are properly propagated.






	
async test_ping_pong_fail() → None [https://docs.python.org/3/library/constants.html#None]

	Test if pings can timeout.






	
async test_store_value() → None [https://docs.python.org/3/library/constants.html#None]

	Test if values are properly stored.






	
async test_store_value_fail() → None [https://docs.python.org/3/library/constants.html#None]

	Test if values are not stored irresponsibly.






	
async test_find_nodes() → None [https://docs.python.org/3/library/constants.html#None]

	Test if nodes can be found.






	
async test_find_values() → None [https://docs.python.org/3/library/constants.html#None]

	Test if values can be found.






	
async test_find_values_signed() → None [https://docs.python.org/3/library/constants.html#None]

	Test if signed values can be found.






	
async test_caching() → None [https://docs.python.org/3/library/constants.html#None]

	Test if values are cached.






	
async test_refresh() → None [https://docs.python.org/3/library/constants.html#None]

	Test if refreshing works.






	
async test_token() → None [https://docs.python.org/3/library/constants.html#None]

	Test if tokens work.






	
async test_rate_limit() → None [https://docs.python.org/3/library/constants.html#None]

	Test that the rate limit is respected.






	
async test_unload_while_contacting_node() → None [https://docs.python.org/3/library/constants.html#None]

	Test unloading nodes while contacting them.










	
class latest.ipv8.test.dht.test_community.TestDHTCommunityXL

	Bases: latest.ipv8.test.dht.base.TestDHTBase[latest.ipv8.dht.community.DHTCommunity]

Fat tests for the DHT Community.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up 15 nodes that run the DHT Community.






	
create_node(*args, **kwargs) → latest.ipv8.test.mocking.ipv8.MockIPv8

	Create a new node that runs the DHTCommunity with a curve25519 key.






	
get_closest_nodes(node_id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], max_nodes: int [https://docs.python.org/3/library/functions.html#int] = 8) → Iterable[latest.ipv8.test.mocking.ipv8.MockIPv8]

	Get the nodes closest to a given node id.






	
async test_full_protocol() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the full DHT protocol works.
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Module Contents


Classes



	TestDHTDiscoveryCommunity

	Tests related to the DHTDiscoveryCommunity behaviors.







	
class latest.ipv8.test.dht.test_discovery.TestDHTDiscoveryCommunity

	Bases: latest.ipv8.test.dht.base.TestDHTBase[latest.ipv8.dht.discovery.DHTDiscoveryCommunity]

Tests related to the DHTDiscoveryCommunity behaviors.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create two discovery communities, without token maintenance.






	
create_node(*args: Any, **kwargs) → latest.ipv8.test.mocking.ipv8.MockIPv8

	We only allow curve 25519 (libnacl) keys.






	
async test_provider() → None [https://docs.python.org/3/library/constants.html#None]

	Test the DHT provider (used to fetch peers in the hidden services).






	
async test_provider_invalid_data() → None [https://docs.python.org/3/library/constants.html#None]

	Test the DHT provider when invalid data arrives.






	
async test_store_peer() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peers properly make themselves part of the DHT.






	
async test_store_peer_fail() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the routing table does not update if our node id is already present.






	
async test_connect_peer() → None [https://docs.python.org/3/library/constants.html#None]

	Test if connecting to a peer based on a public key works.






	
async test_connect_peer_fail() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a mid that is not in the routing table raises a DHTError on lookup.






	
async test_ping_pong() → None [https://docs.python.org/3/library/constants.html#None]

	Check if pinging between two particular nodes works.






	
test_ping_all() → None [https://docs.python.org/3/library/constants.html#None]

	Check if pinging all nodes - when necessary - works.
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latest.ipv8.test.dht.test_provider


Module Contents


Classes



	TestNode

	Tests related to announce and lookup functionality.







	
class latest.ipv8.test.dht.test_provider.TestNode(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to announce and lookup functionality.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	
	Returns:

	










	
async test_announce() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the DHT value is stored after an announce.






	
async test_lookup() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an introduction point is properly created after a lookup.
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Module Contents


Classes



	FakeNode

	A fake node.



	TestNode

	Tests related to the states of nodes.



	TestBucket

	Tests related to Buckets.



	TestRoutingTable

	Tests for routing tables.







	
class latest.ipv8.test.dht.test_routing.FakeNode(binary_prefix: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: latest.ipv8.dht.routing.Node

A fake node.


	
property id: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Our fixed testing id.






	
property status: int [https://docs.python.org/3/library/functions.html#int]

	Always return a good status.










	
class latest.ipv8.test.dht.test_routing.TestNode(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the states of nodes.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a single node.






	
test_init() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the defaults values of nodes are properly initialized.






	
test_status() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the status of nodes is correctly returned.






	
test_last_contact() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the last contact property is properly derived from the last queries and last response.










	
class latest.ipv8.test.dht.test_routing.TestBucket(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to Buckets.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a single bucket with a prefix id of 01 and maximum size of 8.






	
test_owns() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a Bucket correctly identifies that prefixes that it should “own”.






	
test_get() → None [https://docs.python.org/3/library/constants.html#None]

	Check if nodes can be retrieved by their id.






	
test_add() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding a node to a bucket that it belongs to succeeds.






	
test_add_fail() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding a node to a bucket that it does not belong to fails.






	
test_add_update() → None [https://docs.python.org/3/library/constants.html#None]

	Check if nodes are merged together with their most recent data.






	
test_add_full() → None [https://docs.python.org/3/library/constants.html#None]

	Check if nodes are not added to an already-full bucket.






	
test_add_cleanup() → None [https://docs.python.org/3/library/constants.html#None]

	Check if nodes are not added to an already-full bucket, even if the existing nodes should be cleaned.






	
test_split() → None [https://docs.python.org/3/library/constants.html#None]

	Check if buckets properly split into other buckets.






	
test_split_not_full() → None [https://docs.python.org/3/library/constants.html#None]

	Check that non-full buckets do not allow splits.










	
class latest.ipv8.test.dht.test_routing.TestRoutingTable(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests for routing tables.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a routing table for a fake node with prefix 1111111111111111111111111111111111111111.






	
test_add_single_node() → None [https://docs.python.org/3/library/constants.html#None]

	Check that adding a node to the routing table inserts it into the trie.






	
test_add_multiple_nodes() → None [https://docs.python.org/3/library/constants.html#None]

	Check that adding multiple nodes causes them to be inserted into the trie.






	
test_add_node_with_bucket_split() → None [https://docs.python.org/3/library/constants.html#None]

	Check that overflowing the max size of a trie splits it.






	
test_add_node_full() → None [https://docs.python.org/3/library/constants.html#None]

	Check that a node is dropped if another node already serves its (max size) prefix.






	
test_closest_nodes_single_bucket() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can retrieve the closest nodes, in order, to a given id.






	
test_closest_nodes_multiple_buckets() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can retrieve the closest nodes, in order, to a given id after a trie split.






	
test_closest_nodes_no_nodes() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we return False if no nodes are available as closest nodes.
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latest.ipv8.test.dht.test_storage


Module Contents


Classes



	TestStorage

	Tests related to Storage objects.







	
class latest.ipv8.test.dht.test_storage.TestStorage(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to Storage objects.


	
test_get_and_put() → None [https://docs.python.org/3/library/constants.html#None]

	Check that unique values can be added to a storage key.






	
test_items_older_than() → None [https://docs.python.org/3/library/constants.html#None]

	Check that inserted values can be filtered based on their age.






	
test_clean() → None [https://docs.python.org/3/library/constants.html#None]

	Check that expired values are removed when cleaning a storage.
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latest.ipv8.test.dht.test_trie


Module Contents


Classes



	TestNode

	Tests for trie nodes.







	
class latest.ipv8.test.dht.test_trie.TestNode(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests for trie nodes.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up with a single Trie.






	
test_get_set_del() → None [https://docs.python.org/3/library/constants.html#None]

	Test getting, setting and deleting from the Trie.






	
test_longest_prefix() → None [https://docs.python.org/3/library/constants.html#None]

	Test matching the longest prefix.






	
test_longest_prefix_item() → None [https://docs.python.org/3/library/constants.html#None]

	Test matching the longest prefix item.






	
test_longest_prefix_value() → None [https://docs.python.org/3/library/constants.html#None]

	Test matching the longest prefix value.






	
test_suffixes() → None [https://docs.python.org/3/library/constants.html#None]

	Test matching suffixes.






	
test_values() → None [https://docs.python.org/3/library/constants.html#None]

	Test setting values.
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latest.ipv8.test.keyvault


Submodules



	latest.ipv8.test.keyvault.test_crypto

	latest.ipv8.test.keyvault.test_serialization

	latest.ipv8.test.keyvault.test_signature
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latest.ipv8.test.keyvault.test_crypto


Module Contents


Classes



	TestECCrypto

	Tests related to ECCrypto.







	
class latest.ipv8.test.keyvault.test_crypto.TestECCrypto(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to ECCrypto.


	
m2crypto_key

	




	
libnacl_key

	




	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a new ECCrypto object per unit test.






	
test_available() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the required curves are available.






	
test_generate_m2crypto() → None [https://docs.python.org/3/library/constants.html#None]

	Check if M2Crypto backend keys can be generated correctly.






	
test_generate_nacl() → None [https://docs.python.org/3/library/constants.html#None]

	Check if libnacl backend keys can be generated correctly.






	
test_generate_bogus() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a bogus curve produces a RuntimeError.






	
test_key_to_bin_m2crypto() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto correctly detects an M2Crypto key for bin.






	
test_key_to_bin_nacl() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto correctly detects an libnacl key for bin.






	
test_key_to_hash_m2crypto() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto correctly detects an M2Crypto key for hash.






	
test_key_to_hash_nacl() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto correctly detects an libnacl key for hash.






	
test_is_valid_private_bin_m2crypto() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto can detect a valid M2Crypto private key.






	
test_is_valid_private_bin_m2crypto_public() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto doesn’t detect a valid public M2Crypto key as a private key.






	
test_is_valid_private_bin_nacl() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto can detect a valid libnacl private key.






	
test_is_valid_private_bin_nacl_public() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto doesn’t detect a valid public libnacl key as a private key.






	
test_is_valid_public_bin_m2crypto() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto doesn’t detect a valid M2Crypto private key as a public key.






	
test_is_valid_public_bin_m2crypto_public() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto detects a valid public M2Crypto key as a public key.






	
test_is_valid_public_bin_nacl() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto doesn’t detect a valid libnacl private key as a public key.






	
test_is_valid_public_bin_nacl_public() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto detects a valid public libnacl key as a public key.






	
test_sign_and_verify_m2crypto() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto is able to sign a verified message using a m2crypto key.






	
test_sign_and_verify_libnacl() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ECCrypto is able to sign a verified message using a libnacl key.
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latest.ipv8.test.keyvault.test_serialization


Module Contents


Classes



	TestSerialization

	Test whether keys can be serialized and unserialized correctly.







	
class latest.ipv8.test.keyvault.test_serialization.TestSerialization(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Test whether keys can be serialized and unserialized correctly.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a M2Crypto private key and a LibNaCL private key.






	
test_private_to_bin() → None [https://docs.python.org/3/library/constants.html#None]

	Check if M2Crypto derived key bins are valid.






	
test_private_nacl_to_bin() → None [https://docs.python.org/3/library/constants.html#None]

	Check if libnacl derived key bins are valid.






	
test_private_to_pem() → None [https://docs.python.org/3/library/constants.html#None]

	Check if keys can be serialized and loaded correctly in PEM format.






	
test_public_to_bin() → None [https://docs.python.org/3/library/constants.html#None]

	Check if M2Crypto derived public key bins are valid.






	
test_public_nacl_to_bin() → None [https://docs.python.org/3/library/constants.html#None]

	Check if libnacl derived public key bins are valid.






	
test_public_to_pem() → None [https://docs.python.org/3/library/constants.html#None]

	Check if public keys can be serialized and loaded correctly in PEM format.
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latest.ipv8.test.keyvault.test_signature


Module Contents


Classes



	TestSignatures

	Test whether signatures can be created and then decoded correctly.







	
class latest.ipv8.test.keyvault.test_signature.TestSignatures(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Test whether signatures can be created and then decoded correctly.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Generate fake data to test with.






	
test_vlow() → None [https://docs.python.org/3/library/constants.html#None]

	Check if very-low security keys generate a valid signature.






	
test_low() → None [https://docs.python.org/3/library/constants.html#None]

	Check if low security keys generate a valid signature.






	
test_medium() → None [https://docs.python.org/3/library/constants.html#None]

	Check if medium security keys generate a valid signature.






	
test_high() → None [https://docs.python.org/3/library/constants.html#None]

	Check if high security keys generate a valid signature.






	
test_curve25519() → None [https://docs.python.org/3/library/constants.html#None]

	Check if curve25519 keys generate a valid signature.






	
test_invalid_m2crypto() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an M2Crypto key detects an invalid signature.






	
test_invalid_nacl() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an libnacl key detects an invalid signature.
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latest.ipv8.test.messaging


Subpackages



	latest.ipv8.test.messaging.anonymization
	latest.ipv8.test.messaging.anonymization.mock

	latest.ipv8.test.messaging.anonymization.test_community

	latest.ipv8.test.messaging.anonymization.test_datachecker

	latest.ipv8.test.messaging.anonymization.test_exit_socket

	latest.ipv8.test.messaging.anonymization.test_hiddenservices





	latest.ipv8.test.messaging.interfaces
	latest.ipv8.test.messaging.interfaces.dispatcher
	latest.ipv8.test.messaging.interfaces.dispatcher.test_endpoint





	latest.ipv8.test.messaging.interfaces.lan_addresses
	latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider

	latest.ipv8.test.messaging.interfaces.lan_addresses.test_importshield

	latest.ipv8.test.messaging.interfaces.lan_addresses.test_interfaces





	latest.ipv8.test.messaging.interfaces.udp
	latest.ipv8.test.messaging.interfaces.udp.test_endpoint





	latest.ipv8.test.messaging.interfaces.test_network_stats

	latest.ipv8.test.messaging.interfaces.test_statistics_endpoint











Submodules



	latest.ipv8.test.messaging.test_lazy_payload

	latest.ipv8.test.messaging.test_payload_dataclass

	latest.ipv8.test.messaging.test_serialization
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latest.ipv8.test.messaging.anonymization


Submodules



	latest.ipv8.test.messaging.anonymization.mock

	latest.ipv8.test.messaging.anonymization.test_community

	latest.ipv8.test.messaging.anonymization.test_datachecker

	latest.ipv8.test.messaging.anonymization.test_exit_socket

	latest.ipv8.test.messaging.anonymization.test_hiddenservices
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latest.ipv8.test.messaging.anonymization.mock


Module Contents


Classes



	MockDHTProvider

	A mocked provider for DHT info.








Attributes



	global_dht_services

	







	
latest.ipv8.test.messaging.anonymization.mock.global_dht_services

	




	
class latest.ipv8.test.messaging.anonymization.mock.MockDHTProvider(peer: latest.ipv8.types.Peer)

	Bases: latest.ipv8.dht.provider.DHTCommunityProvider

A mocked provider for DHT info.


	
async peer_lookup(mid: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], peer: latest.ipv8.types.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Look for peers with the corresponding mid.






	
async lookup(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][bytes [https://docs.python.org/3/library/stdtypes.html#bytes], list [https://docs.python.org/3/library/stdtypes.html#list][latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint]] | None [https://docs.python.org/3/library/constants.html#None]

	Look for peers providing generic SHA-1 resources.






	
async announce(info_hash: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], intro_point: latest.ipv8.messaging.anonymization.tunnel.IntroductionPoint) → None [https://docs.python.org/3/library/constants.html#None]

	Announce that a certain peer is serving a given SHA-1 resource.
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latest.ipv8.test.messaging.anonymization.test_community


Module Contents


Classes



	TestTunnelCommunity

	Tests related to the TunnelCommunity.








Functions



	_on_packet_fragile_cb(→ None)

	A fragile version of on_packet that crashes on message handling failures.







	
latest.ipv8.test.messaging.anonymization.test_community._on_packet_fragile_cb(self: latest.ipv8.messaging.anonymization.community.TunnelCommunity, source_address: latest.ipv8.types.Address, data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], circuit_id: int [https://docs.python.org/3/library/functions.html#int] | None [https://docs.python.org/3/library/constants.html#None]) → None [https://docs.python.org/3/library/constants.html#None]

	A fragile version of on_packet that crashes on message handling failures.

These failures won’t actually cause IPv8 to crash in production, but you should probably handle these.

Add overlay classes to use in production mode to the production_overlay_classes list.
Filter nodes to run in production mode by overwriting TestBase.patch_overlays.






	
class latest.ipv8.test.messaging.anonymization.test_community.TestTunnelCommunity(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase[latest.ipv8.messaging.anonymization.community.TunnelCommunity]

Tests related to the TunnelCommunity.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create two nodes and allocate a variable for a possible exit node endpoint.






	
async tearDown() → None [https://docs.python.org/3/library/constants.html#None]

	If an endpoint was used, close it.






	
create_node(settings: latest.ipv8.community.CommunitySettings | None [https://docs.python.org/3/library/constants.html#None] = None, create_dht: bool [https://docs.python.org/3/library/functions.html#bool] = False, enable_statistics: bool [https://docs.python.org/3/library/functions.html#bool] = False) → latest.ipv8.test.mocking.ipv8.MockIPv8

	Initialize a TunnelCommunity without circuits or exit node functionality.






	
_patch_overlay(overlay: latest.ipv8.types.Overlay) → None [https://docs.python.org/3/library/constants.html#None]

	Perform patches on an overlay for testing purposes.

By default, this patches out the general try-except in the packet handler, allowing crashes.






	
assert_no_more_tunnels() → None [https://docs.python.org/3/library/constants.html#None]

	Utility method to check whether there are no more tunnels left.






	
settings(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.messaging.anonymization.community.TunnelSettings

	Shortcut for the tunnel settings of a particular node.






	
async test_introduction_as_exit() → None [https://docs.python.org/3/library/constants.html#None]

	Check if introduction requests share the fact that nodes are exit nodes.






	
async test_introduction_as_exit_twoway() → None [https://docs.python.org/3/library/constants.html#None]

	Check if two nodes can have each other as exit nodes.






	
async test_introduction_as_exit_noway() → None [https://docs.python.org/3/library/constants.html#None]

	Check if two nodes don’t advertise themselves as exit node incorrectly.






	
async test_create_circuit() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 1 hop circuit creation works.






	
async test_create_circuit_destruct_initializing() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a circuit is destructed and cleaned correctly while still initializing.






	
async test_create_circuit_no_exit() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 1 hop circuit creation fails without exit nodes.






	
async test_create_circuit_too_many_hops() → None [https://docs.python.org/3/library/constants.html#None]

	Check if creating a circuit that is too long fails.






	
async test_create_circuit_relay_early_fail_hop1() → None [https://docs.python.org/3/library/constants.html#None]

	Check if extending a circuit using a cell with a bad relay_early flag fails at the first hop.






	
async test_create_circuit_relay_early_fail_hop2() → None [https://docs.python.org/3/library/constants.html#None]

	Check if extending a circuit using a cell with a bad relay_early flag fails at the second hop.






	
async test_create_circuit_multiple_calls() → None [https://docs.python.org/3/library/constants.html#None]

	Check if circuit creation is aborted when it’s already building the requested circuit.






	
async test_destroy_circuit_from_originator() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a 2 hop circuit can be destroyed (by the exit node).






	
async test_destroy_circuit_from_exit() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a 2 hop circuit can be destroyed (by the exit node).






	
async test_destroy_circuit_from_relay() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a 2 hop circuit can be destroyed (by the relay node).






	
async test_destroy_circuit_bad_id() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the correct circuit gets destroyed.






	
async test_tunnel_data() → None [https://docs.python.org/3/library/constants.html#None]

	Check if data is correctly exited.






	
async test_two_hop_circuit() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a two hop circuit is correctly created.

Note that we avoid exit nodes in the relay path, so we explicitly set relay nodes to not be exits.






	
async test_three_hop_circuit() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a three hop circuit is correctly created.

Note that we avoid exit nodes in the relay path, so we explicitly set relay nodes to not be exits.






	
async test_create_two_circuit() → None [https://docs.python.org/3/library/constants.html#None]

	Check if multiple 1 hop circuit creation works.






	
async test_reuse_partial_circuit() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can change the unverified hop of a circuit.






	
async test_reuse_partial_circuit_first_hop() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can change the first unverified hop of a circuit.






	
async test_tunnel_endpoint_anon() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the tunnel endpoint is routing traffic correctly with anonymity enabled.






	
async test_tunnel_endpoint_no_anon() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the tunnel endpoint is routing traffic correctly with anonymity disabled.






	
async test_tunnel_unicode_destination() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the encoding/decoding a unicode hostname works.






	
async test_test_request() → None [https://docs.python.org/3/library/constants.html#None]

	Check if sending test-request messages works as expected.
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latest.ipv8.test.messaging.anonymization.test_datachecker


Module Contents


Classes



	TestDataChecker

	Tests related to the DataChecker.








Attributes



	tracker_pkt

	



	dht_pkt

	



	utp_pkt

	



	utp_ext3_pkt

	



	ipv8_pkt

	



	tunnel_pkt

	







	
latest.ipv8.test.messaging.anonymization.test_datachecker.tracker_pkt

	




	
latest.ipv8.test.messaging.anonymization.test_datachecker.dht_pkt = b'd1:ad2:id20:abcdefghij01234567899:info_hash20:mnopqrstuvwxyz123456e1:q9:get_peers1:t2:aa1:y1:qe'

	




	
latest.ipv8.test.messaging.anonymization.test_datachecker.utp_pkt

	




	
latest.ipv8.test.messaging.anonymization.test_datachecker.utp_ext3_pkt

	




	
latest.ipv8.test.messaging.anonymization.test_datachecker.ipv8_pkt

	




	
latest.ipv8.test.messaging.anonymization.test_datachecker.tunnel_pkt

	




	
class latest.ipv8.test.messaging.anonymization.test_datachecker.TestDataChecker(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the DataChecker.


	
test_could_be_dht() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a DHT packet is correctly identified.






	
test_could_be_udp_tracker() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a UDP tracker packet is correctly identified.






	
test_could_be_utp() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a UTP packet is correctly identified.






	
test_could_be_ipv8() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a IPv8 packet is correctly identified.






	
test_could_be_bt() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a BitTorrent packet is correctly identified.
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latest.ipv8.test.messaging.anonymization.test_exit_socket


Module Contents


Classes



	TestExitSocket

	Tests related to the exit socket.







	
class latest.ipv8.test.messaging.anonymization.test_exit_socket.TestExitSocket(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the exit socket.


	
async test_is_allowed() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the ExitSocket correctly detects forbidden packets.
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latest.ipv8.test.messaging.anonymization.test_hiddenservices


Module Contents


Classes



	TestHiddenServices

	Tests related to the HiddenTunnelCommunity.







	
class latest.ipv8.test.messaging.anonymization.test_hiddenservices.TestHiddenServices(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase[latest.ipv8.messaging.anonymization.hidden_services.HiddenTunnelCommunity]

Tests related to the HiddenTunnelCommunity.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up three nodes and keep track of nodes that should remain hidden from other nodes.






	
async tearDown() → None [https://docs.python.org/3/library/constants.html#None]

	Make sure to also tear down our hidden nodes.






	
get_e2e_circuit_path() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, latest.ipv8.messaging.anonymization.tunnel.RoutingObject]] | None [https://docs.python.org/3/library/constants.html#None]

	Return the e2e circuit information which is extracted from the nodes.
Useful for debugging purposes or to verify whether the e2e circuit is correctly established.






	
create_node(settings: None [https://docs.python.org/3/library/constants.html#None] = None, create_dht: bool [https://docs.python.org/3/library/functions.html#bool] = False, enable_statistics: bool [https://docs.python.org/3/library/functions.html#bool] = False) → latest.ipv8.test.mocking.ipv8.MockIPv8

	Initialize a HiddenTunnelCommunity without circuits or exit node functionality.






	
async create_intro(node_nr: int [https://docs.python.org/3/library/functions.html#int], service: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], required_ip: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None) → None [https://docs.python.org/3/library/constants.html#None]

	Create an 1 hop introduction point for some node for some service.






	
async assign_exit_node(node_nr: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Give a node a dedicated exit node to play with.






	
async test_create_introduction_point() → None [https://docs.python.org/3/library/constants.html#None]

	Check if setting up an introduction point works.
Some node, other than the instigator, should be assigned as the intro point.






	
async test_dht_lookup_with_counterparty() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a DHT lookup works.


	Steps:
	
	Create an introduction point


	Do a DHT lookup


	Create a rendezvous point


	Link the circuit e2e


	Callback the service handler


	Send data


	Remove circuits













	
async test_dht_lookup_no_counterparty() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a DHT lookup doesn’t return on its own required service.
Ergo, no self-introduction.






	
async test_dht_lookup_failure() → None [https://docs.python.org/3/library/constants.html#None]

	Check that if a DHT lookup fails, it will retry during the next do_peer_discovery call.






	
async test_pex_lookup() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peers lookups succeed through the pex communities.






	
async test_pex_lookup_exit_is_ip() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peers lookups succeed through the pex communities if the exit is the introduction point.






	
async test_test_request_e2e() → None [https://docs.python.org/3/library/constants.html#None]

	Check if sending test-request messages over an e2e circuit works as expected.
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Subpackages



	latest.ipv8.test.messaging.interfaces.dispatcher
	latest.ipv8.test.messaging.interfaces.dispatcher.test_endpoint





	latest.ipv8.test.messaging.interfaces.lan_addresses
	latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider

	latest.ipv8.test.messaging.interfaces.lan_addresses.test_importshield

	latest.ipv8.test.messaging.interfaces.lan_addresses.test_interfaces





	latest.ipv8.test.messaging.interfaces.udp
	latest.ipv8.test.messaging.interfaces.udp.test_endpoint











Submodules



	latest.ipv8.test.messaging.interfaces.test_network_stats
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Submodules



	latest.ipv8.test.messaging.interfaces.dispatcher.test_endpoint
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latest.ipv8.test.messaging.interfaces.dispatcher.test_endpoint


Module Contents


Classes



	DummyEndpointListener

	This class simply listens on an endpoint and stores incoming packets in a list.



	DummyEndpoint

	Non-functional endpoint for manual staging and inspection.



	TestDispatcherEndpoint

	This class contains various tests for the DispatcherEndpoint.







	
class latest.ipv8.test.messaging.interfaces.dispatcher.test_endpoint.DummyEndpointListener(endpoint: latest.ipv8.messaging.interfaces.endpoint.Endpoint)

	Bases: latest.ipv8.messaging.interfaces.endpoint.EndpointListener

This class simply listens on an endpoint and stores incoming packets in a list.


	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for incoming packets.










	
class latest.ipv8.test.messaging.interfaces.dispatcher.test_endpoint.DummyEndpoint

	Bases: latest.ipv8.messaging.interfaces.endpoint.Endpoint

Non-functional endpoint for manual staging and inspection.


	
assert_open() → None [https://docs.python.org/3/library/constants.html#None]

	Assert open state as usual.






	
is_open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if opened as usual.






	
get_address() → latest.ipv8.types.Address

	Give a fake localhost IPv4 address.






	
send(socket_address: latest.ipv8.types.Address, packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Intercept and store sends without actually sending.






	
async open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Do a fake open.






	
close() → None [https://docs.python.org/3/library/constants.html#None]

	Close as usual.






	
reset_byte_counters() → None [https://docs.python.org/3/library/constants.html#None]

	Reset counters as usual.






	
notify_listeners(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Perform usual notification.










	
class latest.ipv8.test.messaging.interfaces.dispatcher.test_endpoint.TestDispatcherEndpoint(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

This class contains various tests for the DispatcherEndpoint.


	
RANDOM_DATA = b'data'

	




	
async static _produce_dummy() → tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.messaging.interfaces.dispatcher.endpoint.DispatcherEndpoint, DummyEndpoint, DummyEndpointListener]

	Create and open a DispatcherEndpoint, dispatching to a dummy endpoint and listener.






	
async test_initialize_no_interfaces() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the DispatcherEndpoint can initialize and “send” without interfaces.

This is black-hole functionality and should not crash (though we can’t really assert anything here).






	
async test_dispatch_receive() → None [https://docs.python.org/3/library/constants.html#None]

	Check if packet reception is correctly propagated from children.






	
async test_dispatch_send() → None [https://docs.python.org/3/library/constants.html#None]

	Check if packet sending is correctly propagated to children.






	
async test_dispatch_send_specific() → None [https://docs.python.org/3/library/constants.html#None]

	Check if packet sending is correctly propagated to children, with specific interface.






	
async test_is_open() → None [https://docs.python.org/3/library/constants.html#None]

	Check if is_open is correctly propagated from children.






	
async test_remove_listener() → None [https://docs.python.org/3/library/constants.html#None]

	Check if remove_listener is correctly propagated to children.






	
async test_byte_counters() → None [https://docs.python.org/3/library/constants.html#None]

	Check if byte counters are correctly propagated from children.






	
async test_get_address() → None [https://docs.python.org/3/library/constants.html#None]

	Check if get_address is correctly propagated from children.






	
async test_get_address_specific() → None [https://docs.python.org/3/library/constants.html#None]

	Check if get_address is correctly propagated from children, with specific interface.






	
async test_add_prefix_listener() → None [https://docs.python.org/3/library/constants.html#None]

	Check if add_prefix_listener is correctly propagated to children.






	
async test_guess_interface_ipv4() → None [https://docs.python.org/3/library/constants.html#None]

	Check if guess_interface guesses IPv4 interfaces correctly.






	
async test_guess_interface_ipv6() → None [https://docs.python.org/3/library/constants.html#None]

	Check if guess_interface guesses IPv6 interfaces correctly.






	
async test_guess_interface_ipv6_short() → None [https://docs.python.org/3/library/constants.html#None]

	Check if guess_interface guesses shortened IPv6 interfaces correctly.






	
async test_guess_interface_ipv6_very_short() → None [https://docs.python.org/3/library/constants.html#None]

	Check if guess_interface guesses zero-omitted IPv6 interfaces correctly.






	
async test_guess_interface_ipv6_ipv4map() → None [https://docs.python.org/3/library/constants.html#None]

	Check if guess_interface guesses IPv4 mapped onto IPv6 interfaces correctly.






	
async test_guess_interface_unknown() → None [https://docs.python.org/3/library/constants.html#None]

	Check if guess_interface guesses None if the interface is invalid.
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Submodules



	latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider

	latest.ipv8.test.messaging.interfaces.lan_addresses.test_importshield
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latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider


Module Contents


Classes



	ErroringProvider

	A provider that errors out when getting addresses.



	InvocationCountingProvider

	Provider that counts the number of address getter invocations.



	TestAddressProvider

	Tests related to address providers.







	
class latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider.ErroringProvider(verbose: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider

A provider that errors out when getting addresses.


	
get_addresses() → Set[str [https://docs.python.org/3/library/stdtypes.html#str]]

	Raise and set an exception.










	
class latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider.InvocationCountingProvider

	Bases: latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider

Provider that counts the number of address getter invocations.


	
get_addresses() → Set[str [https://docs.python.org/3/library/stdtypes.html#str]]

	Add to the count and return no addresses.










	
class latest.ipv8.test.messaging.interfaces.lan_addresses.test_addressprovider.TestAddressProvider(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to address providers.


	
test_log_verbose() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a verbose provider logs its exceptions.






	
test_log_non_verbose() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a non-verbose provider does not log its exceptions.






	
test_get_addresses_buffered() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the buffer of a provider is used if called within the valid buffer time.






	
async test_get_addresses_buffered_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the buffer of a provider is used if called within the valid buffer time.
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latest.ipv8.test.messaging.interfaces.lan_addresses.test_importshield


Module Contents


Classes



	SegfaultingImporter

	Importer that causes segfaults, scary!



	TestImportShield

	Tests relating to the import shield.







	
class latest.ipv8.test.messaging.interfaces.lan_addresses.test_importshield.SegfaultingImporter

	Bases: importlib.abc.MetaPathFinder [https://docs.python.org/3/library/importlib.html#importlib.abc.MetaPathFinder]

Importer that causes segfaults, scary!


	
find_module(fullname: str [https://docs.python.org/3/library/stdtypes.html#str], path: str [https://docs.python.org/3/library/stdtypes.html#str]) → SegfaultingImporter | None [https://docs.python.org/3/library/constants.html#None]

	Only serve imports from this class called “killer_import”, as a safety feature.






	
load_module(_: str [https://docs.python.org/3/library/stdtypes.html#str]) → None [https://docs.python.org/3/library/constants.html#None]

	Cause a segfault when the module is actually loaded.

We cannot simply raise an AssertionError here, as the import protection SHOULD also serve as a general
try: ... except Exception: ... handler.










	
class latest.ipv8.test.messaging.interfaces.lan_addresses.test_importshield.TestImportShield(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests relating to the import shield.


	
test_stop_import() → None [https://docs.python.org/3/library/constants.html#None]

	Check that segfaulting imports are properly ignored when the platform does not match.






	
test_allow_import() → None [https://docs.python.org/3/library/constants.html#None]

	Check that allowed imports are actually imported.






	
test_allow_import_log_exception() → None [https://docs.python.org/3/library/constants.html#None]

	Check that allowed imports are actually imported.
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latest.ipv8.test.messaging.interfaces.lan_addresses.test_interfaces


Module Contents


Classes



	PresetProvider

	Provider that returns a specific value.



	MockProviders

	Manage a list of providers with preset return values.



	TestInterfaces

	Tests related to the interface api.







	
class latest.ipv8.test.messaging.interfaces.lan_addresses.test_interfaces.PresetProvider(return_value: Set[str [https://docs.python.org/3/library/stdtypes.html#str]])

	Bases: latest.ipv8.messaging.interfaces.lan_addresses.addressprovider.AddressProvider

Provider that returns a specific value.


	
get_addresses() → Set[str [https://docs.python.org/3/library/stdtypes.html#str]]

	Return our preset return value.










	
class latest.ipv8.test.messaging.interfaces.lan_addresses.test_interfaces.MockProviders

	Manage a list of providers with preset return values.


	
set_return_values(return_values: Collection[Set[str [https://docs.python.org/3/library/stdtypes.html#str]]]) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize providers for the given return values.






	
get_providers(_: bool [https://docs.python.org/3/library/functions.html#bool] = False) → list [https://docs.python.org/3/library/stdtypes.html#list][PresetProvider]

	Get our providers.










	
class latest.ipv8.test.messaging.interfaces.lan_addresses.test_interfaces.TestInterfaces(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the interface api.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create mocked providers to test with.






	
test_aggregate_votes_none() → None [https://docs.python.org/3/library/constants.html#None]

	Check that aggregating no results with no results leads to no results.






	
test_aggregate_votes_one() → None [https://docs.python.org/3/library/constants.html#None]

	Check that aggregating one result with no results leads to one result.






	
test_aggregate_votes_many() → None [https://docs.python.org/3/library/constants.html#None]

	Check that aggregating two results with one results leads to two results, sorted on frequency.






	
test_aggregate_votes_blacklisted() → None [https://docs.python.org/3/library/constants.html#None]

	Check that results do not include blacklisted IPs.
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latest.ipv8.test.messaging.interfaces.test_network_stats


Module Contents


Classes



	TestNetworkStat

	Tests related to the network stat object.







	
class latest.ipv8.test.messaging.interfaces.test_network_stats.TestNetworkStat(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the network stat object.


	
async test_initialize() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the starting values of NetworkStat are sane.






	
async test_add_sent_stat() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an added sent statistic is correctly registered.






	
async test_add_sent_stat_first_up() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the first_measured_up is correctly registered on send.






	
async test_add_received_stat() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an added received statistic is correctly registered.






	
async test_add_received_stat_first_down() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the first_measured_up is correctly registered on receive.






	
async test_to_dict() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the dictionary form of the NetworkStat is correct.






	
async test_to_str() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a NetworkStat is correctly formatted as a str.
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latest.ipv8.test.messaging.interfaces.test_statistics_endpoint


Module Contents


Classes



	NoSendEndpoint

	Endpoint that drops all sent data immediately.



	TestStatisticsEndpoint

	Tests related to the statistics endpoint.







	
class latest.ipv8.test.messaging.interfaces.test_statistics_endpoint.NoSendEndpoint

	Bases: latest.ipv8.test.mocking.endpoint.AutoMockEndpoint

Endpoint that drops all sent data immediately.


	
send(socket_address: latest.ipv8.types.Address, packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	When called, this doesn’t do anything.










	
class latest.ipv8.test.messaging.interfaces.test_statistics_endpoint.TestStatisticsEndpoint(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the statistics endpoint.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a statistics endpoint that drops all sent data.






	
async test_getattribute() → None [https://docs.python.org/3/library/constants.html#None]

	Check if calls to the underlying Endpoint are forwarded.

Note: wan_address is specific to AutoMockEndpoint.






	
async test_capture_send_enabled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if send calls are registered when the prefix is enabled.






	
async test_no_capture_send_disabled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if send calls are not registered when the prefix is disabled.






	
async test_capture_receive_enabled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if receive calls are registered when the prefix is enabled.






	
async test_no_capture_receive_disabled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if receive calls are not registered when the prefix is disabled.






	
async test_get_sent() → None [https://docs.python.org/3/library/constants.html#None]

	Check if sent messages are correctly logged for an unknown and known prefix.






	
async test_get_received() → None [https://docs.python.org/3/library/constants.html#None]

	Check if received messages are correctly logged for an unknown and known prefix.






	
async test_get_sent_excluded() → None [https://docs.python.org/3/library/constants.html#None]

	Check if excluded sent messages are not counted.






	
async test_get_received_excluded() → None [https://docs.python.org/3/library/constants.html#None]

	Check if excluded received messages are not counted.






	
async test_aggregate_statistics_sum() → None [https://docs.python.org/3/library/constants.html#None]

	Check if network stats are correctly summed.






	
async test_aggregate_statistics_diff_one() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the time diff is correctly calculated, with one positive stat.






	
async test_aggregate_statistics_diff_two() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the time diff is correctly calculated, with two positive stats.






	
async test_aggregate_statistics_diff_many() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the time diff is correctly calculated, with four positive stats.
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Submodules



	latest.ipv8.test.messaging.interfaces.udp.test_endpoint
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latest.ipv8.test.messaging.interfaces.udp.test_endpoint


Module Contents


Classes



	DummyEndpointListener

	This class simply listens on an endpoint and stores incoming packets in a list.



	TestUDPEndpoint

	This class contains various tests for the UDP endpoint.







	
class latest.ipv8.test.messaging.interfaces.udp.test_endpoint.DummyEndpointListener(endpoint: latest.ipv8.messaging.interfaces.udp.endpoint.UDPEndpoint)

	Bases: latest.ipv8.messaging.interfaces.endpoint.EndpointListener

This class simply listens on an endpoint and stores incoming packets in a list.


	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Store incoming packets without doing anything with them.










	
class latest.ipv8.test.messaging.interfaces.udp.test_endpoint.TestUDPEndpoint(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

This class contains various tests for the UDP endpoint.


	
async setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create two endpoints that listen on localhost.






	
async tearDown() → None [https://docs.python.org/3/library/constants.html#None]

	If an endpoint was used, close it.






	
async test_send_message() → None [https://docs.python.org/3/library/constants.html#None]

	Test sending a basic message through the UDP endpoint.






	
async test_send_many_messages() → None [https://docs.python.org/3/library/constants.html#None]

	Test sending multiple messages through the UDP endpoint.






	
async test_send_too_big_message() → None [https://docs.python.org/3/library/constants.html#None]

	Test sending a too big message through the UDP endpoint.






	
test_send_invalid_destination() → None [https://docs.python.org/3/library/constants.html#None]

	Test sending a message with an invalid destination through the UDP endpoint.
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latest.ipv8.test.messaging.test_lazy_payload


Module Contents


Classes



	A

	A basic VariablePayload.



	CompiledA

	Same as A but compiled.



	BitsPayload

	An unbalanced VariablePayload.



	CompiledBitsPayload

	Same as BitsPayload but compiled.



	B

	A VariablePayload with a nested Payload.



	CompiledB

	Same as B but compiled.



	CompiledBAlt

	Overwritten format list for B.



	C

	A VariablePayload with inherited fields.



	CompiledC

	C but compiled.



	CompiledCAlt

	C but compiled and inherited from compiled A.



	OldA

	Old style Payload A.



	D

	A mock payload for testing value fixing.



	CompiledD

	Same as D but compiled.



	NewC

	A VariablePayload with inherited fields.



	CompiledNewC

	Same as NewC but compiled.



	E

	A VariablePayload with a list of payloads.



	F

	A VariablePayload with a default value.



	CompiledF

	A compiled VariablePayload with a default value.



	TestVariablePayload

	Tests for VariablePaylods.








Attributes



	skipUnlessPython310

	







	
latest.ipv8.test.messaging.test_lazy_payload.skipUnlessPython310

	




	
class latest.ipv8.test.messaging.test_lazy_payload.A(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

A basic VariablePayload.


	
format_list = ['I', 'H']

	




	
names = ['a', 'b']

	








	
class latest.ipv8.test.messaging.test_lazy_payload.CompiledA(*args: Any, **kwargs)

	Bases: A

Same as A but compiled.






	
class latest.ipv8.test.messaging.test_lazy_payload.BitsPayload(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

An unbalanced VariablePayload.


	
format_list = ['bits']

	




	
names = ['flag0', 'flag1', 'flag2', 'flag3', 'flag4', 'flag5', 'flag6', 'flag7']

	








	
class latest.ipv8.test.messaging.test_lazy_payload.CompiledBitsPayload(*args: Any, **kwargs)

	Bases: BitsPayload

Same as BitsPayload but compiled.






	
class latest.ipv8.test.messaging.test_lazy_payload.B(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

A VariablePayload with a nested Payload.


	
format_list

	




	
names = ['a']

	








	
class latest.ipv8.test.messaging.test_lazy_payload.CompiledB(*args: Any, **kwargs)

	Bases: B

Same as B but compiled.






	
class latest.ipv8.test.messaging.test_lazy_payload.CompiledBAlt(*args: Any, **kwargs)

	Bases: B

Overwritten format list for B.


	
format_list

	








	
class latest.ipv8.test.messaging.test_lazy_payload.C(*args: Any, **kwargs)

	Bases: A

A VariablePayload with inherited fields.


	
format_list

	




	
names

	








	
class latest.ipv8.test.messaging.test_lazy_payload.CompiledC(*args: Any, **kwargs)

	Bases: C

C but compiled.






	
class latest.ipv8.test.messaging.test_lazy_payload.CompiledCAlt(*args: Any, **kwargs)

	Bases: CompiledA

C but compiled and inherited from compiled A.


	
format_list

	




	
names

	








	
class latest.ipv8.test.messaging.test_lazy_payload.OldA(a: int [https://docs.python.org/3/library/functions.html#int], b: int [https://docs.python.org/3/library/functions.html#int])

	Bases: latest.ipv8.messaging.payload.Payload

Old style Payload A.


	
format_list = ['I', 'H']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Create an old style pack list.






	
classmethod from_unpack_list(*args: object [https://docs.python.org/3/library/functions.html#object]) → OldA

	Unpack an OldA.










	
class latest.ipv8.test.messaging.test_lazy_payload.D(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

A mock payload for testing value fixing.


	
format_list = ['I']

	




	
names = ['a']

	




	
fix_pack_a(value: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	Correct the known int value by adding one, still an int.






	
classmethod fix_unpack_a(value: int [https://docs.python.org/3/library/functions.html#int]) → int [https://docs.python.org/3/library/functions.html#int]

	Uncorrect a given integer value by subtracting one, still an int.










	
class latest.ipv8.test.messaging.test_lazy_payload.CompiledD(*args: Any, **kwargs)

	Bases: D

Same as D but compiled.






	
class latest.ipv8.test.messaging.test_lazy_payload.NewC(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload, OldA

A VariablePayload with inherited fields.


	
format_list

	




	
names = ['a', 'b', 'c']

	








	
class latest.ipv8.test.messaging.test_lazy_payload.CompiledNewC(*args: Any, **kwargs)

	Bases: NewC

Same as NewC but compiled.






	
class latest.ipv8.test.messaging.test_lazy_payload.E(*args: Any, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

A VariablePayload with a list of payloads.


	
format_list = [None]

	




	
names = ['list_of_A']

	








	
class latest.ipv8.test.messaging.test_lazy_payload.F(a: int [https://docs.python.org/3/library/functions.html#int], b: int [https://docs.python.org/3/library/functions.html#int] = 3, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

A VariablePayload with a default value.


	
format_list = ['I', 'H']

	




	
names = ['a', 'b']

	








	
class latest.ipv8.test.messaging.test_lazy_payload.CompiledF(a: int [https://docs.python.org/3/library/functions.html#int], b: int [https://docs.python.org/3/library/functions.html#int] = 3, **kwargs)

	Bases: latest.ipv8.messaging.lazy_payload.VariablePayload

A compiled VariablePayload with a default value.


	
format_list = ['I', 'H']

	




	
names = ['a', 'b']

	








	
class latest.ipv8.test.messaging.test_lazy_payload.TestVariablePayload(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests for VariablePaylods.


	
_pack_and_unpack(payload: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.messaging.payload.Payload], instance: latest.ipv8.messaging.payload.Payload) → latest.ipv8.messaging.payload.Payload

	Serialize and unserialize an instance of payload.


	Parameters:

	
	payload (type [https://docs.python.org/3/library/functions.html#type](Payload)) – the payload class to serialize for


	instance (Payload) – the payload instance to serialize






	Returns:

	the repacked instance










	
test_base_unnamed() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper returns the payload correctly with unnamed arguments.






	
test_base_unnamed_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper returns the payload correctly with unnamed arguments, compiled.






	
test_base_named() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper returns the payload correctly with named arguments.






	
test_base_named_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper returns the payload correctly with named arguments, compiled.






	
test_bits_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked BitPayload works correctly.






	
test_bits_payload_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked compiled BitPayload works correctly.






	
test_inheritance() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper allows for nested payloads.






	
test_inheritance_uncompiled_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper allows for nested payloads, compiled.






	
test_inheritance_compiled_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper allows for compiled nested payloads, compiled.






	
test_subclass() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper allows for subclasses.






	
test_subclass_uncompiled_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper allows for subclasses, compiled.






	
test_subclass_compiled_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper allows for compiled subclasses, compiled.






	
test_old_subclass() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper allows for subclasses from old-style Payloads.






	
test_old_subclass_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper allows for subclasses from old-style Payloads, compiled.






	
test_custom_pack() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wire-format manipulation rules are applied correctly.






	
test_custom_pack_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wire-format manipulation rules are applied correctly, compiled.






	
test_payload_list() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked payload lists works correctly.






	
test_pass_default() → None [https://docs.python.org/3/library/constants.html#None]

	Check if default values are forwarded.






	
test_pass_default_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if default values are forwarded, compiled.






	
test_pass_default_overwrite() → None [https://docs.python.org/3/library/constants.html#None]

	Check if default values are correctly overwritten.






	
test_pass_default_overwrite_compiled() → None [https://docs.python.org/3/library/constants.html#None]

	Check if default values are correctly overwritten, compiled.






	
test_plain_mismatch_list() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a VariablePayload instance does not match anything but its own pattern.

We intentionally check here for a list of values equal to the __init__ arguments, which is the default.
If this test fails, you probably screwed up the class-level sub-pattern.






	
test_compiled_mismatch_list() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a compiled VariablePayload instance does not match anything but its own pattern.

We intentionally check here for a list of values equal to the __init__ arguments, which is the default.
If this test fails, you probably screwed up the class-level sub-pattern.






	
test_plain_match_pattern() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a VariablePayload instance matches its own pattern.






	
test_compiled_match_pattern() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a compiled VariablePayload instance matches its own pattern.
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latest.ipv8.test.messaging.test_payload_dataclass


Module Contents


Classes



	NativeBool

	A single boolean payload.



	NativeInt

	A single integer payload.



	NativeBytes

	A single bytes payload.



	NativeStr

	A single string payload.



	SerializerType

	A Serializer format payload.



	NestedType

	A single nested payload.



	NestedListType

	A single list of nested payload.



	ListIntType

	A single list of integers.



	ListBoolType

	A single list of booleans.



	Unknown

	To whomever is reading this and wondering why dict is not supported: use a nested payload instead.



	A

	A payload consisting of two integers.



	B

	A payload consisting of two integers, of which one has a default value.



	FwdDataclass

	A payload to test if the dataclass overwrite forwards its arguments to the "real" dataclass.



	StripMsgId

	Payload to make sure that the message id is not seen as a field.



	FwdMsgId

	Payload that specfies the message id as an argument to the dataclass overwrite.



	EverythingItem

	An item for the following Everything payload.



	Everything

	Dataclass payload that includes all functionality.



	TestDataclassPayload

	Tests for dataclass-based payloads.








Attributes



	varlenH

	



	T

	







	
latest.ipv8.test.messaging.test_payload_dataclass.varlenH

	




	
latest.ipv8.test.messaging.test_payload_dataclass.T

	




	
class latest.ipv8.test.messaging.test_payload_dataclass.NativeBool

	A single boolean payload.


	
a: bool [https://docs.python.org/3/library/functions.html#bool]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.NativeInt

	A single integer payload.


	
a: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.NativeBytes

	A single bytes payload.


	
a: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.NativeStr

	A single string payload.


	
a: str [https://docs.python.org/3/library/stdtypes.html#str]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.SerializerType

	A Serializer format payload.


	
a: varlenH

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.NestedType

	A single nested payload.


	
a: NativeInt

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.NestedListType

	A single list of nested payload.


	
a: List[NativeInt]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.ListIntType

	A single list of integers.


	
a: List[int [https://docs.python.org/3/library/functions.html#int]]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.ListBoolType

	A single list of booleans.


	
a: List[bool [https://docs.python.org/3/library/functions.html#bool]]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.Unknown

	To whomever is reading this and wondering why dict is not supported: use a nested payload instead.


	
a: dict [https://docs.python.org/3/library/stdtypes.html#dict]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.A

	A payload consisting of two integers.


	
a: int [https://docs.python.org/3/library/functions.html#int]

	




	
b: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.B

	A payload consisting of two integers, of which one has a default value.


	
a: int [https://docs.python.org/3/library/functions.html#int]

	




	
b: int [https://docs.python.org/3/library/functions.html#int] = 3

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.FwdDataclass

	A payload to test if the dataclass overwrite forwards its arguments to the “real” dataclass.


	
a: int [https://docs.python.org/3/library/functions.html#int]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.StripMsgId

	Payload to make sure that the message id is not seen as a field.


	
a: int [https://docs.python.org/3/library/functions.html#int]

	




	
msg_id = 1

	




	
names = []

	




	
format_list = []

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.FwdMsgId

	Payload that specfies the message id as an argument to the dataclass overwrite.


	
a: int [https://docs.python.org/3/library/functions.html#int]

	




	
names = []

	




	
format_list = []

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.EverythingItem

	An item for the following Everything payload.


	
a: bool [https://docs.python.org/3/library/functions.html#bool]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.Everything

	Dataclass payload that includes all functionality.


	
a: int [https://docs.python.org/3/library/functions.html#int]

	




	
b: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	




	
c: varlenH

	




	
d: EverythingItem

	




	
e: List[EverythingItem]

	




	
f: str [https://docs.python.org/3/library/stdtypes.html#str]

	




	
g: List[int [https://docs.python.org/3/library/functions.html#int]]

	




	
h: List[bool [https://docs.python.org/3/library/functions.html#bool]]

	








	
class latest.ipv8.test.messaging.test_payload_dataclass.TestDataclassPayload(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests for dataclass-based payloads.


	
static _pack_and_unpack(payload: type [https://docs.python.org/3/library/functions.html#type][T], instance: object [https://docs.python.org/3/library/functions.html#object]) → T

	Serialize and unserialize an instance of payload.


	Parameters:

	
	payload (type [https://docs.python.org/3/library/functions.html#type](Payload)) – the payload class to serialize for


	instance (Payload) – the payload instance to serialize






	Returns:

	the repacked instance










	
test_base_unnamed() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper returns the payload correctly with unnamed arguments.






	
test_base_named() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper returns the payload correctly with named arguments.






	
test_pass_default() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper forwards default values.






	
test_pass_default_overwrite() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper correctly overwrites default values.






	
test_nativebool_t_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked BitPayload(true) works correctly.






	
test_nativebool_f_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked BitPayload(false) works correctly.






	
test_nativeint_negative_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked NativeInt(-1) works correctly.






	
test_nativeint_zero_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked NativeInt(0) works correctly.






	
test_nativeint_positive_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked NativeInt(1) works correctly.






	
test_nativebytes_empty_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked NativeBytes(b’’) works correctly.






	
test_nativebytes_filled_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked NativeBytes(b’hi’) works correctly.






	
test_nativestr_empty_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked NativeStr(‘’) works correctly.






	
test_nativestr_filled_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unpacked NativeStr(‘hi’) works correctly.






	
test_serializertype_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a custom SerializerType (“varlenH”) works correctly.






	
test_nested_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a nested payload works correctly.






	
test_native_intlist_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a list of native types works correctly.






	
test_native_boollist_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a list of native types works correctly.






	
test_nestedlist_empty_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an empty list of nested payloads works correctly.






	
test_nestedlist_filled_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a list of nested payloads works correctly.






	
test_unknown_payload() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an unknown type raises an error.






	
test_fwd_args() → None [https://docs.python.org/3/library/constants.html#None]

	Check if dataclass_payload forwards its arguments to dataclass.

We forward eq=False because it’s easy to test.






	
test_strip_msg_id() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the msg_id field is identifier and stripped.






	
test_fwd_msg_id() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the msg_id argument is sets the Payload msg_id.






	
test_everything() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the wrapper handles all of the different data types together.
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latest.ipv8.test.messaging.test_serialization


Module Contents


Classes



	Short

	Single unsigned short value.



	Byte

	Single unsigned char value.



	Nested

	Nest a list of Byte objects.



	Raw

	Single raw value.



	NestedWithRaw

	Payload that uses multiple raw values.



	TestSerializer

	Tests related to the Serializer.







	
class latest.ipv8.test.messaging.test_serialization.Short(number: int [https://docs.python.org/3/library/functions.html#int])

	Bases: latest.ipv8.messaging.serialization.Serializable

Single unsigned short value.


	
format_list = ['H']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Serialize to a Serializer pack list.






	
classmethod from_unpack_list(number: int [https://docs.python.org/3/library/functions.html#int]) → Short

	Create a new Short object from the unpacked value.










	
class latest.ipv8.test.messaging.test_serialization.Byte(byte: int [https://docs.python.org/3/library/functions.html#int])

	Bases: latest.ipv8.messaging.serialization.Serializable

Single unsigned char value.


	
format_list = ['B']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Serialize to a Serializer pack list.






	
classmethod from_unpack_list(byte: int [https://docs.python.org/3/library/functions.html#int]) → Byte

	Create a new Byte object from the unpacked value.










	
class latest.ipv8.test.messaging.test_serialization.Nested(byte_list: list [https://docs.python.org/3/library/stdtypes.html#list][Byte])

	Bases: latest.ipv8.messaging.serialization.Serializable

Nest a list of Byte objects.


	
format_list = [None]

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Serialize to a Serializer pack list.






	
classmethod from_unpack_list(byte_list: list [https://docs.python.org/3/library/stdtypes.html#list][Byte]) → Nested

	Create a new Byte object from the unpacked Byte objects.










	
class latest.ipv8.test.messaging.test_serialization.Raw(byte_string: bytes [https://docs.python.org/3/library/stdtypes.html#bytes])

	Bases: latest.ipv8.messaging.serialization.Serializable

Single raw value.


	
format_list = ['raw']

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Serialize to a Serializer pack list.






	
classmethod from_unpack_list(raw_list: list [https://docs.python.org/3/library/stdtypes.html#list][Raw]) → Raw

	Create a new Raw object from the unpacked value.










	
class latest.ipv8.test.messaging.test_serialization.NestedWithRaw(raw_list: list [https://docs.python.org/3/library/stdtypes.html#list][list [https://docs.python.org/3/library/stdtypes.html#list][Raw]])

	Bases: latest.ipv8.messaging.serialization.Serializable

Payload that uses multiple raw values.


	
format_list = [None]

	




	
to_pack_list() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple]]

	Serialize to a Serializer pack list.






	
classmethod from_unpack_list(raw_list: list [https://docs.python.org/3/library/stdtypes.html#list][list [https://docs.python.org/3/library/stdtypes.html#list][Raw]]) → NestedWithRaw

	Create a new NestedWithRaw object from the unpacked Raw objects.










	
class latest.ipv8.test.messaging.test_serialization.TestSerializer(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the Serializer.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a serializer.






	
check_pack_unpack(format_ser: str [https://docs.python.org/3/library/stdtypes.html#str], format_unser: str [https://docs.python.org/3/library/stdtypes.html#str], value: Any) → None [https://docs.python.org/3/library/constants.html#None]

	Pack a value using a given serializer format and unpack using another format.

Asserts that the value remains unchanged.






	
test_pack_bool_true() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ‘true’ booleans can be correctly packed and unpacked.






	
test_pack_bool_false() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ‘false’ booleans can be correctly packed and unpacked.






	
test_pack_byte_0() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a 0 (unsigned byte) can be correctly packed and unpacked.






	
test_pack_byte_1() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a 1 (unsigned byte) can be correctly packed and unpacked.






	
test_pack_byte_255() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a 255 (unsigned byte) can be correctly packed and unpacked.






	
test_pack_byte_256() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a 256 (unsigned byte) throws a struct.error.






	
test_unpack_short_truncated() → None [https://docs.python.org/3/library/constants.html#None]

	Check if 1 byte string cannot be unpacked as a short.






	
test_pack_list() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a list of shorts is correctly packed and unpacked.






	
test_get_formats() → None [https://docs.python.org/3/library/constants.html#None]

	Check if all reported formats contain valid packers.






	
test_add_packer() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can add a packer on the fly.






	
test_nested_serializable() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can unpack nested serializables.






	
test_serializable_byte_256() → None [https://docs.python.org/3/library/constants.html#None]

	Check if pack_serializable of a 256 (unsigned byte) raises a PackError.






	
test_serializable_short_from_byte() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a unpack_serializable of a short from a byte raises a PackError.






	
test_serializable_list() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can (un)pack serializables easily.






	
test_serializable_list_extra_data() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we throw an error when we have too much data to unpack.






	
test_nested_payload_list() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can unpack a nested serializable.






	
test_nested_serializable_raw() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can unpack multiple nested serializables that end with raw.
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latest.ipv8.test.mocking


Submodules



	latest.ipv8.test.mocking.community

	latest.ipv8.test.mocking.discovery

	latest.ipv8.test.mocking.endpoint

	latest.ipv8.test.mocking.exit_socket

	latest.ipv8.test.mocking.ipv8
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latest.ipv8.test.mocking.community


Module Contents


Classes



	MockCommunity

	Semi-inert version of the DiscoveryCommunity for testing.







	
class latest.ipv8.test.mocking.community.MockCommunity

	Bases: latest.ipv8.peerdiscovery.community.DiscoveryCommunity

Semi-inert version of the DiscoveryCommunity for testing.
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latest.ipv8.test.mocking.discovery


Module Contents


Classes



	MockWalk

	Walker that connects to a random pre-known peer every step.







	
class latest.ipv8.test.mocking.discovery.MockWalk(overlay: _OT)

	Bases: latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy

Walker that connects to a random pre-known peer every step.


	
take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Walk to a random verified peer.
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latest.ipv8.test.mocking.endpoint


Module Contents


Classes



	MockEndpoint

	Endpoint that registers an address in the "internet" dictionary instead of using The Internet.



	AddressTester

	Generating addresses that are on our physical machine's actual physical LAN can lead to issues.



	AutoMockEndpoint

	Randomly generate LAN + WAN addresses that are globally unique and register them in the "internet" dictionary.



	MockEndpointListener

	Listener that simply stores all data sent to it.








Functions



	crash_event_loop(→ None)

	Raise an exception on the event loop.








Attributes



	internet

	







	
latest.ipv8.test.mocking.endpoint.internet

	




	
async latest.ipv8.test.mocking.endpoint.crash_event_loop(forwarded_exception: Exception [https://docs.python.org/3/library/exceptions.html#Exception]) → None [https://docs.python.org/3/library/constants.html#None]

	Raise an exception on the event loop.


	Parameters:

	forwarded_exception – the exception instance to raise.










	
class latest.ipv8.test.mocking.endpoint.MockEndpoint(lan_address: latest.ipv8.types.Address, wan_address: latest.ipv8.types.Address)

	Bases: latest.ipv8.messaging.interfaces.endpoint.Endpoint

Endpoint that registers an address in the “internet” dictionary instead of using The Internet.


	
SEND_INET_EXCEPTION_TO_LOOP = True

	Raise an uncaught AssertionError on the asyncio event loop if attempting to send to an unknown address.
Useful for use in defensively-programmed code: bypasses most exception handling.






	
assert_open() → None [https://docs.python.org/3/library/constants.html#None]

	Throw an assertion error if this endpoint is not open.






	
is_open() → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if this endpoint is open.






	
get_address() → latest.ipv8.types.Address

	Get our own registered WAN address.






	
send(socket_address: latest.ipv8.types.Address, packet: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → None [https://docs.python.org/3/library/constants.html#None]

	Route a message through the “internet” dictionary.

WARNING: We schedule a call on the event loop. Otherwise, you can easily create infinite loops!






	
open() → None [https://docs.python.org/3/library/constants.html#None]

	Set this endpoint to be open.






	
close(timeout: float [https://docs.python.org/3/library/functions.html#float] = 0.0) → None [https://docs.python.org/3/library/constants.html#None]

	Close this endpoint.






	
reset_byte_counters() → None [https://docs.python.org/3/library/constants.html#None]

	Reset our byte counters (we have none).










	
class latest.ipv8.test.mocking.endpoint.AddressTester(endpoint: latest.ipv8.messaging.interfaces.endpoint.Endpoint)

	Bases: latest.ipv8.messaging.interfaces.endpoint.EndpointListener

Generating addresses that are on our physical machine’s actual physical LAN can lead to issues.


	
singleton

	




	
classmethod get_singleton(endpoint: latest.ipv8.messaging.interfaces.endpoint.Endpoint) → AddressTester

	Create a singleton AddressTester, you only need one.






	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	This should never be called.






	
is_lan(address: str [https://docs.python.org/3/library/stdtypes.html#str]) → bool [https://docs.python.org/3/library/functions.html#bool]

	Check if the given address is on our physical LAN.










	
class latest.ipv8.test.mocking.endpoint.AutoMockEndpoint

	Bases: MockEndpoint

Randomly generate LAN + WAN addresses that are globally unique and register them in the “internet” dictionary.


	
IPV6_ADDRESSES

	




	
_generate_address() → latest.ipv8.messaging.interfaces.udp.endpoint.UDPv4Address | latest.ipv8.messaging.interfaces.udp.endpoint.UDPv6Address

	




	
_is_lan(address: latest.ipv8.types.Address) → bool [https://docs.python.org/3/library/functions.html#bool]

	Avoid false positives for the actual machine’s lan.






	
_generate_unique_address() → latest.ipv8.types.Address

	








	
class latest.ipv8.test.mocking.endpoint.MockEndpointListener(endpoint: latest.ipv8.messaging.interfaces.endpoint.Endpoint, main_thread: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Bases: latest.ipv8.messaging.interfaces.endpoint.EndpointListener

Listener that simply stores all data sent to it.


	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when packets are received: simply store them.
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latest.ipv8.test.mocking.exit_socket


Module Contents


Classes



	MockTunnelExitSocket

	Mocked TunnelExitsocket that uses a mock endpoint.







	
class latest.ipv8.test.mocking.exit_socket.MockTunnelExitSocket(parent: latest.ipv8.messaging.anonymization.exit_socket.TunnelExitSocket)

	Bases: latest.ipv8.messaging.anonymization.exit_socket.TunnelExitSocket, latest.ipv8.messaging.interfaces.endpoint.EndpointListener

Mocked TunnelExitsocket that uses a mock endpoint.


	
enable() → None [https://docs.python.org/3/library/constants.html#None]

	Set this exit node to enabled.






	
sendto(data: bytes [https://docs.python.org/3/library/stdtypes.html#bytes], destination: latest.ipv8.types.Address) → None [https://docs.python.org/3/library/constants.html#None]

	Send data through to another mock endpoint’s address.






	
on_packet(packet: tuple [https://docs.python.org/3/library/stdtypes.html#tuple][latest.ipv8.types.Address, bytes [https://docs.python.org/3/library/stdtypes.html#bytes]]) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when data is received.






	
async close() → None [https://docs.python.org/3/library/constants.html#None]

	Close our fake exit socket.
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latest.ipv8.test.mocking.ipv8


Module Contents


Classes



	MockIPv8

	Manager for IPv8 related objects during tests.







	
class latest.ipv8.test.mocking.ipv8.MockIPv8(crypto_curve_or_peer: str [https://docs.python.org/3/library/stdtypes.html#str] | latest.ipv8.peer.Peer, overlay_class: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Community], settings: latest.ipv8.community.CommunitySettings | None [https://docs.python.org/3/library/constants.html#None] = None, create_dht: bool [https://docs.python.org/3/library/functions.html#bool] = False, enable_statistics: bool [https://docs.python.org/3/library/functions.html#bool] = False)

	Manager for IPv8 related objects during tests.

Note that this is not the same as an IPv8 instance (nor is it a subclass)! However, many of the same
functionalities are offered.


	
add_strategy(overlay: latest.ipv8.types.Overlay, strategy: latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy, target_peers: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Register a strategy to call every tick unless a target number of peers has been reached.
If the target_peers is equal to -1, the strategy is always called.






	
get_overlay(overlay_cls: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Overlay]) → latest.ipv8.types.Overlay | None [https://docs.python.org/3/library/constants.html#None]

	Get any loaded overlay instance from a given class type, if it exists.






	
get_overlays(overlay_cls: type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.types.Overlay]) → Generator[latest.ipv8.types.Overlay]

	Get all loaded overlay instances from a given class type.






	
unload_overlay(instance: latest.ipv8.types.Overlay) → Awaitable

	Unregister and unload a given overlay instance.






	
async stop() → None [https://docs.python.org/3/library/constants.html#None]

	Stop all registered IPv8 strategies, unload all registered overlays and close the endpoint.
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latest.ipv8.test.peerdiscovery


Submodules



	latest.ipv8.test.peerdiscovery.test_churn

	latest.ipv8.test.peerdiscovery.test_community

	latest.ipv8.test.peerdiscovery.test_edge_discovery

	latest.ipv8.test.peerdiscovery.test_network

	latest.ipv8.test.peerdiscovery.test_random_discovery
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latest.ipv8.test.peerdiscovery.test_churn


Module Contents


Classes



	TestChurn

	Tests for the churn strategy.







	
class latest.ipv8.test.peerdiscovery.test_churn.TestChurn(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests for the churn strategy.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create two nodes that are not managed by TestBase.






	
async tearDown() → None [https://docs.python.org/3/library/constants.html#None]

	We made our own unmanaged overlays: tear them down.






	
async test_keep_reachable() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we don’t remove reachable nodes.






	
async test_remove_unreachable() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we remove unreachable nodes.






	
async test_no_nodes() → None [https://docs.python.org/3/library/constants.html#None]

	Nothing should happen if we have no nodes to check.






	
async test_ping_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Don’t overload inactive nodes with pings, send it once within some timeout.






	
async test_ping_timeout_resend() → None [https://docs.python.org/3/library/constants.html#None]

	Don’t overload inactive nodes with pings, send it again after some timeout.
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latest.ipv8.test.peerdiscovery.test_community


Module Contents


Classes



	TestDiscoveryCommunity

	Tests related to the DiscoveryCommunity.







	
class latest.ipv8.test.peerdiscovery.test_community.TestDiscoveryCommunity(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the DiscoveryCommunity.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create two discovery communities that are not managed by TestBase.






	
async tearDown() → None [https://docs.python.org/3/library/constants.html#None]

	We made our own unmanaged overlays: tear them down.






	
async test_deprecated_introduction() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can handle the deprecated Discovery introduction request as a normal one.






	
async test_bootstrap() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can bootstrap our peerdiscovery.






	
async test_cross_peer() → None [https://docs.python.org/3/library/constants.html#None]

	If we have different peers under our control, don’t claim to be the other identity.
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latest.ipv8.test.peerdiscovery.test_edge_discovery


Module Contents


Classes



	TestEdgeWalk

	Tests related to the edge walker.







	
class latest.ipv8.test.peerdiscovery.test_edge_discovery.TestEdgeWalk(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the edge walker.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up three nodes that are not managed by TestBase.






	
async tearDown() → None [https://docs.python.org/3/library/constants.html#None]

	We made our own unmanaged overlays: tear them down.






	
async test_take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we will walk to a random other node.


	Unit test network layout:
	NODE0 <-> NODE1 <-> NODE2










	
async test_take_step_into() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we will walk to an introduced node.






	
async test_fail_step_into() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we drop an unreachable introduced node.






	
async test_complete_edge() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can complete an edge.














            

          

      

      

    

  

  
    
    

    latest.ipv8.test.peerdiscovery.test_network
    

    

    
 
  

    
      
          
            
  
latest.ipv8.test.peerdiscovery.test_network


Module Contents


Classes



	MockPeerObserver

	A peer observer that simply stores all added and removed peers.



	TestNetwork

	Tests related to the Network class.








Functions



	_generate_peer(→ latest.ipv8.peer.Peer)

	Generate a Peer with a real private key and a fake address.







	
latest.ipv8.test.peerdiscovery.test_network._generate_peer() → latest.ipv8.peer.Peer

	Generate a Peer with a real private key and a fake address.






	
class latest.ipv8.test.peerdiscovery.test_network.MockPeerObserver

	Bases: latest.ipv8.peerdiscovery.network.PeerObserver

A peer observer that simply stores all added and removed peers.


	
on_peer_added(peer: latest.ipv8.peer.Peer) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a peer is added.






	
on_peer_removed(peer: latest.ipv8.peer.Peer) → None [https://docs.python.org/3/library/constants.html#None]

	Callback for when a peer is removed.










	
class latest.ipv8.test.peerdiscovery.test_network.TestNetwork(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the Network class.


	
peers

	




	
serialized_ipv4_len = 7

	




	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a new empty Network instance.






	
test_discover_address() → None [https://docs.python.org/3/library/constants.html#None]

	Check registration of introducer and introduced when a new address is discovered.

The introducer should be verified and not walkable.
The introduced should not be verified and walkable.






	
test_discover_address_duplicate() → None [https://docs.python.org/3/library/constants.html#None]

	Check registration of introducer and introduced when the same address is discovered twice.






	
test_discover_address_known() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an address is already known, the network isn’t updated.






	
test_discover_address_known_parent_deceased() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an address is already known, the new introducer adopts the introduced.






	
test_discover_address_blacklist() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an address is in the blacklist, the network isn’t updated.






	
test_discover_address_multiple() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a single peer can perform multiple introductions.






	
test_get_introductions_from_cache_no_refresh() → None [https://docs.python.org/3/library/constants.html#None]

	Cache entries in the introduction cache should not refresh.

This is to avoid dead peers sticking around the cache for too long.






	
test_discover_services() → None [https://docs.python.org/3/library/constants.html#None]

	Check if services are properly registered for a peer.






	
test_discover_services_unverified() → None [https://docs.python.org/3/library/constants.html#None]

	Check if services are properly registered for an unverified peer.






	
test_discover_services_update() → None [https://docs.python.org/3/library/constants.html#None]

	Check if services are properly combined for a peer.






	
test_discover_services_update_overlap() → None [https://docs.python.org/3/library/constants.html#None]

	Check if services are properly combined when discovered services overlap.






	
test_discover_services_address_update() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an address update gets processed correctly.






	
test_discover_services_cache() → None [https://docs.python.org/3/library/constants.html#None]

	Check if services cache updates properly.






	
test_add_verified_peer_new() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a new verified peer can be added to the network.






	
test_add_verified_peer_blacklist() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a new verified peer can be added to the network.






	
test_add_verified_peer_duplicate() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an already verified (by slightly changed) peer doesn’t cause duplicates in the network.






	
test_add_verified_peer_promote() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a peer can be promoted from an address to a verified peer.






	
test_get_verified_by_address() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can find a peer in our network by its address.






	
test_get_verified_by_address_cache_pop() → None [https://docs.python.org/3/library/constants.html#None]

	When the cache if full, pop the least-used entry.






	
test_get_verified_by_address_cache_refresh() → None [https://docs.python.org/3/library/constants.html#None]

	Asking for the same peer twice should land it back on top of the cleanup stack.






	
test_get_verified_by_public_key() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can find a peer in our network by its public key.






	
test_remove_by_address() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can remove a peer from our network by its address.






	
test_remove_by_address_unverified() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can remove an unverified peer from our network by its address.






	
test_remove_by_address_unknown() → None [https://docs.python.org/3/library/constants.html#None]

	Removing unknown peers should not affect other peers.






	
test_remove_by_address_no_services() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can remove a peer from our network if it doesn’t have services by address.






	
test_remove_peer() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can remove a peer from our network.






	
test_remove_peer_external() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can remove an externally created peer from our network.






	
test_remove_peer_unknown() → None [https://docs.python.org/3/library/constants.html#None]

	Removing unknown peers should not affect other peers.






	
test_get_walkable_by_service() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can retrieve walkable addresses by parent service id.






	
test_snapshot_only_verified() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a snapshot poperly serializes verified peers.






	
test_snapshot_verified_and_unverified() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a snapshot poperly serializes only verified peers.






	
test_snapshot_only_unverified() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a snapshot is empty without verified peers.






	
test_snapshot_no_peers() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a snapshot is empty without verified peers.






	
test_load_snapshot() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peers can be properly loaded from a snapshot.






	
test_load_snapshot_empty() → None [https://docs.python.org/3/library/constants.html#None]

	Check if no peers are loaded from an empty snapshot.






	
test_load_snapshot_malformed() → None [https://docs.python.org/3/library/constants.html#None]

	Check if no peers are loaded from a malformed snapshot.






	
test_load_snapshot_truncated() → None [https://docs.python.org/3/library/constants.html#None]

	Check if as many peers as possible are loaded from a truncated snapshot.






	
test_cache_reconstruct() → None [https://docs.python.org/3/library/constants.html#None]

	Check if services caches are reconstructed properly.

This test is based on https://github.com/Tribler/py-ipv8/issues/1131






	
test_add_peer_observer() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an added observer becomes part of the registered observers.






	
test_remove_peer_observer() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an added observer can be removed.






	
test_notify_peer_addition() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peer observers are notified of newly added peers, when adding verified peers normally.






	
test_notify_peer_addition_discover() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peer observers are notified of newly added peers, when they aid in address discovery.






	
test_notify_peer_addition_known_address() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peer observers are notified of newly added peers, with known addresses.






	
test_notify_peer_removal() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peer observers are notified of removed peers, when removing verified peers normally.






	
test_notify_peer_removal_by_address() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peer observers are notified of removed peers, when removing a peer by its address.






	
test_notify_peer_removal_by_address_many() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peer observers are notified of multiple removed peers, when removing them by their address.

Because peers may share addresses, multiple peers could be removed with the removal of one address.
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latest.ipv8.test.peerdiscovery.test_random_discovery


Module Contents


Classes



	TestRandomWalk

	Tests related to the random walker.







	
class latest.ipv8.test.peerdiscovery.test_random_discovery.TestRandomWalk(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the random walker.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up three nodes that are not managed by TestBase.






	
async tearDown() → None [https://docs.python.org/3/library/constants.html#None]

	We made our own unmanaged overlays: tear them down.






	
async test_take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we will walk to a random other node.


	Unit test network layout:
	NODE0 <-> NODE1 <-> NODE2










	
async test_take_step_into() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we will walk to an introduced node.


	Unit test network layout:
	NODE0 <-> (NODE1) <-> NODE2
NODE0 -> NODE2










	
async test_fail_step_into() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we drop an unreachable introduced node.


	Unit test network layout:
	NODE0 <-> (NODE1) <-> NODE2
NODE0 -> NODE2










	
async test_retry_step_into() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we don’t drop an introduced node immediately.


	Unit test network layout:
	NODE0 <-> (NODE1) <-> NODE2
NODE0 -> NODE2
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latest.ipv8.test.test_community


Module Contents


Classes



	OldCommunity

	Old-style community that does not support new-style introduction requests.



	NewCommunity

	A new-style supporting community.



	TestCommunityCompatibility

	Tests for interoperability between old-style and new-style IPv8 Communities.



	NoIDCommunity

	Faulty community that has no id specified.



	StrangeIDCommunity

	Faulty community that has a wrong community id type.



	TestCommunityInit

	Tests for initializing new Communities.



	TestCommunityBootstrapping

	Tests for the Community to Bootstrapper interface.







	
class latest.ipv8.test.test_community.OldCommunity(settings: CommunitySettings)

	Bases: latest.ipv8.community.Community

Old-style community that does not support new-style introduction requests.


	
community_id

	




	
create_introduction_request(socket_address: latest.ipv8.types.Address, extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'', new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False, prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Make sure all sent introduction requests are flagged as old style.






	
create_introduction_response(lan_socket_address: latest.ipv8.types.Address, socket_address: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int], introduction: latest.ipv8.peer.Peer | None [https://docs.python.org/3/library/constants.html#None] = None, extra_bytes: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] = b'', prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Make sure all sent introduction responses are flagged as old style.






	
create_puncture(lan_walker: latest.ipv8.types.Address, wan_walker: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int], new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Make sure all sent punctures are flagged as old style.






	
create_puncture_request(lan_walker: latest.ipv8.types.Address, wan_walker: latest.ipv8.types.Address, identifier: int [https://docs.python.org/3/library/functions.html#int], prefix: bytes [https://docs.python.org/3/library/stdtypes.html#bytes] | None [https://docs.python.org/3/library/constants.html#None] = None, new_style: bool [https://docs.python.org/3/library/functions.html#bool] = False) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Make sure all sent puncture requests are flagged as old style.










	
class latest.ipv8.test.test_community.NewCommunity(settings: CommunitySettings)

	Bases: latest.ipv8.community.Community

A new-style supporting community.


	
community_id

	








	
class latest.ipv8.test.test_community.TestCommunityCompatibility

	Bases: latest.ipv8.test.base.TestBase

Tests for interoperability between old-style and new-style IPv8 Communities.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create two nodes that have a new-style and old-style community.






	
make_nodes() → None [https://docs.python.org/3/library/constants.html#None]

	Create the actual two nodes.






	
endpoint_listener(i: int [https://docs.python.org/3/library/functions.html#int]) → latest.ipv8.test.mocking.endpoint.MockEndpointListener

	Shortcut to the endpoint listener of node i.






	
received_message_ids(i: int [https://docs.python.org/3/library/functions.html#int]) → list [https://docs.python.org/3/library/stdtypes.html#list][int [https://docs.python.org/3/library/functions.html#int]]

	List the message ids received by node i.






	
async walk_from_to(from_i: int [https://docs.python.org/3/library/functions.html#int], to_i: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Send an introduction request from one node id to another node id.






	
async test_introduce_old() → None [https://docs.python.org/3/library/constants.html#None]

	Check that no new-style messages are going to the old-style peer.










	
class latest.ipv8.test.test_community.NoIDCommunity(settings: CommunitySettings)

	Bases: latest.ipv8.community.Community

Faulty community that has no id specified.






	
class latest.ipv8.test.test_community.StrangeIDCommunity(settings: CommunitySettings)

	Bases: latest.ipv8.community.Community

Faulty community that has a wrong community id type.


	
community_id

	








	
class latest.ipv8.test.test_community.TestCommunityInit

	Bases: latest.ipv8.test.base.TestBase

Tests for initializing new Communities.


	A test for a Community with a valid id is omitted as this is already covered by other tests.





	
async test_init_no_id() → None [https://docs.python.org/3/library/constants.html#None]

	Check that attempting to create a Community without an id raises an error.






	
async test_init_strange_id() → None [https://docs.python.org/3/library/constants.html#None]

	Check that attempting to create a Community with an id that is not `bytes raises an error.










	
class latest.ipv8.test.test_community.TestCommunityBootstrapping

	Bases: latest.ipv8.test.base.TestBase

Tests for the Community to Bootstrapper interface.

Note: don’t put tests for the Bootstrapper implementations here.


	
async test_empty_bootstrap() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unloading a Community after waiting for bootstrapping results exits cleanly.






	
async test_cancel_bootstrap() → None [https://docs.python.org/3/library/constants.html#None]

	Check if unloading a Community while waiting for bootstrapping results exits cleanly.
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latest.ipv8.test.test_configuration


Module Contents


Classes



	IPv8ConfigurationSchema

	Schema to check the structure (NOT the defaults!) of the IPv8 configuration dict.



	TestConfiguration

	Tests related to IPv8 configuration.







	
class latest.ipv8.test.test_configuration.IPv8ConfigurationSchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

Schema to check the structure (NOT the defaults!) of the IPv8 configuration dict.


	
class LoggerSchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The expected JSON schema for the logger configuration.


	
level

	








	
class InterfaceSchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The expected JSON schema for the interfaces configuration.


	
interface

	




	
ip

	




	
port

	








	
class KeySchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The expected JSON schema for the keys configuration.


	
alias

	




	
generation

	




	
file

	








	
class OverlaySchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The expected JSON schema for an overlay’s configuration.


	
class WalkerSchema(*, only: marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, exclude: marshmallow.types.StrSequenceOrSet = (), many: bool [https://docs.python.org/3/library/functions.html#bool] = False, context: dict [https://docs.python.org/3/library/stdtypes.html#dict] | None [https://docs.python.org/3/library/constants.html#None] = None, load_only: marshmallow.types.StrSequenceOrSet = (), dump_only: marshmallow.types.StrSequenceOrSet = (), partial: bool [https://docs.python.org/3/library/functions.html#bool] | marshmallow.types.StrSequenceOrSet | None [https://docs.python.org/3/library/constants.html#None] = None, unknown: str [https://docs.python.org/3/library/stdtypes.html#str] | None [https://docs.python.org/3/library/constants.html#None] = None)

	Bases: marshmallow.Schema

The expected JSON schema for walker configuration.


	
strategy

	




	
peers

	




	
init

	








	
klass

	




	
key

	




	
walkers

	




	
bootstrappers

	




	
initialize

	




	
on_start

	








	
working_directory

	




	
logger

	




	
interfaces

	




	
keys

	




	
overlays

	




	
walker_interval

	








	
class latest.ipv8.test.test_configuration.TestConfiguration

	Bases: latest.ipv8.test.base.TestBase

Tests related to IPv8 configuration.


	
assertDictInDict(expected: dict [https://docs.python.org/3/library/stdtypes.html#dict], container: dict [https://docs.python.org/3/library/stdtypes.html#dict]) → None [https://docs.python.org/3/library/constants.html#None]

	Check if a dictionary exists in another dictionary.






	
test_clear_keys() → None [https://docs.python.org/3/library/constants.html#None]

	Check if all keys are cleared when requested.






	
test_clear_overlays() → None [https://docs.python.org/3/library/constants.html#None]

	Check if all overlays are cleared when requested.






	
test_change_port() → None [https://docs.python.org/3/library/constants.html#None]

	Check if changes to the port are finalized.






	
test_change_address() → None [https://docs.python.org/3/library/constants.html#None]

	Check if changes to the address are finalized.






	
test_set_illegal_log_level() → None [https://docs.python.org/3/library/constants.html#None]

	Check if wrong log levels raise an error immediately.






	
test_change_log_level() → None [https://docs.python.org/3/library/constants.html#None]

	Check if changes to the log level are finalized.






	
test_set_illegal_walk_interval() → None [https://docs.python.org/3/library/constants.html#None]

	Check if negative walk intervals raise an error on finalization.






	
test_change_walk_interval() → None [https://docs.python.org/3/library/constants.html#None]

	Check if changes to the walk interval are finalized.






	
test_add_key_illegal_curve() → None [https://docs.python.org/3/library/constants.html#None]

	Check if wrong key curves raise an error immediately.






	
test_add_key() → None [https://docs.python.org/3/library/constants.html#None]

	Check if changes to the keys are finalized.






	
test_add_key_from_bin() → None [https://docs.python.org/3/library/constants.html#None]

	Check if changes to the keys are finalized in bin mode.






	
test_add_key_from_bin_file() → None [https://docs.python.org/3/library/constants.html#None]

	Check if changes to the keys are finalized in bin mode with a file.






	
test_add_ephemeral_key() → None [https://docs.python.org/3/library/constants.html#None]

	Check if ephemeral keys are created correctly.






	
test_add_overlay_overwrite() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the allow duplicate flag does not introduce duplicates.






	
test_add_overlay_append() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the duplicate overlays are simply appended.






	
test_add_overlay_complex() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a complex overlay is correctly added.






	
test_correct_random_churn_strategy() → None [https://docs.python.org/3/library/constants.html#None]

	The DiscoveryCommunity may use the RandomChurn strategy.






	
test_correct_periodic_similarity_strategy() → None [https://docs.python.org/3/library/constants.html#None]

	The DiscoveryCommunity may use the PeriodicSimilarity strategy.






	
test_default_configuration() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can reconstruct the default configuration.






	
test_default_schema() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the default configuration is JSON-serializable and follows the expected schema.
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latest.ipv8.test.test_database


Module Contents


Classes



	MockDatabase

	Database that only creates the bare minimum versioning.



	TestDatabase

	Tests related to the database class.







	
class latest.ipv8.test.test_database.MockDatabase(file_path: str [https://docs.python.org/3/library/stdtypes.html#str])

	Bases: latest.ipv8.database.Database

Database that only creates the bare minimum versioning.


	
check_database(database_version: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → int [https://docs.python.org/3/library/functions.html#int]

	Inject a database version of 0 and succeed.










	
class latest.ipv8.test.test_database.TestDatabase

	Bases: latest.ipv8.test.base.TestBase

Tests related to the database class.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a memory-based database.






	
test_unloaded() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an unloaded database returns None for queries.






	
test_closed() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an unloaded database returns None for queries.
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latest.ipv8.test.test_loader


Module Contents


Classes



	MockCommunity

	Empty community implementation.



	MockWalk

	Empty walker with an init parameter.



	MockWalk2

	Empty walker.



	MockBootstrapper

	Empty bootstrapper with an init parameter.



	MockBootstrapper2

	Empty bootstrapper.



	MockSession

	Fake session object.



	MockOverlayProvider

	Fake overlay provider.



	StagedCommunityLauncher

	Community launcher with some fake data.



	TestCommunityLauncher

	Tests related to the community launcher.



	TestCommunityLoader

	Tests related to the community loader.







	
class latest.ipv8.test.test_loader.MockCommunity(settings: latest.ipv8.community.CommunitySettings)

	Bases: latest.ipv8.community.Community

Empty community implementation.






	
class latest.ipv8.test.test_loader.MockWalk(community: MockCommunity, some_attribute: int [https://docs.python.org/3/library/functions.html#int])

	Bases: latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy

Empty walker with an init parameter.


	
take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Do nothing.










	
class latest.ipv8.test.test_loader.MockWalk2(overlay: _OT)

	Bases: latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy

Empty walker.


	
take_step() → None [https://docs.python.org/3/library/constants.html#None]

	Do nothing.










	
class latest.ipv8.test.test_loader.MockBootstrapper(some_attribute: int [https://docs.python.org/3/library/functions.html#int])

	Bases: latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper

Empty bootstrapper with an init parameter.


	
async initialize(overlay: latest.ipv8.community.Community) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize nothing.






	
async get_addresses(overlay: latest.ipv8.community.Community, timeout: float [https://docs.python.org/3/library/functions.html#float]) → Iterable[latest.ipv8.types.Address]

	Return no addresses.






	
keep_alive(overlay: latest.ipv8.community.Community) → None [https://docs.python.org/3/library/constants.html#None]

	Ping nothing.






	
blacklist() → Iterable[latest.ipv8.types.Address]

	Return no blacklist.






	
unload() → None [https://docs.python.org/3/library/constants.html#None]

	Unload nothing.










	
class latest.ipv8.test.test_loader.MockBootstrapper2

	Bases: latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper

Empty bootstrapper.


	
async initialize(overlay: latest.ipv8.community.Community) → None [https://docs.python.org/3/library/constants.html#None]

	Initialize nothing.






	
async get_addresses(overlay: latest.ipv8.community.Community, timeout: float [https://docs.python.org/3/library/functions.html#float]) → Iterable[latest.ipv8.types.Address]

	Return no addresses.






	
keep_alive(overlay: latest.ipv8.community.Community) → None [https://docs.python.org/3/library/constants.html#None]

	Ping nothing.






	
blacklist() → Iterable[latest.ipv8.types.Address]

	Return no blacklist.






	
unload() → None [https://docs.python.org/3/library/constants.html#None]

	Unload nothing.










	
class latest.ipv8.test.test_loader.MockSession

	Fake session object.


	
launch_condition1 = True

	




	
launch_condition2 = False

	




	
some_attribute1 = 'I am a string :)'

	




	
some_attribute2 = 1337

	




	
community

	








	
class latest.ipv8.test.test_loader.MockOverlayProvider

	Fake overlay provider.


	
endpoint

	




	
network

	








	
class latest.ipv8.test.test_loader.StagedCommunityLauncher

	Bases: latest.ipv8.loader.CommunityLauncher

Community launcher with some fake data.


	
not_before() → list [https://docs.python.org/3/library/stdtypes.html#list][str [https://docs.python.org/3/library/stdtypes.html#str]]

	Should wait for CommunityLauncher1 and CommunityLauncher2.






	
should_launch(session: MockSession) → bool [https://docs.python.org/3/library/functions.html#bool]

	Pull the launch conditions from our session.






	
get_overlay_class() → type [https://docs.python.org/3/library/functions.html#type][MockCommunity]

	We run on the MockCommunity.






	
get_kwargs(session: MockSession) → dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], Any]

	The keyword args to launch our community with.






	
get_walk_strategies() → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.peerdiscovery.discovery.DiscoveryStrategy], dict [https://docs.python.org/3/library/stdtypes.html#dict], int [https://docs.python.org/3/library/functions.html#int]]]

	Get our walkers.






	
get_bootstrappers(session: MockSession) → list [https://docs.python.org/3/library/stdtypes.html#list][tuple [https://docs.python.org/3/library/stdtypes.html#tuple][type [https://docs.python.org/3/library/functions.html#type][latest.ipv8.bootstrapping.bootstrapper_interface.Bootstrapper], dict [https://docs.python.org/3/library/stdtypes.html#dict]]]

	Get the bootstrappers for our community.






	
finalize(ipv8: latest.ipv8.types.IPv8, session: MockSession, community: MockCommunity) → None [https://docs.python.org/3/library/constants.html#None]

	Finish off our launching procedure.










	
class latest.ipv8.test.test_loader.TestCommunityLauncher(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the community launcher.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a staged launcher to run tests with.






	
test_not_before_list() → None [https://docs.python.org/3/library/constants.html#None]

	Check that the not_before decorator with multiple arguments equals the not_before() definition.






	
test_not_before_multiple() → None [https://docs.python.org/3/library/constants.html#None]

	Check that multiple not_before decorators with an argument equals the not_before() definition.






	
test_should_launch_single() → None [https://docs.python.org/3/library/constants.html#None]

	Check that a validated single launch condition causes should_launch() to return True.






	
test_shouldnt_launch_single() → None [https://docs.python.org/3/library/constants.html#None]

	Check that an invalid single launch condition causes should_launch() to return False.






	
test_should_launch_multiple() → None [https://docs.python.org/3/library/constants.html#None]

	Check that a validated multiple launch conditions causes should_launch() to return True.






	
test_shouldnt_launch_multiple() → None [https://docs.python.org/3/library/constants.html#None]

	Check that an invalid condition for multiple launch conditions causes should_launch() to return False.






	
test_overlay_class_from_str() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a Community string specification can be lazy-loaded through the overlay_class decorator.






	
test_overlay_class_from_class() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a Community class can be lazy-loaded through the overlay_class decorator.






	
test_overlay_class_from_function() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a Community class (functional representation) can be lazy-loaded
through the overlay_class decorator.






	
test_walk_strategy_from_str() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding a walk strategy string specification is successful.






	
test_walk_strategy_from_class() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding a walk strategy from a DiscoveryStrategy class is successful.






	
test_walk_strategy_from_function() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding a walk strategy from a function is successful.






	
test_walk_strategy_multiple() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding multiple walk strategies is successful.






	
test_bootstrapper_from_str() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding a bootstrapper string specification is successful.






	
test_bootstrapper_from_class() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding a bootstrapper from a Bootstrapper class is successful.






	
test_bootstrapper_from_function() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding a bootstrapper from a function is successful.






	
test_bootstrapper_multiple() → None [https://docs.python.org/3/library/constants.html#None]

	Check if adding multiple bootstrappers is successful.






	
test_set_in_session() → None [https://docs.python.org/3/library/constants.html#None]

	Check if set_in_session correctly sets the attribute of the session.






	
test_kwargs() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the kwargs decorator correctly passes keyword arguments.






	
test_name() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the name of a launcher can be set, using the name decorator.






	
test_no_name() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the name of a launcher is equal to the Community class name by default.










	
class latest.ipv8.test.test_loader.TestCommunityLoader(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the community loader.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a loader and a community provider to test with.






	
test_load_community() → None [https://docs.python.org/3/library/constants.html#None]

	Check if a CommunityLauncher is launched correctly.






	
test_protect_infinite_loop() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the CommunityLoader raises an error when it encounters a circular dependency.
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latest.ipv8.test.test_peer


Module Contents


Classes



	TestPeer

	Tests related to the peer class.







	
class latest.ipv8.test.test_peer.TestPeer(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the peer class.


	
test_key

	




	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Set up a peer to test with.






	
test_default_timestamp() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the default Lamport timestamp of a Peer is 0.






	
test_increment_timestamp() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Lamport timestamp of a Peer can be incremented.






	
test_increase_timestamp() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Lamport timestamp of a Peer can be increased arbitrarily.






	
test_decrease_timestamp() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the Lamport timestamp of a Peer cannot be decreased.






	
test_peer_equality() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peers with the same key and address are equal.






	
test_peer_inequality_key() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peers with a different key and same address are not equal.






	
test_median_ping_none() → None [https://docs.python.org/3/library/constants.html#None]

	No ping measurements should lead to a None median ping.






	
test_avg_ping_none() → None [https://docs.python.org/3/library/constants.html#None]

	No ping measurements should lead to a None average ping.






	
test_median_ping_odd() → None [https://docs.python.org/3/library/constants.html#None]

	Median ping should return the median ping for odd length measurements.






	
test_median_ping_even() → None [https://docs.python.org/3/library/constants.html#None]

	Median ping should return the median ping for even length measurements.






	
test_avg_ping() → None [https://docs.python.org/3/library/constants.html#None]

	Average ping should return the average ping.






	
test_peer_inequality_address() → None [https://docs.python.org/3/library/constants.html#None]

	Check if peers with the same key and a different address are equal.






	
test_to_string() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the __str__ method functions properly.






	
test_set_address_init() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the address property properly sets from the init.






	
test_set_address_setter() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the address property properly sets from the setter.






	
test_set_address_add() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the address property properly sets from add_address.






	
test_set_address_addv6() → None [https://docs.python.org/3/library/constants.html#None]

	Check if IPv6 addresses are properly returned.






	
test_address_order1() → None [https://docs.python.org/3/library/constants.html#None]

	Check if IPv6 is preferred over IPv4 (append out-of-order).






	
test_address_order2() → None [https://docs.python.org/3/library/constants.html#None]

	Check if IPv6 is preferred over IPv4 (append in-order).






	
test_default_address() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the default address is UDPv4Address(“0.0.0.0”, 0).






	
test_manual_update() → None [https://docs.python.org/3/library/constants.html#None]

	Check if manual updates to the addresses dictionary are caught.






	
test_manual_updates() → None [https://docs.python.org/3/library/constants.html#None]

	Check if manual updates to the addresses dictionary are caught (double update, out-of-order).






	
test_manual_update_overwrite() → None [https://docs.python.org/3/library/constants.html#None]

	Check if manual updates to the addresses dictionary are caught (overwrite same class).
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latest.ipv8.test.test_requestcache


Module Contents


Classes



	MockCache

	A cache that stores a future.



	MockRegisteredCache

	A cache that stores a future and registers it.



	MockInfiniteCache

	Create a cache that has near-infinite timeout delay.



	MockNamedCache

	A cache with a name.



	TestRequestCache

	Tests related to the request cache.








Attributes



	CACHE_TIMEOUT

	







	
latest.ipv8.test.test_requestcache.CACHE_TIMEOUT = 0.01

	




	
class latest.ipv8.test.test_requestcache.MockCache(request_cache: latest.ipv8.requestcache.RequestCache)

	Bases: latest.ipv8.requestcache.RandomNumberCache

A cache that stores a future.


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	Adopt the global cache timeout value.






	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	When actually timed out, set the result of our future to None.










	
class latest.ipv8.test.test_requestcache.MockRegisteredCache(request_cache: latest.ipv8.requestcache.RequestCache)

	Bases: latest.ipv8.requestcache.RandomNumberCache

A cache that stores a future and registers it.


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	Adopt the global cache timeout value.






	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Don’t do anything on timeout.










	
class latest.ipv8.test.test_requestcache.MockInfiniteCache(request_cache: latest.ipv8.requestcache.RequestCache)

	Bases: latest.ipv8.requestcache.RandomNumberCache

Create a cache that has near-infinite timeout delay.


	
property timeout_delay: float [https://docs.python.org/3/library/functions.html#float]

	Set the timeout delay to be huge.






	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Flag the timed_out value as timed out.










	
class latest.ipv8.test.test_requestcache.MockNamedCache(request_cache: latest.ipv8.requestcache.RequestCache)

	Bases: latest.ipv8.requestcache.RandomNumberCacheWithName

A cache with a name.


	
name = 'my-cache-name'

	




	
on_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	We do nothing.










	
class latest.ipv8.test.test_requestcache.TestRequestCache(methodName: str [https://docs.python.org/3/library/stdtypes.html#str] = 'runTest')

	Bases: latest.ipv8.test.base.TestBase

Tests related to the request cache.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a new request cache, without registered caches.






	
async test_shutdown() → None [https://docs.python.org/3/library/constants.html#None]

	Test if RequestCache does not allow new Caches after shutdown().






	
async test_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Test if the cache.on_timeout() is called after the cache.timeout_delay.






	
async test_add_duplicate() → None [https://docs.python.org/3/library/constants.html#None]

	Test if adding a cache twice returns None as the newly added cache.






	
async test_timeout_future_default_value() → None [https://docs.python.org/3/library/constants.html#None]

	Test if a registered future gets set to None on timeout.






	
async test_timeout_future_custom_value() → None [https://docs.python.org/3/library/constants.html#None]

	Test if a registered future gets set to a value on timeout.






	
async test_timeout_future_exception() → None [https://docs.python.org/3/library/constants.html#None]

	Test if a registered future raises an exception on timeout.






	
async test_cancel_future_after_shutdown() → None [https://docs.python.org/3/library/constants.html#None]

	Test if a registered future is cancelled when the RequestCache has shutdown.






	
async test_cancel_future() → None [https://docs.python.org/3/library/constants.html#None]

	Test if a registered future gets canceled at shutdown.






	
async test_passthrough_noargs() → None [https://docs.python.org/3/library/constants.html#None]

	Test if passthrough without arguments immediately times a cache out.






	
async test_passthrough_timeout() → None [https://docs.python.org/3/library/constants.html#None]

	Test if passthrough respects the timeout value.






	
async test_passthrough_filter_one_match() → None [https://docs.python.org/3/library/constants.html#None]

	Test if passthrough filters correctly with one filter, that matches.






	
async test_passthrough_filter_one_mismatch() → None [https://docs.python.org/3/library/constants.html#None]

	Test if passthrough filters correctly with one filter, that doesn’t match.






	
async test_passthrough_filter_many_match() → None [https://docs.python.org/3/library/constants.html#None]

	Test if passthrough filters correctly with many filters, that all match.






	
async test_passthrough_filter_some_match() → None [https://docs.python.org/3/library/constants.html#None]

	Test if passthrough filters correctly with many filters, for which some match.






	
async test_passthrough_filter_no_match() → None [https://docs.python.org/3/library/constants.html#None]

	Test if passthrough filters correctly with many filters, for which none match.






	
async test_has_by_class() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can call .has() by cache class.






	
async test_get_by_class() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can call .get() by cache class.






	
async test_pop_by_class() → None [https://docs.python.org/3/library/constants.html#None]

	Check if we can call .pop() by cache class.
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latest.ipv8.test.test_taskmanager


Module Contents


Classes



	TestTaskManager

	Tests related to the task manager.







	
class latest.ipv8.test.test_taskmanager.TestTaskManager

	Bases: latest.ipv8.test.base.TestBase

Tests related to the task manager.


	
setUp() → None [https://docs.python.org/3/library/constants.html#None]

	Create a task manager.






	
async tearDown() → None [https://docs.python.org/3/library/constants.html#None]

	Shut down the task manager.






	
count() → None [https://docs.python.org/3/library/constants.html#None]

	A function used to increment the local counter.






	
set_counter(value: int [https://docs.python.org/3/library/functions.html#int]) → None [https://docs.python.org/3/library/constants.html#None]

	Set the testing counter to a fixed value.






	
test_call_later() → None [https://docs.python.org/3/library/constants.html#None]

	Check that tasks can be sheduled for the future.






	
test_call_later_and_cancel() → None [https://docs.python.org/3/library/constants.html#None]

	Check that scheduled tasks can be canceled.






	
async test_replace_with_duplicate() → None [https://docs.python.org/3/library/constants.html#None]

	Check that a scheduled task can be overwritten by name, cancelling the previous task.






	
async test_replace_without_duplicate() → None [https://docs.python.org/3/library/constants.html#None]

	Check that replacing without a running task with the same name simply registers the task.






	
async test_replace_with_error() → None [https://docs.python.org/3/library/constants.html#None]

	Check that a task with faulty arguments raises a TypeError when replaced.






	
test_looping_call() → None [https://docs.python.org/3/library/constants.html#None]

	Check that repeating calls can be registered.






	
test_looping_call_and_cancel() → None [https://docs.python.org/3/library/constants.html#None]

	Check that repeating calls can be cancelled.






	
test_delayed_looping_call_requires_coroutine() → None [https://docs.python.org/3/library/constants.html#None]

	Check that delayed calls cannot be futures.






	
test_delayed_looping_call_register_and_cancel_pre_delay() → None [https://docs.python.org/3/library/constants.html#None]

	Check that a delayed repeating call can be cancelled.






	
async test_delayed_looping_call_register_wait_and_cancel() → None [https://docs.python.org/3/library/constants.html#None]

	Check if interval tasks are actually properly called.






	
test_raise_on_duplicate_task_name() → None [https://docs.python.org/3/library/constants.html#None]

	Check that a normal register task cannot be used as a replace task.






	
test_duplicate_anon_task() → None [https://docs.python.org/3/library/constants.html#None]

	Tests that anonymous tasks allow the same base name to be reused.






	
async test_shutdown() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the TaskManager does not allow new tasks after shutdown().






	
async test_cleanup() → None [https://docs.python.org/3/library/constants.html#None]

	Check if the tasks are cleaned up after the cleanup frequency has been met.






	
async test_cleanup_remaining() → None [https://docs.python.org/3/library/constants.html#None]

	Check if tasks which have yet to complete are not cleaned.






	
async test_task_with_exception() → None [https://docs.python.org/3/library/constants.html#None]

	Check if tasks forward their exceptions properly.






	
async test_task_with_exception_ignore() → None [https://docs.python.org/3/library/constants.html#None]

	Check that ignored exceptions do not end up in the main/generic exception handler.

Note that they are still locally raised!






	
async test_task_decorator_coro() → None [https://docs.python.org/3/library/constants.html#None]

	Check that the task decorator allows functions to be wrapped.






	
test_task_decorator_no_coro() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an attempt to taskify a non-async function raises a TypeError.






	
async test_register_task_with_future() → None [https://docs.python.org/3/library/constants.html#None]

	Check if registering a Future works.






	
async test_cancel_future() → None [https://docs.python.org/3/library/constants.html#None]

	Check if cancelling a Future works.






	
async test_register_executor_task() → None [https://docs.python.org/3/library/constants.html#None]

	Check if registering an executor task works.






	
async test_register_executor_task_anon() → None [https://docs.python.org/3/library/constants.html#None]

	Check if registering anonymous executor tasks work.






	
async test_get_task_existing_pending() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an existing pending task can be retrieved.






	
async test_get_task_existing_finished() → None [https://docs.python.org/3/library/constants.html#None]

	Check if an existing finished task can be retrieved.






	
test_get_task_non_existent() → None [https://docs.python.org/3/library/constants.html#None]

	Check if retrieving an unknown task returns None.






	
async test_get_anon_tasks_existing_pending() → None [https://docs.python.org/3/library/constants.html#None]

	Check if existing pending anonymous tasks can be retrieved.






	
async test_get_anon_tasks_existing_finished() → None [https://docs.python.org/3/library/constants.html#None]

	Check if existing finished anonymous tasks can be retrieved.






	
test_get_anon_tasks_non_existent() → None [https://docs.python.org/3/library/constants.html#None]

	Check if retrieving anonymous tasks with an unknown base name returns an empty list.
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latest.ipv8.types


Module Contents


	
latest.ipv8.types.Address

	




	
latest.ipv8.types.Attestation = 'ipv8.attestation.identity.attestation.Attestation'

	




	
latest.ipv8.types.MessageHandlerFunction

	




	
latest.ipv8.types.LazyWrappedHandler

	
	typing.Union[
	typing.Callable[[Overlay, Peer, *list[Payload]], None],
typing.Callable[[Peer, *list[Payload]], None],
typing.Callable[[Overlay, Peer, *list[Payload]],


typing.Coroutine[typing.Any, typing.Any, None]],





	typing.Callable[[Peer, *list[Payload]],
	typing.Coroutine[typing.Any, typing.Any, None]]









]






	
latest.ipv8.types.LazyWrappedUnsignedHandler

	
	typing.Union[
	typing.Callable[[Overlay, Address, *list[Payload]], None],
typing.Callable[[Address, *list[Payload]], None],
typing.Callable[[Overlay, Address, *list[Payload]],


typing.Coroutine[typing.Any, typing.Any, None]],





	typing.Callable[[Address, *list[Payload]],
	typing.Coroutine[typing.Any, typing.Any, None]]









]






	
latest.ipv8.types.LazyWrappedWDataHandler

	
	typing.Union[
	typing.Callable[[Overlay, Peer, *list[Payload], KwArg(bytes, “data”)], None],
typing.Callable[[Peer, *list[Payload], KwArg(bytes, “data”)], None],
typing.Callable[[Overlay, Peer, *list[Payload], KwArg(bytes, “data”)],


typing.Coroutine[typing.Any, typing.Any, None]],





	typing.Callable[[Peer, *list[Payload], KwArg(bytes, “data”)],
	typing.Coroutine[typing.Any, typing.Any, None]]









]






	
latest.ipv8.types.LazyWrappedWDataUnsignedHandler

	
	typing.Union[
	typing.Callable[[Overlay, Address, *list[Payload], KwArg(bytes, “data”)], None],
typing.Callable[[Address, *list[Payload], KwArg(bytes, “data”)], None],
typing.Callable[[Overlay, Address, *list[Payload], KwArg(bytes, “data”)],


typing.Coroutine[typing.Any, typing.Any, None]],





	typing.Callable[[Address, *list[Payload], KwArg(bytes, “data”)],
	typing.Coroutine[typing.Any, typing.Any, None]]









]
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latest.ipv8.util


Module Contents


Functions



	succeed(→ asyncio.Future[T])

	Convert a value to a future with the value set as the result.



	fail(→ asyncio.Future)

	Return a future with the given exception set as its exception.



	maybe_coroutine(→ Awaitable)

	Ensure the return value of a callable is awaitable.



	coroutine(→ Callable[[tuple[Any, Ellipsis], dict[str, ...)

	Ensure that the given callable is awaitable.



	strip_sha1_padding(→ bytes)

	Strip the artificial SHA-1 prefix to make it the same byte space as SHA3-256.



	create_event_with_signals(→ asyncio.Event)

	Creates an event that gets set when certain signals are received. If signals are omitted,



	run_forever(→ Coroutine)

	Helper function for waiting until the user presses Ctrl+C. Commonly used








Attributes



	maximum_integer

	



	int2byte

	



	byte2int

	



	T

	







	
latest.ipv8.util.maximum_integer = 2147483647

	




	
latest.ipv8.util.int2byte

	




	
latest.ipv8.util.byte2int

	




	
latest.ipv8.util.T

	




	
latest.ipv8.util.succeed(result: T) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future][T]

	Convert a value to a future with the value set as the result.






	
latest.ipv8.util.fail(exception: type [https://docs.python.org/3/library/functions.html#type] | BaseException [https://docs.python.org/3/library/exceptions.html#BaseException]) → asyncio.Future [https://docs.python.org/3/library/asyncio-future.html#asyncio.Future]

	Return a future with the given exception set as its exception.






	
latest.ipv8.util.maybe_coroutine(func: Callable, *args: Any, **kwargs) → Awaitable

	Ensure the return value of a callable is awaitable.






	
latest.ipv8.util.coroutine(func: Callable) → Callable[[tuple [https://docs.python.org/3/library/stdtypes.html#tuple][Any, Ellipsis], dict [https://docs.python.org/3/library/stdtypes.html#dict][str [https://docs.python.org/3/library/stdtypes.html#str], Any]], Coroutine[Any, Any, Awaitable]]

	Ensure that the given callable is awaitable.






	
latest.ipv8.util.strip_sha1_padding(s: bytes [https://docs.python.org/3/library/stdtypes.html#bytes]) → bytes [https://docs.python.org/3/library/stdtypes.html#bytes]

	Strip the artificial SHA-1 prefix to make it the same byte space as SHA3-256.






	
latest.ipv8.util.create_event_with_signals(*args: int [https://docs.python.org/3/library/functions.html#int]) → asyncio.Event [https://docs.python.org/3/library/asyncio-sync.html#asyncio.Event]

	Creates an event that gets set when certain signals are received. If signals are omitted,
the signals SIGINT and SIGTERM will be used. If you don’t need access to the event itself,
the use of run_forever is preferred.


	Parameters:

	args ([int [https://docs.python.org/3/library/functions.html#int]]) – signals after which the event should be set



	Return type:

	asyncio.Event [https://docs.python.org/3/library/asyncio-sync.html#asyncio.Event]










	
latest.ipv8.util.run_forever() → Coroutine

	Helper function for waiting until the user presses Ctrl+C. Commonly used
for keeping an application alive until shutdown.


	Return type:

	coroutine
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